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Abstract of the contribution:

This contribution discusses few open issues for NAT based solution 4.
1. Introduction

This contribution discusses few potential open issues on NAT based solution 4 for SIPTO.
1.1 TOF as the single enter/exit point on Iu-PS for offloaded traffic and signalling
TOF performing network address translation for offloaded traffic, is a stateful entity. That normally requires the same traffic flow to enter and exit the same NAT box during the entire session. If some packets of the same traffic flow are routed via other paths, for example, due to load sharing between equal cost paths, the session would be interrupted. This condition restrains the Iu-PS between RNC and SGSN to a single physical link for both signalling and traffic, to allow all RANAP signalling passing through to built up the UE offload context and session offload context, and the to allow all corresponding user plane traffic to be inspected and translated. The other alternative would be to collocate the TOF with RNC/HNB-GW, or to collocate the TOF with SGSN, then such restriction is no longer necessary. It is proposed to add some clarification text to state this restriction.
1.2 TOF context during handoff

During traffic inspection and translation, TOF builds up a NAT state (or context) for the traffic flow. Some of these contexts may need to be transferred to the target TOF during handoff. For example, due to the extraction and insertion of the offloaded traffic on the GTP-U tunnel between SGSN and RNC, TOF needs to keep a state for the GTP sequence number, N-PDU number, PDCP sequence number for uplink/downlink traffic, even for non-offloaded traffic. These contexts are normally needed at the target side to guarantee an uninterrupted handoff. While existing handoff messages can be used to transfer the context between source RNC/SGSN and target RNC/SGSN, it is unclear how context can be transferred between source and target TOF. Hence mobility support for non-offloaded traffic may also need further study.
2. Proposal

********************************** start of change *******************************************
5.5
Solution 4 – Selected IP Traffic Offload at Iu-PS
5.5.1
Applicability

This solution supports the following scenario:

-
Selected IP Traffic Offload for UMTS macro

-
Selected IP Traffic Offload for HNB subsystem

5.5.2
Architectural principles
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Figure 5.5.2.1: Selected IP Traffic Offload from Traffic Offload Function (TOF) deployed at Iu-PS

NOTE 1:
For all signalling and user plane traffic that can be confined to pass through a single physical location in the network, TOF can be deployed as a separate entity. Otherwise, TOF should be collocated with RNC/HNB-GW or SGSN.
NOTE 2:
The interface from TOF to Internet may be a subset of Gi.
The following architecture principles apply to this solution:

-
The TOF is located at Iu-PS and provides standard Iu-PS interface to the RNC, HNB-GW and the SGSN;

-
Selected IP Traffic Offload is enabled by NAT and SPI/DPI based on operator policies at different levels (e.g. per user, per APN, per service type, per IP address, etc). The policies may be configured via e.g. OAM.

Editor's note:
The other means for TOF to get policies are FFS.

-
One PDN connection or PDP context for both offload traffic and non-offload traffic is supported, while it also allows using different PDN connections or PDP contexts for offload traffic and non-offload traffic (e.g. by selecting the traffic based on APN);

-
There should not be impact on the quality of service continuity provided for non-offload traffic during mobility;
Editor’s note:
For PDP context that requires states/context in TOF even for non-offloaded traffic, mobility support is FFS, e.g, how to transfer the states/context to target TOF.
-
The quality of service continuity provided for offload traffic should be the same as it is for non-offload traffic during intra TOF mobility.
5.5.3
Traffic Offload Function
TOF includes the following functions:

-
NAS and RANAP message inspection to build/remove local UE offload context;

-
NAS and RANAP message inspection to build/Remove local session off load context;

-
SPI/DPI and Selected IP Traffic Offload policy enforcement;

-
Uplink traffic offload by removing GTP-U header and NAT;

-
Downlink traffic offload by reverse NAT and adding GTP-U header;

-
Charging for offloaded traffic;

-
Lawful Interception for offloaded traffic;

-
Offload traffic service continuity during intra-TOF mobility.
-
When TOF is configured to perform paging, TOF pages idle mode UE for downlink offload traffic, and when the UE responds TOF modifies the Service type IE in the Service Request message to indicate Data.

NOTE:
Most Internet applications is in MS originated service mode, or have a heart-beat mechanism to keep the UE in connected mode, so it is considered that paging function is not needed in most cases.

5.5.4
Offload procedure
-
TOF inspects both NAS and RANAP messages to get subscriber information and establish local UE offload context.
-
TOF inspects both NAS and RANAP messages to get PDP context information and establish local session offload context.
-
TOF decides the offload policy to be applied based on above information during e.g. attach and PDP context activation procedures.

-
During the data transfer procedure, TOF performs necessary SPI or DPI to uplink traffic.

-
TOF drags the uplink traffic out from the GTP-U tunnel and performs NAT to offload the traffic if offload policy is matched.

-
TOF performs reverse NAT to the received downlink offload traffic and inserts it back to the right GTP-U tunnel.
-
TOF removes session offload context when the APN which the IP traffic associated with it is to be offloaded and all the PDP contexts associate with that APN are deactivated.

-
The inactivity timer is reset and started with its initial value when the PS signalling connection between the MS and the network is released. The inactivity timer is stopped when the PS signalling connection is established between the MS and the network.
-
When inactivity timer expires, the TOF removes the offload contexts including the UE offload context and the session offload context.
-
When TOF is configured not to perform paging, TOF discards received downlink packets.

-
When TOF is configured to perform paging and when TOF receives downlink offload packets for idle mode UE, it constructs and sends paging message to connected RNC(s). When TOF receives Service Request message from the UE as paging response, it modifies the service type IE to Data, then forwards it to SGSN. TOF discards the downlink offload packets if there is no corresponding local context.

5.5.5
Open issues

The solution has the following open issues:

-
How the solution works with IPv6 prefix translation is FFS.
-
How to transfer the NAT context during inter-TOF mobility for non-offload traffic
************************************ end of change ********************************************
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