SA WG2 Temporary Document

Page 7
-


3GPP TSG SA WG2 Architecture — SA2#50
S2-060053
16 - 20 January 2006
Budapest, Hungary
Source:
Azaire Networks, NTT DoCoMo
Title:
Clarification on the scope of service continuity support at SAE
Document for:
Discussion and Approval
Agenda Item:
7.4
Work Item / Release:
SAE / Rel-7
1. Introduction
TR 23.882 indicates that one of the main objectives of SAE work is to have overall architecture to support mobility between heterogeneous access networks, including service continuity.  The actual text from TR 23.882 is shown below.

* Start excerpt from TR 23.882 *

3) Overall architecture aspects of supporting mobility between heterogeneous access networks, including service continuity. E.g.: 

i. service continuity between I-WLAN and the 3GPP PS domain;

ii. how to support multiple radio access technologies and terminal mobility between different radio access technologies;  
iii. how to maintain and support the same capabilities of access control (authentication, authorization), privacy and charging when moving between different radio access technologies. 

* End excerpt from TR 23.882 *

TS 22.234 (WLAN interworking) which in turn references the TR 22.934 (FS on 3GPP system to WLAN interworking) defines six 3GPP-WLAN interworking scenarios. Some scenarios that we are interested in are as follows.

* Start excerpt from TR 22.934*
Scenario 3: Access to 3GPP system PS based services 

The goal of this scenario is to allow the operator to extend 3GPP system PS based services to the WLAN. These services may include, for example, APNs,  IMS based services, location based services, instant messaging, presence based services, MBMS and any service that is built upon the combination of several of these components  Even though this scenario allows access to all services, it is an implementation question whether only a subset of the services is actually provided.

However, service continuity between the 3GPP system part and the WLAN part is not required.

Scenario 4: Service Continuity
The goal of this scenario is to allow the services supported in Scenario 3 to survive a change of access between WLAN and 3GPP systems.   The change of access may be noticeable to the user, but there will be no need for the user/UE to re-establish the service. There may be a change in service quality as a consequence of the transition between systems due to the varying capabilities and characteristics of the access technologies and their associated networks.  It is also possible that some services may not survive, as the continuing network may not support an equivalent service.       
The criteria and decision mechanism for change of access network is under investigation.

Change in service quality may be a consequence of mobility between radio access technologies, due to varying capabilities and characteristics of radio access technologies. 

Scenario 5: Seamless services
The goal of this scenario is to provide seamless service continuity, as defined in [12],between the access technologies, for the services supported in Scenario 3.
By seamless service continuity is meant minimizing aspects such as data loss and break time during the switch between access technologies.
	Scenarios:

Service and operational Capabilities:
	Scenario 1: Common Billing and Customer Care
	Scenario 2: 3GPP system based Access Control and Charging
	Scenario 3: Access to 3GPP system PS based services
	Scenario 4: Service continuity
	Scenario 5: Seamless services
	Scenario 6:

Access to 3GPP system CS based Services

	Common billing


	X
	X
	X
	X
	X
	X

	Common customer care


	X
	X
	X
	X
	X
	X

	3GPP system based Access Control

	
	X
	X
	X
	X
	X

	3GPP system based Access Charging

	
	X
	X
	X
	X
	X

	Access to 3GPP system PS based services from WLAN
	
	
	X
	X
	X
	X

	Service Continuity

	
	
	
	X
	X
	X

	Seamless Service Continuity

	
	
	
	
	X
	X

	Access to 3GPP system CS based Services with seamless mobility
	
	
	
	
	
	X


* End excerpt from TS 22.934*
As can be seen from the excerpt, the service continuity is defined on top of scenario 3.  Therefore, the item i) in the TR 23.882 implies that the service continuity will be only considered for scenario 3 between I-WLAN and 3GPP PS services.
If we look back into the history of I-WLAN specification and the objectives and purposes of each scenario, the scenario 2 was intended to provide the direct internet connection from the AP, without the users needing to be routed all the way to the home network.  The only link between WLAN and the 3GPP for scenario 2 is the 3GPP system based access control, i.e. authentication.  The operators can authenticate the user for WLAN access using 3GPP mechanism.  Once the user is authenticated and granted the WLAN access, the traffic is not under operator’s control.  If the traffic has to come to the operator’s network, then strong security should be provided to protect the operator’s network from malicious attacks.  The security is incorporated in scenario 3 by forcing the use of IPsec.  There is no security mechanism defined in 3GPP for scenario 2.  

The service continuity has meanings only when the traffic is routed through the 3GPP core networks (and subsequently to the Internet from there or to Operator’s PS services).  

The same rule should be applied to any other non-3GPP access systems, e.g. Wi-Max. In fact, TS 23.234 (3GPP to WLAN interworking; system description) indicates as follows.  

* Start excerpt from TS 23.234*

5.4.2.2
Case of other WLANs

Other WLANs, such as HiperLAN or Bluetooth, are not described in this TS but not excluded.
* End excerpt from TS 23.234*

Therefore, any wireless LAN should be handled according to the TS 23.234.  In other words, when defining the service continuity in SAE, we should not take any scenario 2 type interworking into account for service continuity.  This is because we should not and can not assume the nature, architecture, and the protocol of any non-managed access systems.  The only case that we should consider service continuity is when there is any interworking method defined between 3GPP and these non-3GPP systems, providing scenario-3 type interworking, just like 3GPP WLAN interworking specification.
This paper intends to clarify the scope of service continuity support.
2. Session continuity support scope for 3GPP I-WLAN
The focus of the SAE work should be to seek for an overall architecture as a whole that provides support for seamless mobility between different (existing and future) access systems. Service requirements for such an overall system has been studied and discussed within SA1 in the AIPN work. According to section 5 of TS 22.258 (service requirements for AIPN), “AIPN shall be under control of the operator of the AIPN. The AIPN shall provide common mechanisms for AIPN operator to control access to and usage of AIPN resources”, and furthermore in section 11, it is stated that “security policy shall be under the control of the home operator”. It is believed that these are general operator requirements and should be considered in the SAE work as well. For the sake of discussion, this section places spotlight on the session continuity support scope for 3GPP I-WLAN.
As described in the Introduction section, the 3GPP I-WLAN has several different scenarios.  Scenario 2 is a direct WLAN IP connection, which lets the user to have an internet connection directly from the AP, without needing to go to the home network.  The 3GPP operators do not have any control over this traffic.  
Mobile IP may be seen as a solution to provide the session continuity for scenario 2, by keeping the IP address the same for both 3GPP and WLAN system, but this violates the basic concept of scenario 2 and opens some security threats to the operators.  This is illustrated briefly in Figure 1.
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Figure 1 Mobility support of scenario 2 using Mobile IP
As seen at the figure, if the mobility between 3GPP and WLAN is to be supported for scenario 2 using Mobile IP, the HA should be located in operator’s core network.  This needs a couple of assumptions of FA location – FA’s in the non-3GPP access networks or co-located CoA.  The assumption to have the FA in the non-3GPP access networks itself does not go together with the term ‘non-3GPP’.  Since it is non-3GPP and out of control of 3GPP operator, we cannot assume or ask these access networks (in WLAN case, all the APs) to have FA’s.  Therefore, it is more logical to assume that the co-located CoA is used.  This means additional Mobile IP layer when the user is in non-3GPP access system.

Also, since the UE is assumed to be in the foreign network when it’s in non-3GPP network, the traffic needs to be routed to the HA via internet, i.e. to the operator’s home network.  This is not how the scenario 2 is planned to work.  If the traffic has to be routed to the home network, then there is no distinction between scenario 2 and scenario 3.  This violates the basic principle of 3GPP-WLAN interworking scenario 2, as well as opening more security threats at the HA since the HA should support the traffic coming in from the direct internet without any strong encryption or integrity protection.  For MIP in scenario 3 case, this does not happen since the HA can only deal with the traffic from internal network, i.e. from GGSN.  All other traffic from direct internet can be considered as attacks and the HA can block any traffic from open internet.
The authentication mechanism gets also complicated.  For scenario 2, the authentication is done using EAP-SIM.  Since the user is authenticated by EAP-SIM, the identification of the user will be based on IMSI or temporary ID derived from IMSI.  However, the HA does not know if this user is authenticated to access the HA or not, since HA has nothing to do with EAP-SIM authentication procedures and it does not have any notion of IMSI, either.  It is hard for the operators to decide if this user is an authenticated user when it sends traffic to the HA from the internet.  
Therefore, even though the Mobile IP may provide the mobility between two accesses, it cannot be seen as the solution to support the service continuity between 3GPP and WLAN system, due to the operations and security threats described above.  
The example of the Mobile IP is given here to describe the situation where there is an attempt to support service continuity between 3GPP and WLAN for scenario 2.  However, it is our belief the same situation will happen with any other mechanisms other than Mobile IP.  The bottom line is that the traffic should not be routed all the way to the home network for scenario 2 and if the call is not routed to the home network, there is virtually no way to control the traffic and provide the service continuity, not to mention that it does not correspond to the basic definition of 3GPP-WLAN interworking scenarios.  
To support the enterprise VPN scenario, the HA can be located at the corporate site to provide the service continuity across the bearer, where the corporate has the ultimate responsibility of the authentication, authorization, and access control of the user/traffic.  This can be well supported using scenario 2.

Therefore, it is reasonable and logical to say that the service continuity is considered only for scenario 3, not for scenario 2 in 3GPP-WLAN interworking, from the operator’s point of view.

3. Session continuity scope for SAE
When the service and/or session continuity is mentioned in SAE across 3GPP and non-3GPP access systems, the scope of support for non-3GPP systems needs to be defined, too.  
Just like the 3GPP I-WLAN case, we should not and can not assume anything about the nature of non-3GPP systems.  For example, if a subscriber is using Wi-Max to access the Internet, there is no way for the 3GPP operators to have control over that traffic, unless there is any interworking mechanism defined in 3GPP. Such control is needed for operators to control security related information or to explicitly specify when traffic should or should not traverse the home network. Hence, if the interworking mechanism is defined between any new non-3GPP access system and 3GPP PS domain, then only the mechanism that corresponds to the scenario 3 of 3GPP-WLAN interworking should be considered for service/session continuity.
To have scenario 3 like interworking, some node or some mechanism should be defined within the existing node of 3GPP evolved core network. (such as PDG in 3GPP-WLAN interworking case)  Therefore, it is assumed that the session continuity for SAE only covers the case where the interworking mechanism is defined between the 3GPP and non-3GPP access system, which means that the non-3GPP access system should have the interface to the 3GPP evolved packet core, through which the operators can control the path of the traffic.

4. Conclusions and Proposal

This paper clarifies the scope of service/session continuity between 3GPP and non-3GPP access systems.  As described in the previous sections, it is logical to support service continuity between 3GPP and non-3GPP systems only when the interworking mechanism between these two systems is defined.  Therefore, it is proposed to change the TR 23.882 as follows to clarify the scope of session continuity between 3GPP and non-3GPP access systems.
**** Start of 1st changes ****

1
Scope

The objective of this feasibility study is to develop a framework for an evolution or migration of the 3GPP system to a higher-data-rate, lower-latency, packet-optimized system that supports, multiple RATs. The focus of this work will be on the PS domain with the assumption that voice services are supported in this domain. 

The main objectives are to address the following aspects:

1) Overall architecture impacts stemming from requirements coming out from TSG-RAN’s Study Item on Radio Evolution (see SP-040915). The architectural developments should take into account the targets for the evolution of the radio-interface, e.g.:

i. whether there is a need for a modified network architecture and/or different functional split between network nodes (compared to the current 3GPP architecture);

ii. how to provide a very low latency (including C-plane) for the overall network (including core network, radio access network and radio access technology);
iii. how to provide the efficient support of the various types of services, especially from the PS domain (e.g. Voice over IP, Presence).
2) Overall architecture impacts stemming from the work in SA1 on an All-IP Network (AIPN) (see TR 22.978), e.g.:

i. support of a variety of different access systems (existing and future) and access selection based on combinations of operator policies, user preferences and access network conditions;
ii. how to realize improvements in basic system performance e.g. communication delay, communication quality, connection set-up time etc….;
iii. how to maintain the negotiated QoS across the whole system; in particular to address  inter-domain and inter-network interworking, and, QoS on the network link to the Base Station site.
Note: 
Although used in the SA1 TR 22.978 [4], the All-IP Network (AIPN) term is not used in the network architecture in this SAE TR as mapping between the term AIPN used in SA1 and the evolved architecture is not deemed necessary to progress the SAE work. Instead, the requirements on AIPN in TR 22.978 [4] are treated as overall system requirements. Even though the AIPN includes an evolved, IP based, core network and evolved IMS domain, the scope of this SAE TR does not include the IMS domain aspects.

3) Overall architecture aspects of supporting mobility between heterogeneous access networks, including service continuity. E.g.: 

i. service continuity between I-WLAN and the 3GPP PS domain.  This implies only the scenario 3 and above is considered;

ii. how to support multiple radio access technologies and terminal mobility between different radio access technologies;  
iii. how to maintain and support the same capabilities of access control (authentication, authorization), privacy and charging when moving between different radio access technologies.
**** End of 1st changes ****
**** Start of 2nd changes ****

5
Requirements on the Architecture

[Editors Note: This clause identifies the major requirements on the architecture that guide the architecture evolution.]

High-level principles

· 3GPP and non 3GPP access systems shall be supported.  For non 3GPP access systems, interworking mechanism with 3GPP system shall be defined as needed, if such interworking mechanism is not present.
· Shall provide scalable system architecture and solutions without compromising the system capacity, e.g. by separating the control plane and the transport plane.

· Interworking with release 6 3GPP systems (i.e. 3GPP-PS core, 3GPP-IP access and IMS) shall be supported

· The C plane response time for the IP-CAN shall be such that (excluding DRX times) the mobile can move from a fully idle state (this is an idle state where the mobile is GMM attached, has an IP address allocated and is IMS registered) to one where it is sending and receiving user plane data in a significantly reduced time. The target time is less than 200 ms;
-
The Evolved 3GPP System shall support SMS and equivalent functionality to that provided by the MSC’s “SMS message waiting flag”. Note: this might be provided by the R’7 WID for “support of SMS and MMS over generic 3GPP IP access”.

· The Evolved 3GPP System shall support basic IP configuration for terminals that do not have IP connectivity.
· The functional split will be defined to sufficient level of detail to avoid overlapping/duplicated functionality, signalling and related delays.
-
The basic IP connectivity in the evolved architecture is established during the initial access phase of the UE to the network.

-
For the set-up of IP connectivity with enhanced QoS, the number of signalling transactions shall be minimised.

· Mobility Management functionality shall be responsible of mobility within the Evolved 3GPP System and between the Evolved 3GPP System and different types of access systems. The mobility between the Evolved 3GPP system and different types of access systems is supported only when the interworking mechanism is defined between these systems. 
· The Evolved 3GPP Mobility Management solution shall be able to accommodate terminals with different mobility requirements (e.g.: fixed, nomadic and mobile terminals);

· The Evolved 3GPP Mobility Management shall allow the network operator to control the type of access system being used by a subscriber.
· Mobility procedures within the Evolved 3GPP System and between the Evolved 3GPP System and existing 3GPP Access Systems shall provide seamless operations of both real-time and non real-time applications and services.
-
The Evolved 3GPP Mobility Management should allow optimized routing for user-to-user traffic (including communication towards Internet and PSTN users, e.g.: via local break-out) and in all roaming scenarios (e.g.: when both users are in a visited network).

· The Evolved 3GPP System shall support IPv4 and IPv6 connectivity;

· Subscriber security procedures in the Evolved 3GPP System shall assure (at least) the same security level as current 3GPP CS/PS networks;

· Access to Evolved 3GPP System shall be possible via existing Rel 99 USIM. Evolved 3GPP System shall also permit access to inbound roamers from mobile networks with Rel 5 HSS;

· The authentication framework should be independent from the specific access network technology;

-
The evolved 3GPP System shall ensure necessary support for the existing charging principles (e.g.: calling party pays) both at application and bearer level.

· Transport overhead needs optimization, especially for the last mile and radio interfaces.
· Radio interface multicast capability shall be a built-in feature.
-
Evolved system shall support IP multicast service which provides point to multipoint user data transport.
-
The SAE/LTE system shall at least support handling of regional subscription / regional roaming / access restriction (the terms are defined in 22.011). In case a regional subscription / regional roaming / access restriction applies, the network may provide the UE with guidance to find another tracking area / network. 

-
The SAE/LTE system shall be able to handle the situation where the home operator changes a user's subscription such that it changes roaming restrictions.

-
Roaming etc restrictions shall not be more granular than Tracking Area (consideration for support of RAT specific restrictions needs to be made). SA1 needs to clarify the requirements on RAT specific restrictions.

-
Handling of roaming etc. restrictions for UEs in LTE_IDLE and LTE_ACTIVE state shall be aligned.

-
LTE/SAE shall support the same level of User Identity Confidentiality as today’s 3GPP system (e.g. Idle mode signalling and attach/re-attach with temporary user identities) 

-
The SAE/LTE system shall support network sharing functionality. Details need to be studied in RAN WGs and SA2.

-
The SAE/LTE system shall support redundancy concepts / load sharing of network nodes, e.g. similar to today's Iu-flex mechanisms.

-
The SAE/LTE system shall provide effective means to limit mobility related signalling during inter-RAT cell-reselection in LTE_IDLE state. For example, with similar performance to that of the “Selective RA Update procedure” defined in TS 23.060
**** End of 2nd changes ****
**** Start of 3rd changes ****

E.4
Impact on the baseline CN architecture

E.4.1
Solution A

Depicted in Figure E.6 is the baseline architecture taken from 23.882, from which all IMS specific elements have been removed for simplicity. In addition, a Mobile IP Home Agent (MIP HA) has been added to the figure, as well as a couple of reference points. Listed below are all new or modified reference points, with a description of their role:

· Gi+/Wi+: this is the Mobile IP signalling and bearer plane between the Gateway (i.e. GGSN or PDG) and the MIP HA;

· Gi-aaa: this is the AAA part of the Gi interface, which traditionally connects the GGSN to a AAA server which itself is not part of the 3GPP system architecture. Here it is assumed that the Gi-aaa interface connects to the 3GPP AAA server. It is used by the Diameter Mobile IP application [5] for dynamic assignment of a MIP HA, as well as well as during setup of security associations (MN-HA, MN-FA, FA-HA); 

· Wm+: this is an enhancement to the existing Wm reference point. The additional functionality is similar to the Gi-aaa functionality described above;

· Rha-aaa: this is the reference point between the MIP HA and the 3GPP AAA server. Similar to the previous, it is used for dynamic assignment of a MIP HA and during setup of security associations. 

The impact on the PCRF is left FFS.

The scenarios with GGSN and/or PDG located in the VPLMN are left FFS.


**** End of 3rd changes ****
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