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1. Overall Description:

3GPP SA3 thanks the MSF for their Liaison (MSF2005.121.00) on Authentication of fixed network SIP phones in an IMS based network and interactions between Session Border Controllers and the ISC interface. 

On the first issue identified by the MSF, which relates to IMS CN access from the installed base of SIP endpoints, including SIP phones and Analog Telephone Adapters, 3GPP SA3 has the following comments:

1)
SA3 has specified a full access independent security solution in TS33.203, which makes use of RFC3310. This provides mutual authentication at registration and confidentiality and integrity protection of subsequent SIP messages using IPSec between the UE and P-CSCF.      

2)
SA3 has also documented an early IMS security in TR 33.978, which makes use of the authentication and protection provided by the 3GPP Packet-Switched bearer carrying the IMS service. SA3 specifically decided not to provide for RFC2617 Digest authentication   “An alternative approach would have been to use password-based authentication for early IMS implementations. For example, HTTP Digest (IETF RFC 2617) could have been used for authenticating the IMS subscriber. The HTTP Digest method is a widely supported authentication mechanism. It is not dependent of the GPRS network and it does not require new functional elements or interfaces in IMS network.  However, this method would have required a subscriber-specific password to be provisioned on the IMS UE. This alternative is not adopted for use in early IMS systems”.
3)
ETSI TISPAN, however, have provided for support of legacy SIP clients using RFC2617 Digest authentication and have also defined a mechanism by which the S-CSCF can determine what type of authentication to apply when it receives a REGISTER request, a requirement that has also been identified by the MSF.  

4)
ETSI TISPAN has included the equivalent of SA3’s “early IMS security” in this solution. This is dependent on the authentication and protection provided Network Access Subsystem (NASS). This is known as NASS bundled authentication.

It should be noted that points 3 and 4 refer to drafts. Release 1 of TISPAN specifications are expected to be released early December.

2. Actions:

None
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