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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Editor’s Note:

This clause includes a short summary of the 3GPP Generic User Profile as a background information for GUP Architecture definition.

1
Scope

Editor’s Note: To be completed

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

Editor’s Note: To be completed

3
Definitions, symbols and abbreviations

Editor’s Note: To be completed

3.1
Definitions

3.2
Symbols

3.3
Abbreviations

4
Reference Architecture
Editor’s Note:

This clause includes different architectural aspects for GUP such as:

3GPP GUP reference Architecture with

· Involved network Elements and Reference points

· Access mechanisms

· Real time usage of the GUP

· Management of the GUP

· Syncronisation

· Privacy

· Security

· Charging

4.1 GUP Functionalities

Editor’s Note: 

[This clause is to highlight the initial functionalities to be included in the specification. This also provides a logical architecture of GUP whereby physical architectures are expected for further study.]

4.1.1 Harmonised access interface

The GUP harmonized access interface is the interface which can be used by the GUP suppliers and GUP consumers to access, manage and transfer the profile data. This application layer interface is independent of the profile structure. 

4.1.2 Single Point of Access

There exists for each Profile a single point of access, which knows the location of the various components of the Profile. 

4.1.3 Authentication of profile access

A GUP functionality exists that is responsible to authenticate applications. Authentication is a vital function to be passed before any kind of access to GUP data is granted. GUP shall adopt a generic mechanisms such as used for the OSA framework approach.

4.1.4 Authorisation of profile access

A GUP functionality exists that is responsible to authorise applications to access GUP data based on User specific privacy rules. All attempts to access the GUP data are to be authorised according to the defined policies.

The GUP data structures need to satisfy the requirement to provide the authorisation information on the different levels: profile, component or data element. In addition to the generic authorisation data, additional service specific data may be defined (e.g. for LCS). The same applies for the authorisation decision logic. How the generic decision logic is defined and provided is FFS.

4.1.5 Privacy Control 

The tight connection of Authentication, Authorisation and subscriber specific privacy requirements results in Privacy control. Privacy control implies a centralized management for access rights including the subscriber’s privacy requirements.

Editor’s note: results are expected from the investigation on the feasibility study considering “Generalised privacy capability” (WI agreed at SA#17).

4.1.6 Synchronisation of data storage

Editor’s note: this issue is under further investigations. Either an application is notified and requests the modified GUP data or the data modification is pushed to the application.

4.1.7 Access of profile from visited network

Access to GUP from a visited network shall follow the single point of access principle.

4.1.8 Location of Profile Components

A GUP functionality exists that keeps information where GUP data are located.

Editor’s note: Further details are expected.

4.2 GUP Functional Entities

4.2.1 GUP Server

The GUP Server is a  functional entity providing a single point of access to the Generic User Profile data of a particular subscriber. The Reference Architecture does not specify or limit the physical location of the GUP Server enabling flexibility in the implementations.

The GUP Server includes the following functionalities:

· To provide a single point of access for reading and managing generic user profile data of a particular subscriber.

Editor's note: Whether the GUP Server is implemented as a Proxy and/or Redirect Server must be defined later, see the two figures below.
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Figure 1. GUP Server acting as a Proxy Server.
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Figure 2. GUP Server acting as a Redirect Server.

Editor's note: How the functionality is performed to be added later.

Editor's note: Authentication, authorisation, privacy, synchronisation etc. to be added later.

4.2.2 Repository Access Function (RAF)

The Repository Access Function (RAF) realizes the Harmonised Access interface. It hides the implementation details of the data repositories from the GUP infrastructure. The RAF performs protocol and data transformation where needed.

The protocol between the RAF and the GUP data repository is out of the standardisation scope. It is recommended that the protocol used should support GUP requirements.

4.2.3 Reference Points

Reference Points in the GUP Reference Architecture:

1. Reference Point RG

This reference point shall allow applications to create, read, modify and delete any user profile data using the harmonized access interface. The GUP Server locates the data repositories responsible of the storage of the requested profile component(s) and carries out the requested operation on the data.


2. Reference Point RP

This reference point shall allow the GUP Server or applications to create, read, modify and delete user profile data using the harmonized access interface.


Editors Note: additional reference points may be introduced at a later stage. Deeper investigations on the GUP server may result in "outsourced" functions and may require a description of reference points to them. However, at this stage of development additional reference points cannot be foreseen.
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Figure 4.1: GUP Reference architecture

Editor’s note: The abbreviations in the figure are GUP Access Point (GAP) Component Location Broker (CLB) Profile Authorisation & Authentication Control (PAAC) and Repository Access Function (RAF).

An example of mapping the GUP reference architecture to current infrastructure environment is shown in Figure.4.2.
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Figure 4.2: An example of mapping the GUP reference architecture to Current Infrastructure Environment

4.2.4 Message Flow of using GUP

For an application requesting GUP data component(s) a message flow is described in the following:

· The application requests a GUP component(s) via Single Point of Access (Rg) from the component broker function at the GUP server 

· The component broker function at the GUP server authenticates the application. Note that also separate authentication services may be applied.

· The component broker function at the GUP Server identifies the level of authorization the Application is allowed to access the GUP data.

· The component broker function at the GUP Server identifies the location of the GUP component(s). 

At this point the Component Broker function at the GUP Server may (see figure 4.3 below)

· Access the GUP component(s) by means of the Harmonised Access Interface (Rp) or by other means outside the scope of GUP. 

· Respond to the application with the result of the request, optionally combining results from different GUP data repositories.

Or, depending on GUP data repositories choice (see figure 4.4 below)

· Respond to the application with reference(s) to the component(s) and additionally authorisation credentials with limited lifetime. Note that authorisation credentials from other sources are not excluded.

· The application uses the reference(s) and the authorisation credentials to access GUP data repositories by means of the Rp reference point.

Privacy rules may stay together with the data it applies to at the data repository where the data is stored. In this case this privacy rules shall apply. Optionally, the GUP Server may apply additional privacy rules, handled at the PAAC function. However the GUP Server must never “bypass” existing privacy rules.

The following figures show the message flows for both cases as described.
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Figure 4.3: An Example of Application Requesting GUP Data Component(s) a Message Flow
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Figure 4.4: An Application Requesting GUP Data Component(s) a Message Flow
4.3
Rp reference point procedures

This subclause defines the procedures applied in the Rp reference point. The application or GUP server acts as the active requestor towards the Repository Access Function (RAF) entities e.g. to read or modify the data. It is assumed that the both ends share initially the same data structure definitions. Rp is applied to control the data stored in the different user profile components as per users. To address the data the user identity or the component identification is given accompanied with the lower level data reference when required.

There are the following procedures:

· Create Component

· Delete Component

· Modify Data

· Read Data

· Subscribe To Data

· Notify Data

· Define Data

Editor’s note: The input and output information elements are to be added to each procedure as well as the error type descriptions. The possible application authentication functions are also FFS.

Editor's note: How the existing profile components are included in the Generic User Profile is FFS.

4.3.1
Create Component procedure

Create Component procedure is used by the application to add a new profile component in the contacted repository. The attached user identity and the created component type are specified along with the created data. It is presumed that the profile data structure is already known by the both parties. No new type of data can be defined by this procedure, only the data contents are provided. The requestor shall provide the necessary data for authorisation purposes (e.g. assertions and identifications). The RAF returns the component identification.

This procedure is synchronous in nature but it is also possible to define a separate response message.

4.3.2
Delete Component procedure

Delete Component procedure is used by the application to remove a profile component from the contacted repository. The attached user identity and the component type or the component identification is specified. The requestor shall provide the necessary data for authorisation purposes (e.g. assertions and identifications).

This procedure is synchronous in nature but it is also possible to define a separate response message.

4.3.3
Modify Data procedure

Modify Data procedure is used by the application to change the data in a profile component. The component is identified by the user identity and the component type or by the component identification. The modification may concern the whole component or any single lower level piece of data referenced in the procedure invocation. The new contents for the entire referenced data shall be provided. It is also possible to add more similar type of data elements to an existing array type of element. The requestor shall provide the necessary data for authorisation purposes (e.g. assertions and identifications).

This procedure is synchronous in nature but it is also possible to define a separate response message.

4.3.4
Read Data procedure

Read Data procedure is used by the application to retrieve the data in a profile component. The component is identified by the user identity and the component type or by the component identification. The data retrieval may concern the whole component or any single part of it as referenced in the invocation. The requestor shall provide the necessary data for authorisation purposes (e.g. assertions and identifications).

This procedure is synchronous in nature but it is also possible to define a separate response message.

4.3.5
Subscribe To Data procedure

Subscribe To Data procedure is used by the application to request notifications about changes in the profile component data. The component is identified by the user identity and the component type or by the component identification. Furthermore the application can identify which elements are to be monitored for changes if it is not interested in all changes. Data synchronisation can be performed by Subscribe To Data and Notify Data procedures. The RAF returns the identification of the subscription request to provide means for the application to link the notifications of Notify Data procedure to the related subscribe requests.

The requestor shall provide the necessary data for authorisation purposes (e.g. assertions and identifications).

4.3.6
Notify Data procedure

Notify Data procedure is invoked by the RAF when the data which was identified in Subscribe To Data procedure changes or alternatively when the notification is requested by management means outside the scope of this specification. The procedure identifies the changed data and optionally provides the new values.

4.3.7
Define Data procedure

Define Data procedure is used by the application to define new data elements to the profile component data structure. The names and types for the new data are specified. This procedure facilitates extension of the profile data with new, proprietary data. Subsequently these data can be handled by the above described procedures e.g. modifed by the Modify Data procedure.

4.3.8
Common information definitions

Editor’s note: The information elements that are applied in several procedures are described in this chapter. Authorisation input data is one example.

4.3.9
Error handling and common error types

The basic principle in error handling is that all errors in carrying out the procedures lead to complete abortion of the requested operation. The procedure error responses identify the error type together with more detailed information about the cause of the error. 

The common error types which can be applied to all procedures contain:

Error
Description

Invalid operation
The operation is invalid or unsupported.

Invalid parameter
The given parameter of the operation is invalid.

Unauthorised operation
There was no authority for the requested operation.

Data unavailable
The requested data were not available.

Unexpected error
An unexpected error condition was met.

5
GUP Information Model

A Generic User Profile consists of a number of independent Profile Components.

The Profile Component has a unique identity within the Generic User Profile.

A Profile Component contains zero or more Data Elements. A Composite Datatype is used to define which Data Elements belong to the Profile Component.

The UML Class Diagram below illustrates the basic concepts of  the GUP Information Model.
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Figure 5.1: The basic concepts of GUP

 Editor's note: The Information Model is a preliminary one: E.g. Logical/Physical view on Profile Component must be added later.

Annex A (informative):
Examples of 3GPP Generic User Profile Usage

Editor’s Note: To be completed.

Annex B (informative):
Change history
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