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Introduction

SA5 has sent an LS to SA2 regarding charging interface definition. SA5 has assumed that Wo and Wf interface correspond to the on-line charging interfaces Ro and Rf which SA5 are now evolving to support bearer level charging.
Wo and Wf do support on-line charging, albeit that the bearer level charging is specifically designed to support scenario 2 charging, where user bearer flows may not traverse the Packet Data Gateway in the HMPLN.

When dealing with scenario 3 interworking, there is continued discussion on the tunnelling method used to control user bearer flows. The selected tunnelling technique WILL impact the charging requirements.

TDOC S2-030113 includes examples of authorization and tunnelling using AAA based compulsory network based tunnels. Here, because of the compulsion, a HPLMN operator can guarantee that all packets are routed through the Packet Data GW in the HPLMN.

Alternative tunnelling techniques can be envisioned, e.g., using intermediate drivers in the WLAN UE. However, these techniques may be circumvented by malicious users, Hence, on-line charging techniques need to be defined to allow a HPLMN operator to detect when a user has re-configured intermediate drivers in order to circumvent HPLMN policy control.

This contribution proposes to define Ro and Rf interfaces on the Packet Data Gateway. This is aligned with current section 6.2.6. which states that the Packet Data Gateway generates accounting information for on-line and off-line charging. 
In this way, correlation techniques used between Rf and Wf or Ro and Wo can be used to detect users who have re-configured their intermediate driver software. When detected, Immediate Service Termination can be used to discontinue the users session. It is proposed to respond to the SA5 LS along these lines.

5.6.2 Online Charging 

Online charging includes mechanism to get online permission from online charging system to allow an online charged subscriber to access WLAN.  In addition, online charging for higher layer scenarios allows the HPLMN to detect when the user has illegitimately re-configured WLAN UE intermediate driver software in an attempt to circumvent routing through the Packet Data Gateway,
6.1.1
Non Roaming WLAN Inter-working Reference Model
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figure 6.1 Non Roaming Reference Model.

6.1.2 
Roaming WLAN Inter-working Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and/or the home 3GPP networks.  The Wx and Wo interfaces are intra-operator. The 3GPP network interfaces to other 3GPP networks, WLANs, and intermediate networks via the Wr and Wb interfaces.

The 3GPP proxy AAA relays access control signalling and accounting information to the home 3GPP AAA server.     

It can also issue charging records to  the visited network CGw/CCF when required.
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Figure 6.2   Roaming Reference Model. 

6.3.10 Ro

This reference point is located between Packet Data Gateway and the on-line charging system. The functionality of this reference point is to enable:

· The Packet Data GW to generate on-line bearer level charging for WLAN users with unit reservation.

The protocol crossing this reference point is Diameter (e.g., Diameter credit Control Application)

6.3.11 Rf

This reference point is located between Packet Data Gateway and the charging gateway. The functionality of this reference point is to enable:

· The Packet Data GW to generate on-line bearer level charging for WLAN users with direct debiting.

New section which amends text proposed in S2-03113

Scenario 3 APN Service using EAP-TLV/Authorization and AAA defined IP filtering and client initiated tunnelling

For WLAN emulated APN service with client initiated tunnelling, the following protocol exchange applies:
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Figure 1: WLAN Emulated APN using AAA defined IP filtering and client initiated tunnelling
1. EAP-SIM or EAP-AKA is used for user authentication. During this preliminary EAP exchange a Master Key is derived.

2. The UE sends the FQDN corresponding to the APN using EAP-TLV/Authorization. The information is sent using Protected TLV with keys derived from the Master Key.

3. The 3GPP AAA Server performs subscription checks according to the APN requested. 

4a.
If subscription checks fail, the user can be informed using an EAP Notification Message prior to sending the EAP Failure message.

4b1.
If subscription checks pass, the 3GPP-AAA Server selects AAA IP Filtering attributes according to the FQDN (APN) and includes these together with the encapsulated EAP-Success in the AAA message.
4b2. The EAP-Success is forwarded to the WLAN UE.

5. The WLAN Access Controller augments the IP filter attributes included in the AAA message with local services, e.g., DHCP and binds this IP filter to the controlled port opened using 802.1X. 

6. The WLAN UE performs DHCP using DHCP Server of the WLAN AN

7. The WLAN UE uses the IP address allocated in step 6 to perform client tunnelling to the packet data gateway corresponding to the FQDN provided in step 2. 

8. The Packet Data GW authenticates the user using the configured APN AAA server. AAA may be optionally used to allocate an IP address to the WLAN UE in which case the Packet Data GW provide this IP address during tunnel configuration.
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Proposal

It is proposed to include the above text in the TS.
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7) Tunnel Authentication
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5) Tunnel Establishment





4b1) AAA Tunnel Attributes 





4b2) EAP Success





4a) EAP Notification followed by EAP-Failure
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2) EAP-TLV/Authorization


(Tunnel FQDN corresponding to APN, AZN Identity corresponding to username, Tunnel Password corresponding to PAP password )
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5) Tunnel Establishment





4b1) AAA Tunnel Attributes 





4b2) EAP Success





6) Tunnel Authentication
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4a) EAP Notification followed by EAP-Failure
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2) EAP-TLV/Authorization


(Tunnel FQDN corresponding to non-transparent APN with CHAP authentication AZN Identity corresponding to username, Tunnel Password corresponding to CHAP shared secret)





1) EAP-SIM or EAP-AKA
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7) Client Initiated Tunnel Establishment
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2) EAP-TLV/Authorization


(Tunnel FQDN Corresponding to APN, )
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8) Tunnel Authentication





6) Client DHCP








� Contact mgrayson@cisco.com





�  Bradner, S., "The Internet Standards Process -- Revision 3", BCP 9, RFC 2026, October 1996.
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