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This contribution proposes to add a new Section 6.4 “Interworking and Reference Points” in order to ensure that appropriate consideration is given to impacts upon the WLAN, upon 3GPP network elements and upon UEs.

--------------------------------------------- Proposed Change --------------------------------------------------------------

6.4 Interworking and Reference Points

6.4.1 Wn

The Wn interface is used to

· to tunnel traffic destined for the UE’s home IP address to the UE’s WLAN address (the care of address) and

· to tunnel traffic originating from the UE’s care of address so that the UE’s home address appears as the source address.  
Tunneling can be supported in 2 different ways
1. Network based tunneling between the WLAN and user’s 3GPP network, where tunneling is transparent to the UE and is terminated at an Interworking element in the WLAN 

2. Client based or End-to-end tunneling between the UE and home 3GPP network, where tunneling is transparent to the WLAN and to the applications in the UE (it is terminated within the operating system kernel within the UE).
Network based tunneling

One end of the tunnel is the packet gateway and the other end is a router in the WLAN (see Figure 6.4.2 a below). The tunnel is terminated in the WLAN. The packet from A to B (where B is the IP address assigned by the 3GPP home network to the UE) is encapsulated inside another packet source address X (address of packet gateway) and destination address Y (an IP address within the WLAN, which may be associated with the tunnel rather than be specifically assigned to the UE). At the tunnel termination point in the WLAN the original packet is extracted and delivered to the L2 address assigned to the UE, assigned to the pair <Y, B>. (Note: the association between IP addresses and a UE’s L2 address also needs to be specified). Packets originating from the UE in the WLAN from B to A arrive on the L2 address and the router + tunnel termination/origination point (which is also acting pretty much as the foreign agent) provides a reverse tunnel. It encapsulates the packet inside another having destination address X and source address Y.  


[image: image1]
Figure 6.4.2 a: Network based tunneling

Note: For simplicity only the packet tunneling to the UE is shown.

WLAN router(s) will need to be modified to provide tunnel termination since the WLAN router determine the LAN (L2) address corresponding to the assigned IP address (address Y in Figure 6.4.2 a). Each router in the WLAN will need to provide tunnel termination functionality. Since the WLAN may be connected to more than one 3GPP network and tunnel to be used has to be determined by WLAN routers. A 3GPP network may be connected to more than one WLAN and the tunnel to be used has to be determined by the packet gateway. Although there appears to be no impact on the UE, the process dynamic address assignment by the 3GPP network will have some impact on the UE and on WLAN routers (e.g. MIP registration with MIP FA functionality provided by WLAN routers).
Client based or end-to-end tunneling
 

One end of the tunnel is in the packet gateway and the other end is in the UE (in the OS kernel of the UE for example) as shown by Figure 6.4.2 b below. Encapsulation/de-capsulation is performed by the OS kernel so that applications in the UE see packets arriving from B destined for A and applications always send packets from A destined for B. The OS kernel for example provides foreign agent function.  The UE tunnel endpoint address Y is a unique address assigned to the UE in addition to the UE “home” address B.  (The address Y does not necessarily have to be a public address).


[image: image2]
Figure 3: Client based or end-to-end tunneling

Note: For simplicity only the packet tunneling to the UE is shown. The tunneled packet is converted by the OS kernel to/from the original packet.

Client based tunneling is totally transparent to WLAN. The OS kernel in UE has to be upgraded (e.g. via software download?) and configured (e.g. via parameters provided via SIM) to provide the appropriate MIP FA functions.
 

 

Impact Considerations and Standardization:

Support of network based tunneling requires changes to WLAN and minimal changes to UEs. Support of client based tunneling requires changes to the UE only (no change to WLAN is required). Client based tunneling using Mobile IP with a co-located Foreign Agent inherently supports Scenario 4. Dynamic address assignment by the UE’s home network is not inherent to network based tunneling (unless it is based on MIP where MIP FA functionality is provided by routers in the WLAN). Dynamic address assignment by the UE’s home network is inherent to client based tunneling (e.g. where MIP FA functionality is provided by the UE’s OS kernel).

Cost/complexity issues of changing WLAN may outweigh the cost/complexity issues of changes to UE in certain cases. For example the case where the WLAN is used by a single operator to provide a small number of islands of WLAN coverage may require only a small number or routers in the WLAN to be upgraded. Some operators may not care particularly about support of Scenario 4 or dynamic address assignment. 

Support of network based tunneling requires agreements and decision in 3GPP specifications on 

· tunneling protocols (e.g. IP in IP, GRE, IPSec etc.) to be used (including minimum or default tunneling schemes to be supported)

· parameters to be passed to the WLAN (via Diameter)

· support of dynamic address assignment

Support of client based tunneling does not require Stage 3 specification effort (except possibly regarding any USIM based configuration parameters). Client based tunneling can co-exist with network based tunneling.

6.4.2 Wr
The WLAN will be upgraded to support EAP (see Section 5.2).

Network elements in the WLAN must detect that the Network Access Identifier (NAI) in the EAP Response/Identity implies some other network than the WLAN and must forward this and subsequent related L2 messages to/from the UE to the Interworking element that provides the Wr reference point to the particular 3GPP network identified by the NAI.

The WLAN Interworking element is responsible for converting EAP messages to/from Diameter messages to/from the AAA server identified by the NAI.

Successful authentication/authorization must be communicated by the Interworking element to the WLAN and this results in the WLAN enabling IP address assignment to the UE.

Unsuccessful authentication/authorization must be communicated by the Interworking element in the WLAN and this must result in disabling of IP address assignment to the UE.

---------------------------------------------- End of Proposed Change ----------------------------------------------------
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