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Introduction

This paper describes possible problems when a TEID is reused in the GGSN immediately after it has been released for another MS. This might lead to that wrong PDP contexts are released in the SGSN or that uplink packets are not delivered to the correct recipient (or not delivered at all).

Excerpts from standards

The following excerpts from the standards are of particular relevance for this discussion.

From 23.060, subclause 14.6:

“The TEID is a unique identifier within one IP address of a logical node, i.e. RNC, BSC, SGSN, or GGSN, which has meaning only within the GTP protocol. For the user plane, i.e. GTP-U, each PDP context has a one-to-one relationship between the TEID on one hand and NSAPI and IMSI on the other hand, or in the Iu reference point case, between the TEID and RAB ID and IMSI. However, the algorithm for computing the value of the TEID is implementation dependent.”

From 29.060, subclause 11.2:

“A path counter shall be reset each time a response is received on the path and incremented when the T3-RESPONSE timer expires for any message sent on the path. The path shall be considered to be down if the counter exceeds N3-REQUESTS. In this case, the GSN or RNC may notify the Operation and Maintenance network element. GTP shall also notify the upper layer of the path failure, so that PDP contexts associated with this path may be deleted.”

Problem description

For the purpose of the example below, we make the following assumptions, which are all standards-compliant:

· The SGSN does not release PDP Contexts after path failure has been detected. 

· The GGSN releases the PDP Contexts after path failure has been detected. 

· The GGSN re-uses a TEID immediately after the corresponding PDP Context has been released.

Let’s now consider the following scenario:


[image: image1.wmf] 

TEID #21

 

PDP#1

 

SGSN

 

Create PDP Context Request (TEID #11)

 

Create PDP Context Response (TEID #21)

 

Create PDP Context Request (TEID #12)

 

Create PDP Context Response (TEID #21)

 

UL PDU

 (TEID #21)

 

Error Indication (TEID #21)

 

Path failure

 

2)

 

3)

 

4)

 

GGSN

 

TEID #21

 

PDP#1

 

TEID #21

 

PDP#1

 

TEID #11

 

PDP#1

 

PDP#1

 

TEID #12

 

PDP#2

 

1)

 

TEID #21

 

PDP#2

 

TEID #21

 

PDP#1

 

TEID #21

 

PDP#2

 


1) A MS, MS#1, requests to attach. In the Create PDP Context Request message, SGSN will forward a downlink TEID (TEID#11) to GGSN. And in the Create PDP Context Response message, GGSN will forward an uplink TEID (TEID#21) to SGSN. After a successful PDP Context activation, PDP Contexts related to the MS#1 will be stored in both SGSN and GGSN (PDP#1).

2) Path failure occurs on the link related to PDP#1. The GGSN detects the path failure (e.g. GTP Echo Request has timed out) and releases all affected PDP Contexts. Furthermore, no longer used TEIDs are released (amongst them TEID#21). However, the SGSN does not release the affected PDP Contexts.

3) Now a new MS, MS#2, requests to attach. In the Create PDP Context Request message, SGSN will forward a downlink TEID (TEID#12) to GGSN. And in the Create PDP Context Response message, GGSN will forward an uplink TEID (TEID#21) to SGSN. I.e. the GGSN re-uses the TEID previously used to identify the tunnel to the MS#1. After a successful PDP Context activation, PDP Contexts related to the MS#2 will be stored in both SGSN and GGSN (PDP#2). However, there will be two PDP Contexts in the SGSN, PDP#1 and PDP#2, that have the same uplink TEID!

4) The MS#1 sends an uplink message. When GGSN receives the message it will either:
- detect that it has no active PDP Context for MS#1, send an Error Indication to SGSN (according to 29.060, sub clause 7.3.7) and discard the message,
- not detect that it has no active PDP Context for MS#1 and forward the message to its destination address. If the two MSes use the same APN, the message might very well reach the intended recipient but the wrong MS might be charged! (If the APNs are different, the message might reach a wrong recipient)
- or not detect that it has no active PDP Context for MS#1 but detect that the source address of the uplink message does not correspond to the PDP address stored for MS#2 and just discard the message. 

5) In the case an Error Indication is received from GGSN, the SGSN shall delete the PDP Context (according to 29.060, sub clause 7.3.7). However, SGSN will have two PDP Contexts related to TEID#21 and depending on the implementation, the SGSN might release the wrong PDP Context, i.e. the PDP#2 Context.

Other error situations

Even if both the SGSN and the GGSN releases affected PDP Contexts at path failure detection, the problem described above can occur in a couple of other situations:

· Path failure can be detected when there are consecutive missing responses to a request message (see 29.060, sub clause 11.2). This request can be an Echo Request or another request. Different vendors may therefore "judge" path failure in different ways. 

· Furthermore, T3-RESPONSE and N3-REQUESTS may differ between vendors. If one vendor concludes with path failure at one path endpoint, we cannot be sure that another vendor at the other endpoint has come to the same conclusion at the same time, as long as there is no path recovery indicator.

Conclusion

The example above clearly shows that reuse of TEIDs within a short period of time is undesirable, however the current standards do not preclude such implementations. This paper describes one particular failure scenario but other exceptional cases may arise when reusing TEIDs to shortly.

Therefore, Ericsson proposes to clarify in the standards that a TEID is not to be re-used within a significant period of time and is willing to prepare the necessary CR to 23.060 to amend this problem.
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