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1.  Introduction

This contribution proposes an authentication method for WLAN-3GPP interworking (scenarios 2 to 5) in order to comply with requirements mentioned in TR 22.934.

2.  Guiding principles 

2.1 Impacts on WLAN

It has been expressed in the feasibility study [1] that the WLAN-3GPP interworking should not require any change to the existing WLAN standards. 

One of the main options of [1] is that

"Service interworking between 3GPP system and WLAN network should reuse de facto way of using WLAN networks, i.e. transportation of IP packets. 3GPP-WLAN interworking should not thus be built directly on top of any specific WLAN technology but on top of harmonizing layer(s) (i.e. IP)."

In order to ensure compatibility with existing WLAN access systems and to achieve fast time to market, it has been proposed that the 3GPP system - WLAN interworking should be realized as an overlay solution on top of generic WLAN access system.  This assumption can only concern the user plane. For control plane, it seems difficult to ensure globally the interworking of 3GPP and WLAN without any impact on WLAN standards. Nevertheless it is mentioned in [1] that 

"The goal is to avoid changes to WLAN standards and to minimize changes in existing 3GPP specifications."

2.2 Level of security

Concerning security, it is required for scenario 2 (§6.3.3 Security) that: "the level of security of the 3GPP system shall be not compromised by the deployment of the 3G-WLAN interworking system. Access control for users accessing WLAN shall have the same level of security as a 3GPP system authentication procedure."

In order to ensure that the level of security is at the same extent of robustness on WLAN as on the 3G system, it is necessary to detail what this requirement consists in for 3G. 
Among the different security features defined by 3GPP [2], it is necessary to examine how:

· the user identity confidentiality

· the mutual authentication between the user and the network
· the confidentiality (encryption of both user data and signalling)
 are proceeded in case of 3G-WLAN interworking scenarios.
Note: The mutual authentication is a very important input of UMTS authentication, which cannot be ensured if a usual WLAN authentication is used.

WLAN standards have their own standardised security procedures and features. For example, for encryption, the current standard 802.11b uses WEP (Wireless encryption protocol), and Hiperlan 2 uses Diffie-Hellmann key exchanges. Moreover, the level of security is not the same for each one. A priori, some important security features defined for 3GPP systems cannot be easily mapped on WLAN standards without any modifications. 

Among the different figures, we will illustrate the possible impact on WLAN standards hereafter only based on the authentication procedure. Encryption and data confidentiality are FFS.

3. Authentication procedure for WLAN-3GPP interworking

Several contributions have been proposed on this item [6,7,8]. It usually deals with common authentication architecture and the protocols used on Wr and Wx reference points [9]. 
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Figure 1. Visited Nw based Access Control Reference Model.

This part focuses on the network authentication and the possible impact of requirements in [1].

3.1   UMTS AKA

UMTS AKA is performed for authentication and key agreement between the UE and the HSS. Authentication procedure aims at three different goals in UMTS:

· the network  properly corroborates the user identity 

· the user properly corroborates that he is connected to a serving network that is authorised by the user's HLR to provide him services

· the IK and CK keys for encryption phase are properly generated
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 Figure 2. Authentication and Key Agreement in UMTS

1. The UE solicits access to the 3GPP network (this can happen at attachment, change of SGSN, etc… depending on operator configuration).  

2. The Send Authentication Info (IMSI) message is sent to the HLR by the SGSN.

3. The HSS responds with a Send Authentication Info Ack (containing authentication Triplets/quintuplets) message.

4. The SGSN forwards the RAND and AUTN values to the UE. The UE calculates the RES value from the RAND value. The UE checks the AUTN value in order to authenticate the network.

5. The RES attribute is returned to the SGSN, which compares the RES with the XRES.

Note : If the comparison is unsuccessful then the SGSN rejects the authentication.

3.2  WLAN authentication:

The 802.1x is a standard adopted by IEEE in June 2001 that allows authentication and keys handling for LAN IEEE 802. It is not a confidentiality solution. It uses EAP protocol as an authentication structure. Before 802.1x, no satisfactory solution was provided for authentication.

EAP is an IETF standard for extended authentication protocols. It is not an IP-based protocol. Therefore, it can be easily mapped to other protocols such as PPP, IEEE 802.1x and VPN. The characteristics of EAP is the extensibility capability to several authentication methods. The most widespread existing authentication methods are MD5 and TLS. The AKA method is also supported by EAP.

Hereafter is given a scheme representing the different options provided by an authentication supported by EAP on WLAN interface.
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Figure 3. Extensible Authentication Protocol use

3.3 Interest of a USIM-based authentication
Mutual authentication between UE and 3G networks is based on USIM. In [1] (§6.3.2 Access Control), it is mentioned that:

"It shall be possible to reuse existing UICC cards, containing the SIM/USIM, for the access control."

Therefore, we can consider at that stage that the use of a USIM for WLAN access in case of 3G-WLAN interworking is still optional and that two options are currently possible for authentication procedure when accessing 3G services through WLAN interfaces, depending on the fact that UICC is used or not.

Regarding the case where the UICC is used, it is necessary to proceed to UMTS AKA procedure through WLAN access. 

Whatever the WLAN technology (listed in [1] as 802.11a/b, Bluetooth, Hiperlan), the UMTS AKA procedure needs to be supported by a generic authentication mechanism allowing a transparent transport of authentication messages as depicted in Figure 2.

Some proposals [3] have been made to transport UMTS AKA messages over EAP. This is particularly dedicated in the case interworked WLAN use 802.1x authentication scheme [4].



Figure 4. Authentication based on EAP-AKA scheme

Note: the sending of CK, IK, and XRES to the access point is FFS.

The introduction of AKA inside EAP allows several new applications like the use of the third generation mobile network authentication infrastructure in the context of wireless LANs and IEEE 801.1x technology through EAP over LAN [8].

In the case the UICC is not used for access control on WLAN part, the authentication procedures used will be specific to the WLAN technology. 

In that case, a proper analysis of the different authentication schemes proposed for the different WLAN access should be investigated. Several studies underline the weakness of security of existing WLAN. For instance 802.11b defines only limited support for confidentiality through the wired equivalent privacy (WEP) protocol. Furthermore, the standards committee for 802.11 is still resolving these issues by introducing 802.1x authentication mechanism [4]. 
4.  Conclusion

This contribution has addressed the impact on authentication of requirements of the 3GPP-WLAN Interworking feasibility study on the existing WLAN standards. Our view is that the reuse of existing WLAN functions for AAA can not be directly assumed as secured as 3GPP features and that it will be necessary to enhance WLAN standards on control plane to provide equivalent security functionality as is required in 3G. Hence the use of UICC cards, including USIM should be required for scenario 2. The transport of UMTS AKA on EAP through the WLAN allows minimising the impact on WLANs but needs to be further studied.
The group is invited to discuss the desired way forward about WLAN interworking considering that the requirement of the robustness of WLAN-3GPP Interworking security may be inconsistent with the requirement of not making any change to WLAN systems.

Orange France position is that:

· the USIM is necessary to ensure a satisfactory level of authentication for scenario 2;

· an LS should be sent to SA3 to ask their position on this issue and on the use of EAP/AKA. Orange France is willing to provide this LS.
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