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Proposed changes in Chapter 7 in version 1.0.0 of TR “Enhanced user privacy  
for location services”

<< First changed section>>
7. 
Stage 2 description of enhanced privacy checking

LCS Stage 2 specification TS 23.271 defines only limited set of privacy options in chapter 9.5.3 consisting mainly of five different privacy settings:

· positioning not allowed;

· positioning allowed without notifying the UE user (default case);

· positioning allowed with notification to the UE user;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

These settings in the network are probably too limited to support the increasing number of LCS clients and the varying privacy requirements for location services especially for roaming subscribers.

It should be possible to have variable privacy settings, e.g. according to time of day, day of week and according to the location of the target UE. However, for compatibility reasons to Rel-4 the MSC/SGSN and HLR privacy functionality has to be kept (notification/verification). 


Note1: It is FFS if these additional privacy settings could be handled by the User Profile services as specified in 3GPP.

7.1. 
Architecture alternative with privacy profile register (PPR) 

In order to support additional privacy settings for location services the HLR/HSS may indicate that the subscribers additional privacy information for location services is available in an external data base, e.g. the Privacy Profile Register (PPR). The PPR may contain additional privacy settings, e.g. according to time of day, day of week and according to the location of the target UE. In case the PPR have executed the additional privacy check and given the result back to GMLC, then GMLC will in case of positive result from PPR forward the Location Request to MSC/SGSN as specified in 23.271 or in case of negative result from PPR immediately return the response back to LCS Client. The PPR is accessible from the GMLC via the Lr interface. This is illustrated in figure 7.1.
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Figure 7.1; LCS architecture alternative with PPR attached to GMLC

The PPR is normally managed by the PLMN operator and there is trusted signaling between GMLC and PPR. When the request has to be delivered via an unsecure network, (i.e. public ip-network) the PPR server needs to be authenticated and the traffic has to be secured.
The PPR could be located outside the operator’s core network, but this type of architecture is outside the scope of 3GPP.
Privacy check according to Rel-4 (privacy check in MSC/SGSN) and the additional "privacy check" of GMLC/PPR (as proposed in TR) may lead to different results
PPR always sends a result for the privacy check request it received from the GMLC that will be sent to MSC/SGSN. If the privacy check was approved by the PPR it will report to GMLC whether the subscriber wants to be notified, verified or is the request allowed without notification. GMLC will use this result and pass it on to the MSC/SGSN as an additional “result” field in the PSL message on the Lg interface. There are 3 alternatives how to combine the PPR result with the privacy checking in MSC(Rel-5):
1. MSC shall check as specified in, whether the subscriber has blocked all LCS services, in which case the PPR result shall be rejected. In all other cases the PPR result shall be used as described in alternative 3 below, see note 3.
2. MSC shall also perform a privacy check as specified in TS 23.271, Rel-4. in the following cases:
· PPR result is not received or MSC does not understand the result. 
· PPR result is received but not used. 
3. MSC receives the PPR result and shall start MT-LR according to the result, see note 3.



All the alternatives are configurable result handling routines. MSC can be configured so that one of alternatives 1, 2 or 3 is defined as default routine for each GMLC that is allowed to request for location from this MSC. MSC verifies what GMLCs are allowed to do location as defined in TS 23.271.
The HLR sends the PPR address per subscriber in the SRI response to GMLC and when a PPR is indicated, the GMLC may select that the privacy check is to be performed in the PPR pointed out by HLR. The Home PLMN operator is able to define what is the physical address of the logical entity PPR. The operator may even allow the subscriber to specify the location of the PPR and define the corresponding PPR address in the HLR/HSS, but also in this case the interface between PPR and HSS shall be secured. 

This solution is especially feasible in roaming situations, since the PPR address is received from the HLR/HSS and the privacy is always done in a single point that holds subscriber privacy rules.
With this architecture alternative, when the PPR holds all the subscribers privacy information and if the privacy check fails the location request can be rejected already at that point. That would mean that there is no need to send the location request further to MSC/SGSN This functionality would reduce the MSC/SGSN and the Lg interface capacity.
To insure that there is no inconsistency between privacy settings in HLR and PPR, there should be an interface between HLR and PPR. The interface between PPR and HSS shall also be secured.
If the GMLC supports this enhanced privacy check functionality including Lr interface it should send that information to HLR in SRI procedure. If that information is not received the home operator can then know that the enhanced privacy check could not be handled and the location request could be rejected already by the HLR.  

· 
· 

Note 1:  SA3 will be asked to verify whether the preferred solution alternative is acceptable from security point of view.

Note 2:  It should be defined in MSC/SGSN what is the level of trust that  MSC/SGSN can apply for the privacy setting result sent by GMLC/PPR, also when GMLC is in another country. This can be done using result handling routines 1 and 2, as described above.
Note 3: The PPR could not identify whether the Location request is call/session related. It is FFS how the call/session related LCS information should be related to the privacy check result got from the PPR.

Note 4: In case of deferred MT-LR it is FFS if the MSC should ask via the GMLC to ask the PPR to make the privacy check again, because the subscriber may have changed the LCS privacy information during the time when the target mobile was not available. 
3GPP
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