3GPP TSG-SA2 Meeting #18

S2-011450
Puerto Rico, USA, 14-18 May 2001


Title: 
On the need of PDP type PPP
Source: 
Lucent Technologies, Fujitsu, NEC, Nortel Networks, NTT DoCoMo

Agenda Item:
Release 99
Document for: 
Discussion 
Introduction

This contribution outlines technical arguments against the removal of PPP PDP type, and addresses some of the concerns that motivated Ericsson in proposing the removal of such PDP type (tdoc S2-011358). It should be noted R99 allows the MS to select from PDP types of IP and PPP.  If there are scenarios where PDP type PPP has undesired characteristics, then the MS can use IP instead.  

Technical discussion

Comments on the Motivations for removal of PDP type PPP From Ericsson.

· Multiple PDP contexts per PDP address (with different QoS characteristics) are not possible with PDP type PPP.

>> This is consistent with the current PPP networking model. Since PPP is going to be used for classic applications such as corporate network access and ISP net access, this does not result in being an issue whatsoever. One QoS class per PDP address is sufficient to handle the traffic.

· The setup phase involves the exchange of an undefined number of packets between the UE and the GGSN. This is more radio resource consuming and leads to a longer and more unpredictable setup time as compared to PDP type IP. This is due to:
1. In the separate TE and MT case, negotiations could be done between two commercial PPP entities that would be unaware of the underlying media. Hence there would be no control of what options/values that would be negotiated.
There is no way of foreseeing how long this could take and how many packets it could require.

>> This is equivalent to what happens for CS data in today’s cellular networks. There is no evidence that this is the show stopper for PPP widespread use in cellular networks (perhaps, the low speed of the connections currently used is more a limiting factor, being removed by UMTS and GPRS)

2. In RFC 1661 section 3.5, it is stated that “An implementation SHOULD NOT fail authentication simply due to timeout or lack of response.  The authentication SHOULD allow some method of retransmission, and proceed to the Link Termination phase only after a number of authentication attempts has been exceeded.”
There is no way of foreseeing how long this could take and how many packets it could require.

>> >> This is equivalent to what happens for CS data in today’s cellular networks. There is no evidence that this is the show stopper for PPP widespread use in cellular networks (nor in wireline networks, the text also applies to, where we do have evidence of PPP success)

3. The PPP entities may run some link quality determination protocol before setting up the NCP (e.g. IPCP). In RFC 1661 section 3.6, it is stated that “Because an implementation may initially use a significant amount of time for link quality determination, implementations SHOULD avoid fixed timeouts when waiting for their peers to configure a NCP.”
There is no way of foreseeing how long this could take and how many packets it could require

>> This is equivalent to what happens for CS data in today’s cellular networks. There is no evidence that this is the show stopper for PPP widespread use in cellular networks (nor in wireline networks, the text also applies to, where we do have evidence of PPP success)

· Some overhead is added throughout the lifetime of the PPP connection. Both a fix PPP header (small), and potential PPP CHAP re-authentication and LCP Echo-request/response signaling.

>>The PPP overhead is tiny, 2 bytes per packet.   CHAP overhead is negligible.  If a subscriber is concerned about reducing the amount of transferred traffic, they have the option of compressing protocol-header (e.g., Van Jacobson TCP header compression, IP header compression over PPP (RFC2509)).
>> The comment about LCP Echo’s should not be a concern for traffic volume, as it will normally be small.  However, there may be undesirable consequences on the airlink from frequent periodic heartbeats.     This problem is workable.
>> Also note that using this argument, IPv6 should be ruled out (It adds a 50% overhead to TCP ACKs). 
· The working of PDP type PPP is not fully specified in the 3GPP standards, for instance how to handle the separated TE-MT case and the termination of the PPP sessions. These problems are not trivial and will lead to interoperability problems.

>> Ericsson should submit any known interoperability issues to 3GPP.   Any improvement of the specifications and their clarity will be supported by Lucent
· Re-ordering is required on GTP tunnels; this may affect network capacity.

>>This is part of R99 and equipment is going to be ready to handle this

· The IP address allocated to the UE will be unknown to the GSN nodes, in particular the SGSN.

>> This is certainly not a good reason to remove PPP support, since in CS PPP based communications the IP address of the user is not known anyway, but there is no equivalent complaint about that From Ericsson nor any other company or Law Enforcement Agency.
Motivations for keeping PDP type PPP

·   EAP (Extensible Authentication Protocol) enables the token card support and a lot of other network access authentication methods, including smart cards, Kerberos, Public Key, One Time Passwords, and others. PPP PDP type enables this, the IP PDP type does not. This would limit acceptance of the service from corporations (and in general any potential cellular operators’ customers) that don’t want to quit using their own authentication methods (for security reasons or for large installed base and financial reasons).

· PPP is the most widespread technology for corporate network access and ISP access, thus PPP PDP type is a necessary service enabler for service providers that want to address such a market.

· PPP is more secure then the non transparent IP PDP type alternative, since it allows for CHAP access challenge to be used consistently with common practice. Non transparent access mode using IP PDP type, is exposed to replay based security threats, since the challenge can be generated only once and from the MT, which is in the hands of the intruder, and not of any trusted party such as the wireless carrier. CHAP is very widespread way to avoid replay based attacks and allows periodic re-authentications limiting exposure time to security breach. PPP PDP type allows for the correct use of CHAP, and many Corporations require service providers not to reduce their security profile.

· It is far more efficient to support PPP PDP type bases L2TP access based on Compulsory tunneling at the GGSN than the VPN client based corporate network access alternatives (e.g. PPTP), which is introducing large overhead and computational and power consumption burden.  This allows the MS IP address to be allocated from a corporate IP network and reduces the number of public IP addresses required by operators.


Non Technical discussion

The PPP PDP type has been around for a long time and the system has been standardized and designed according to the need to support this service enabling building block. It is not considered social nor serious to introduce such disruption in the service capabilities of the system at this time. Also, at this time, any changes to the standard are not acceptable unless a proven essential correction is introduced to make the system work, with all the expected capabilities. As such it is not acceptable to remove a service capability at this time, rather it is acceptable to introduce essential corrections so that any interoperability problems Ericsson have apparently identified are resolved.

Conclusion

PDP type PPP should remain in release 99 as it will facilitate penetration of wireless data and corporate network access. We encourage terminal manufacturers and all the vendors to clarify any ambiguities that may lead to interoperability issues (if this is needed).  For those applications where PDP type PPP is not adequate, PDP type IP remains available. 

