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Abstract of the contribution: The contribution proposes solutions to provide reachability of latency measurement endpoints for each DNAI that are needed for the 5GC and/or a third party trusted and/or non-trusted Application Function to perform N6 delay measurements.
Discussion
This contribution provides a solution to KI#2 from TR 23.700-49, clause 5.2, “Enhancement of EAS and local UPF (re)selection”, related to “how to enable 5GC and/or a third party trusted and/or non-trusted Application Function to select the most suitable local UPF and EAS considering end to end delay that includes delay between a candidate N6 interface of the 5GS and a candidate EAS, and/or potentially EAS load”. This requires that either the 5GC or the service network needs to perform latency measurements over the N6, i.e., between (a given UPF of) the DNAI and the EAS. This is not possible unless some information is exchanged between the two domains:
-	The ICMP-based PING (Echo Request) packets may be blocked by an intermediate firewall for security reasons; thus, they will not get to the given target endpoint. To ensure that PING works across multiple administrative domains, the target domain should convey information on which IP address is enabled to get the ICMP packets though the firewalls. Moreover, this IP address can then be kept alive all the time in the target network, unlike a generic cloud IP address that may or may not be allocated to some worker at a given time. 
-	PING is not very accurate as it is handled as low priority by most of the IP routers and hosts, and it may only measure round-trip delays, which makes it impossible to differentiate between network latency in the different directions. If more evolved active measurement protocols are to be used, like One-way Active Measurement Protocol (OWAMP, RFC 4656), Two-Way Active Measurement Protocol (TWAMP, RFC 5357) or Simple Two-way Active Measurement Protocol (STAMP, RFC 8762), then the source domain should know which hosts in the target domain support which measurement protocol. Thus, the information on the given host IP address, UDP destination port and public security credentials used by the Test element (AKA Session-Reflector), as well as the IP address and public security credentials of the Control element (in case of OWAMP/TWAMP) should be conveyed to the source domain.
Proposal
It is proposed to add these solutions to TS.  23.700-49

***************** Start changes (all new) *****************
[bookmark: _Toc160521066][bookmark: _Toc161389190]6.X	Solution #X: Providing measurement endpoint information to the AF
[bookmark: _Toc161389191]6.X.1	Key Issue mapping
This solution addresses KI#2
6.X.2	Description
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687]The solution provides an extension to the solutions addressing KI#2 that rely on N6 latency measurements by the service network to improve the EAS selection and it can be used in conjunction with any of these solutions. UPFs may by default be configured to deny protocol messages that are used for heuristic latency measurement methods like PING (based on ICMP), to avoid DOS attacks. It the service provider wants to use more evolved active measurement protocols, like One-way Active Measurement Protocol (OWAMP, RFC 4656), Two-Way Active Measurement Protocol (TWAMP, RFC 5357) or Simple Two-way Active Measurement Protocol (STAMP, RFC 8762), further information may be needed, e.g., IP address, UDP destination port and security credentials used by the Session-Reflector (i.e., the Test element), and IP address and public security credentials of the OWAMP/TWAMP Control element. 
Two variants are proposed where the NEF provides the required measurement endpoint information for N6 latency measurements:
-	If the AF needs the address and DNAI Mapping Information, then the measurement endpoint information is sent via the Nnef_DNAIMapping_Notify message. The EAS address and DNAI Mapping Information may be enhanced with the IP address(es) that could be used for the measurements towards the given DNAI, as well as ports and security credentials to be used.
-	Otherwise, the AF receives the measurement endpoint information from the UPF (through the NEF) via a new service operation.
[bookmark: _Toc161389193]6.X.3	Procedures
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688]6.x.3.1	AF receives the measurement endpoint information with the EAS address and DNAI Mapping 
In this variant it is assumed that the AF needs and requests the EAS address and DNAI Mapping and it also receives the measurement endpoint information:


[bookmark: _CRFigure6_8_21]Figure 6.x.3.1-1: AF request for DNAI based on AF request (see Figure 6.8.2-1 from TS 23.548 [5])
1.	AF invokes Nnef_DNAIMapping_Subscribe service to request the DNAI information. The request includes EAS address information and optionally: DNN, S-NSSAI and AF Identifier.
	If mapping information is stored in NEF, skip step 2-3.
2.	If the mapping information is stored in UDR, the NEF determines the DNN and/or the S-NSSAI if not received from the AF, potentially using the AF identifier. If the NEF has not yet received the DNAI mapping information for this DNN and/or S-NSSAI, NEF invokes the Nudr_DM_Subscribe service to subscribe to DNAI mapping information for this DNN and/or S-NSSAI.
3.	UDR notifies the NEF with all the DNAI mapping information for the requested DNN/S-NSSAI.
4.	NEF determines the suitable DNAI(s) using the DNAI mapping information.
5.	NEF notifies the DNAI(s) or the updated DNAI information to AF corresponding to the request in step 1. The notification may include the additional information listed in Table 6.x.3-1.
	If DNAI information is stored in the UDR, whenever the DNAI mapping information change, steps 3 to 5 take place.
The EAS address and DNAI Mapping Information record in UDR is shown Table 6.8.1-1 of TS 23.548 [5]. It is proposed to enhance this information as follows:
[bookmark: _CRTable6_2_3_41DescriptionofEASDeploym][bookmark: _Hlk153891673]Table 6.x.3.1-1 Additional information of EAS address and DNAI Mapping Information
	Parameters
	Description

	…
	….

	N6 measurement Test endpoint reachability information 
	IP address(es), ports and security credentials of the measurement Test endpoint(s) in the 5GC for each DNAI.
[optional]. 

	N6 measurement Control endpoint reachability information
	IP address(es), ports and security credentials of the measurement Control endpoint(s) in the 5GC for each DNAI.
[optional] .



6.x.3.2	AF receives the measurement endpoint information via a new service operation
In this variant it is assumed that the AF receives the measurement endpoint information from the UPF (through the NEF) via a new service operation:


Figure 6.x.3.1-1: AF request for DNAI based on AF request (see Figure 6.8.2-1 from TS 23.548 [5])
1.	AF requests the measurement endpoint information. The request includes the list of DNAIs the AF needs the measurement endpoint information.
2.	NEF requests from the UPF the measurement endpoint information for the given DNAI(s).
Note: The UPF for a given DNAI may be discovered via NRF where the UPF may register the supported DNAI(s)
3.	UPF provides the requested measurement endpoint information to the NEF. The measurement endpoint information is identical with that listed in Table 6.x.3.1-1.
4.	NEF conveys the requested measurement endpoint information to the AF.

Note: the security of the solution should be verified by SA3
[bookmark: _Toc161389194]6.X.4	Impacts on services, entities and interfaces
The EAS address and DNAI Mapping Information is enhanced to include the measurement endpoint information.
A new UPF service operation is introduced to provide the measurement endpoint information.
How the performance measurement happens and is used in EAS selection by the service provider is out of the scope of 3GPP.

6.Y	Solution #Y: Providing measurement endpoint information to the 5GC 
6.Y.1	Key Issue mapping
This solution addresses KI#2
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc161389192]6.Y.2	Description
[bookmark: _Hlk162180925]The solution provides an extension to the solutions addressing KI#2 that rely on N6 latency measurements by the 5GC and it can be used in conjunction with any of these solutions. It is based on the observation that independent latency measurements on EASes by the 5GC may be problematic since EASes may by default be configured to deny protocol messages that are used for heuristic latency measurement methods like PING (based on ICMP), to avoid DOS attacks. If the MNO wants to use more evolved active measurement protocols, like One-way Active Measurement Protocol (OWAMP, RFC 4656), Two-Way Active Measurement Protocol (TWAMP, RFC 5357) or Simple Two-way Active Measurement Protocol (STAMP, RFC 8762), further information may be needed, e.g., IP address, UDP destination port and security credentials used by the Session-Reflector (i.e., the Test element), and IP address, port and security credentials of the OWAMP/TWAMP Control element. Therefore, the 5GC needs additional information to perform the latency measurements. 
The AF provides the required information for N6 latency measurements in the EAS Deployment Information (EDI). The information may consist of the IP address that could be used for the measurements regarding certain EAS IP address range, ports, and security credentials to be used.
6.Y.3	Procedures



[bookmark: _CRFigure6_2_3_4_21EASDeploymentInforma]Figure 6.Y.3-1 EAS Deployment Information management in the AF procedure
1.	The AF invokes the Nnef_EASDeployment_Create/Update service operation. This request may contain the additional information listed in Table 6.y.3-1.
2.	NEF checks whether the AF is authorized to perform the request, and authorised to provision the EAS Deployment Information based on the operator policies. 
3.	The NEF invokes the Nudr_DM_Create/Update to the UDR if it is authorized.
4.	The UDR stores/updates the corresponding information received from the AF. And responds a Nudr_DM_Create/Update Response to the NEF.
5.	The NEF sends Nnef_EASDeployment_Create/Update Response to the AF.
The EAS deployment information provisioned from AF to 5GC as defined in clause 6.2.3.4 of TS 23.548 [5] is used for local UPF and EAS (re)selection. It is proposed to enhance this information as follows:
Table 6.y.3-1 Additional information of EAS Deployment Information
	Parameters
	Description

	…
	….

	N6 measurement Test endpoint reachability information 
	IP address(es), ports and security credentials of the measurement Test endpoint(s) in the Local part of the DN for each DNAI.
[optional] (see NOTE 4). 

	N6 measurement Control endpoint reachability information
	IP address(es), ports and security credentials of the measurement Control endpoint(s) in the Local part of the DN for each DNAI.
[optional] .

	….
NOTE 4:  If the N6 measurement Test endpoint IP address(es) overlaps with an IP address range of the EASs in the Local part of the DN, then the given N6 measurement endpoint IP address(es) should be considered as relevant for the given EAS IP address range.
 



6.Y.4	Impacts on services, entities and interfaces
The EAS Deployment information is enhanced to include the measurement endpoint information in the service network.
The 5GC (SMF, UPF) is enhanced to use the new information in the EAS Deployment information to perform the performance measurements towards the EASes and enhance the EAS discovery and selection based on that. 

***************** End changes *****************
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