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Abstract: This discussion provides partial conclusion of solutions for KI1 regarding providing differential services and charging for NAUN3 devices behind 5GRG.
1. Introduction
This paper discusses the solutions proposed for the KI#1 on how to enable differentiated QoS and charging for NAUN3 devices behind a 5G-RG. Provisioning of QoS for the local network behind the RG, which is discussed in Sol#7 and Sol#23 is out of the scope of this paper. This paper is an effort to classify the proposed solutions and weigh them against each other based on the granularity of the QoS differentiation, i.e., grouping the devices together or differentiating single devices from each other.
2. Discussion
2.1	Categorizing the solutions
NAUN3 devices are not authenticated by 5GC and are therefore not assumed to have their own subscription in UDM. There are 7 proposed solutions that tackle the issue in different angels, they can be categorized as: 
Category 1:  Provisioning differentiated QoS for groups of devices: Sol#1, Sol#4, Sol#24
Category 2: Provisioning differentiated QoS for individual devices: Sol#6, Sol#8, Sol#20, Sol#21.
With category 1 solutions, devices of similar categories (e.g., home office devices, or entertainment type of devices) are treated in the same way and there is no need to differentiate individual NAUN3 devices in 5GC. With category 2, solutions aim at identifying the traffic of each NAUN3 device separately in 5GC. Compared to Category 2, solutions in Category 1 require less signaling, have less impact on 5GC, can operate with randomized MAC addresses, and don’t need subscription data for each device. These advantages are more pronounced when the number of devices is large (e.g., IoT devices in smart home or large offices). On the other hand, Category 1 does not provide policy and charging for individual devices and requires 5G-RG configuration (manually or remotely via ACS). Next, we study different solutions in each category. 
2.2	Category 1: Solutions with groups of devices
All the three solutions in this category group the devices together by connecting them to the right SSID or port on 5G-RG. The traffic from each group is separated by having different PDU sessions (Sol#1), port ranges (Sol#4), or QoS flows (Sol#24) for each group. Sol#4 requires more signaling and has more impact on the 5GC and 5G-RG, but it enables 5GC to send session policy for N3GPP devices to 5GRG. Sol#1 instead relies on BBF/Cablelabs mechanisms to configure the RG (e.g., via TR-069) while Sol#24 relies on local configuration of the RG. Also, Sol#24 requires building QoS filters in the UPF to separate DL traffic, which is not straight forward when 5G-RG is using NAT. How this is done is not described by Sol#24. This however is not an issue in Sol#1, where the DL traffic can be separated via the PDU session, avoiding the additional impacts to 5G-RG and 5GC. Therefore, Sol#1 is most desirable in this group.
2.3	Category 2: Solutions with individual devices 
Almost all of the solutions in this category require per-device data in UDR, which uses MAC addresses to identify the device. Therefore, these solutions cannot work with randomized MAC addresses. Sol#21 and Sol#6 suggest using an AF to manage the subscriptions via NEF, while other solutions do not specify a method for this. Solutions can be divided into two sub-categories:
Sol#6 uses virtual SUPIs to identify the devices, which requires defining subscriptions in UDM for each of the virtual SUPIs. It is not fully clear how these “virtual subscriptions” are created in UDM and how the charging data should be handled for them. Since these virtual subscriptions are not independent from the 5GRG’s subscription, having separate PDU session for them will impose complications on NFs handling the PDU sessions, e.g., PCF and SMF. Sol#6 also requires the RG to act as multiple UEs, with separate NAS connections for each NAUN3 device. This also puts requirements on the interface between RG and W-AGF to support multiplexing of multiple UEs registrations. In the case of IP traffic, Sol#20 and Sol#21 both use MAC addresses and port ranges to identify the device and its traffic, this information becomes available to 5GC via remote UE report message sent from the RG to SMF in Sol#20, while in Sol#21 it is provided from RG to ACS and then to 5GC via NEF. In Sol#21 the hostname is also provided by the ACS, however using it as a device identifier is not secure since the user may change the hostname. In Sol#21 this information is once provided for each device and may get updated if it changes, but in Sol#20 it is sent every time the device connects to the 5G-RG, which makes Sol#21 more preferable with less signaling load. However, Sol#21 only applies to IP traffic and when DHCPv4 and/or DHCPv6 is used to allocate IP address (for dual-stack UEs it is sufficient to use DHCPv4). 
Sol#8 includes the Ethernet header (containing the device MAC address) within the user plane traffic sent from RG to UPF, which identifies the device and the traffic, however this method imposes user plane overhead and it also has a considerable impact on the UPF and other functions of 5GC without providing any clear benefit compared to Sol#20 or Sol#21. Sol#8 also assumes that the devices are identified by the MAC address in the PCF (e.g., policy subscription data) which is not compatible with use of randomized MAC addresses. 
2.6. Conclusion 
Since potentially 5G-RG can be connected to a large number of devices with limited traffic per each device, it is desirable to i) aggregate the traffic of multiple devices and ii) avoid signalling per each device. This indicated using solutions in Category 1. As discussed, Sol#1 in Category 1 is most desirable and should be used in the normative phase.
Per-device policy and charging cannot be persued at this stage since the solutions are not compatible with the randomize MAC addresses and also security issues exist with using device hostname as device identifier. 
2.7 	Proposed Evaluation for KI#1 for solutions targeting NAUN3 devices
As per instructions from the rapporteur, evaluation proposals are included in the discussion part rather than the proposed changes (this section is therefore repeating parts of the above discussion):
To enable differentiated QoS for NAUN3 devices, one of the solutions that group the devices together (Sol#1, Sol#4, and Sol#24) should be used in the normative phase since these solutions 
· can work with the randomized MAC
· are scalable in terms of number of devices
· have minimal impact on 5GC and 5GRG
· don’t need subscriptions for each device
Per-device policy and charging cannot be provided due to incompatibility with randomized MAC addresses and security issues associated with using the hostname as a device identifier.  
3. Proposed changes 
The following text is proposed for TR 23.700-17. 
* * * * First change * * * 
[bookmark: _Toc113263309][bookmark: _Toc113283550][bookmark: _Toc117268567]8.1	Key Issue #1: Providing differentiated service for UE and Non-3GPP devices connected behind a 5G RG
Editor’s note:	This clause will list conclusions that have been agreed during the course of the study item activities.
The following conclusions are made for KI#1:
A baseline solution for KI#1 should group devices together and identify different groups based on connected SSIDs or ports. It is concluded to use Sol#1, which is the simplest solutions that satisfies all the requirements.

* * * * End of changes * * * *
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