Error! No text of specified style in document.
7
Error! No text of specified style in document.

[bookmark: _Toc64385465][bookmark: _Toc64529615][bookmark: _Toc73974991][bookmark: _Toc343594485][bookmark: historyclause]SA WG2 Meeting #146E	S2-2106878
16 – 27 August, 2021, Electronic, Elbonia                

Source:	Ericsson
Title:	Correction of C2 Authorization procedures (clauses 5.2.5, 5.2.8. 5.2.9)
Agenda item:	8.7
Document for:	Approval
[bookmark: _Hlk54771402]Work Item/Release:	ID_UAS / Rel-17
Abstract of the contribution:  
Discussion
· -) No synchronization between C2 authorization and C2 pairing policy enforcement on 3GPP level  (If needed done transparently using C2 authorization containers).
· -)  Support C2 authorization (without support for pairing policy enforcement) as part authentication/authorization services at PDU session establishment.
· -) Let C2 authorization request triggered with PDU session modification be part of authorization/authentication service. But still apply USS-triggered authorization for the C2 authorization result. 
· -) Apply the PDU session event service (as proposed by Huawei S2-2105670) to enable pairing policy enforcement using AfSessionWith Qos and thereby remove the specific session-notification service.
· -) Remove any relations between revoked authorization and deactivations of PDU-sessions (should be controlled by USS in analogy with ongoing discussions).  
· Removed changes to clauses 5.2.8 and 5.2.9 and moved content of 5.2.8 into 5.2.5.4 and changed the title as USS initiated C2 Policy Configuration.

Proposal
It is proposed to add the following to TS 23.256 (two pCRs to complete the changes).

* * * First Change * * * *

5.2.5	Authorization for C2
[bookmark: _Toc73974992]5.2.5.1	General
Authorization for C2 is required when a UAV establishes a user plane connection for C2 operations, i.e. to deliver messages with information of command and control for UAV operations from a UAV-C or USS to a UAV or to report telemetry data from a UAV to its UAV-C.
A UAV shall be authorized by the USS to use a PDU Session/PDN connection for C2. Authorization for C2 includes the following:
-	Authorization for pairing with a networked UAV-C or a UAV-C that connects to the UAV via Internet connectivity, before the UAV and the UAV-C can exchange C2 communication. One UAV can be paired with only one UAV-C at the any time. One UAV-C may be paired with one or more UAVs at the same time.
C2 authorization may be carried out:
-	During the UUAA procedure (if UUAA is carried out at PDU session/PDN connection establishment) as described in clause 5.2.3 when the UAV requests establishment of PDU Session/PDN connection for connectivity.
-	During PDU Session Modification/ UE requested bearer resource modification when the UAV requires to use an existing PDU session/PDN connection to exchange C2 communication related messages.
-	During a new PDU Session/PDN connection establishment, if the UAV requires to use a separate PDU Session/PDN connection for C2 communication.
C2 authorization can be revoked by the USS at any time, as described in clause 5.2.9. The paired UAV-C can be replaced by a new UAV-C as described in clause 5.2.8.

[bookmark: _Toc73974993]5.2.5.2	Procedure for C2 authorization in 5GS
5.2.5.2.1	General
If C2 authorization is requested during the UUAA-SM procedure the procedure described in clause 5.2.3.2 takes place with the following additions:
-	In Step 0, the UE includes a within a UAS container, pairing information (if available) in a C2 Aviation Payload. (if available); which is forwarded further to the USS.
-	In step 4, the USS will perform C2 authorization taking the included pairing information, the Service Level Device Identity/CAA-Level UAV ID and 3GPP UAV ID/GPSI etc into account. The USS includes the resulting C2 Authorization result in the Naf_Auth_Response returned to the UAS-NF/NEF and it will be forwarded to the UAV/UE in step 7.
-	The USS shall: 
-	in step 4 include a DN Authorization profile Index specifying a predefined set of PCC-rules in the PCF that puts an initial restriction on the traffic allowed to pass on the PDU-session. For example, only traffic exchanged with the USS might be allowed to pass. 
Once the authentication is complete, after step 4, the USS subscribes to PDU Session Status Events for the PDU session used for C2 communication, applicable for the GPSI received in step 2.

-	when the USS in step 8 receives a PDU Session State Event Report indicating session start and including the PDU Session IP address invoke the USS initiated pairing policy configuration procedure (see figure 5.2.5.2.4-1) with the received PDU Session IP address and authorized paired UAV-C IP-address as input to request corresponding traffic to be allowed on the PDU session in the UPF.

-	In step 5, the SMF may receive authorization information for C2 from the USS. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
5.2.5.2.2	UE initiated PDU Session Modification for C2 Communication
C2 authorization is requested at PDU session Modification:
-	After UUAA-SM is performed and a common PDU session is used for connectivity to USS and C2 communication to a UAV-C (as configured in the UAV); or
-	If the UE has already established a PDU session for C2 communication to a UAV-C.



Figure 5.2.5.2.2-1: PDU Session modification for C2 communication (common PDU session for UAS services)
1.	The UE establishes a PDU Session for USS communication as described in clause 5.2.3.
2-3.	When the UAV needs to establish C2 communication the UAV determines that an existing PDU session can be used and initiates a PDU Session Modification procedure. The UE shall include in the request a CAA-Level UAV ID and shall may include a C2 Aviation Payload within a UAS container that includes C2 authorization information (i.e. pairing and/or flight authorization information).. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which takes precedence over UAV provided pairing information. The pairing information includes the CAA-level Level UAV ID of the requesting UE and also includes identification information of UAV-C to pair if available. The UAV may also include in the C2 Aviation Payload other information such as Flight Authorization information.
NOTE:	How the pairing information is configured in the UAV is outside the scope of 3GPP specifications.
4-53. 	For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the PDU session and presence of CAA-Level UAV ID that authorization is required. The SMF invokes the authorization procedure with the USS (via UAS-NF) by invoking a Nnef_Auth_Reauth request as described in clause 5.2.3. The SMF also includes including the UAS container provided by the UAV in step 2 (including the C2 Authorization Payload), the CAA-Level UAV ID, GPSI, PDU Session IP address and optionally the UAV location (e.g. Cell ID) provided by the AMF.
6.	PDU Session Modification procedure completes as in TS23.502 [3] figure 4.3.3.2-1.

Editor’s Note: It is FFS if any indication from SMF to UE is needed on pending C2 authorization.
7.	Triggered by step 5, the USS performs C2 authorization based on the received information and invokes, in order to forward the C2 authorization result to the UAV/UE, the UAV Re-authentication procedure (see figure 5.2.4.1-1) including GPSI, CAA-Level UAV-ID (potentially new) and included in the authorization message, the C2 authorization result and security information. 
8.	The USS invokes, with the received PDU Session IP address and the IP address of the authorized paired UAV-C as input, the USS initiated pairing policy configuration procedure (see figure 5.2.5.2.4-1) to request corresponding traffic to be allowed on the PDU session in the UPF.
Unless a dedicated QoS is requested for the C2 flows, this procedure does not invoke any interaction with the UE, AMF or RAN.
The authorization request also includes a UAV address, i.e. IP address The USS shall store UAV address and then inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines may generate may generate remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 (which includes the UAV-C IP address) from the USS and continues the PDU session modification procedure by interacting with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication.
4.	The SMF informs the UE the C2 pairing authorization result in the PDU Session Modification Command message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
5.2.5.2.3	UE initiated PDU Session Establishment for C2 Communication
If C2 authorization is requested during PDU session establishment to a PDU session used specifically for C2 communication to UAV-C the UAV requests C2 authorization as follows.



Figure 5.2.5.2-2: PDU Session establishment for C2 communication (separate PDU Sessions for UAS services)
0.	The UAV has performed a successful UUAA with the USS (UUAA-SM or UUAA-MM) and the USS has for the corresponding GPSI subscribed for PDU Session Status Event from the NEF. 
1.	When the UAV needs to establish C2 communication the UAV determines that a new dedicated PDU session is required for connectivity to UAV-C. The UE initiates PDU Session establishment procedure for a DNN/S-NSSAI dedicated for connectivity to UAV-C. In the PDU Session establishment request The UE shall include a CAA-Level UAV ID and may include a C2 aviation payload in the PDU session establishment request, that includes information to be used  for C2 authorization shall be included and forwarded to the SMF. The pairing information includes the CAA-Level UAV IDs of the requesting UAV and identification information for the UAV-C to pair may be included in C2 aviation payload. The UAV may also include other information such as Flight Authorization information. (i.e. pairing information and/or flight authorization information). The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which then takes precedence over UAV provided pairing information. The pairing information includes the CAA-level UAV IDs of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAV may also include in the C2 Aviation Payload other information such as Flight Authorization information.
2.	For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the PDU session and the presence of CAA-Level UAV ID that authorization is required. The SMF then sends a Nnef_Auth_Request, which is used to request authorization to pair the UAV with UAV-C, to the UAS NF/NEF that includes the GPSI, CAA-Level UAV ID and C2 Aviation Payload and optionally the UAV location (e.g. Cell ID) if provided by the AMF and the DNN and S-NSSAI of the PDU session. invokes the authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. The authorization request also includes a UAV address, i.e. IP address, and optionally the UAV location (e.g. Cell ID) provided by the AMF. The USS shall store UAV address and then inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session establishment procedure. The authorization information includes UAV-C IP address.
	For a UAV with aerial subscription, if the SMF determines based on the requested DNN/S-NSSAI that the authorization procedure with the USS is required, but the UAV has not provided the CAA-Level UAV ID, the SMF rejects the PDU session establishment with a cause indicating that USS authorization is required.
3.  The UAS NF/NEF checks that a valid UUAA is stored for the GPSI and forwards the received authorization request as a Naf_Auth_Request to the USS. 
4.  The USS performs C2 authorization based on the received information and includes in the Naf_Auth_Response sent to the UAS NF/NEF CAA-Level UAV-ID (potentially new) and included in the authorization message the C2 authorization result, i.e. whether the UAV is allowed to be paired with the UAV-C, and security information. 
5.	The UAS-NF/NEF forwards the information received from the USS the Nnef_Auth_Response sent to the SMF.
6. 	To The SMF informs the UE about the C2 authorization result in the PDU Session Accept or Reject message. tThe SMF shall includes the authorization result and , optionally a new CAA-level UAV ID if received from the USS, in the PDU Session Accept sent to the UE and let the PDU session establishment procedure continue until finalized.   

If a failed C2 authorization result is received from the USS, the SMF instead rejects the PDU establishment and include a reason code indicating not authorized.The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
7. 	If the C2 authorisation is successful the USS subscribes via the UAS-NF to a PDU Session Status event for the PDU session used for C2 including in the request the GPSI of the UAV. The UAS NF determines DNN, S-NSSAI corresponding to the PDU session used for C2 communication and uses this DNN, S-NSSAI to subscribe to SMF for PDU Session Status event. The SMF detects, as described in step 6-7 of figure 4.15.3.2.3-1 in TS 23.502 [3], when the PDU Session is established and send the PDU Session Status event report to the UAS NF/NEF by means of Nsmf_EventExposure_Notify message, including GPSI and UE IP Address. The UAS NF/NEF then forwards the event message to the USS.
8.	The USS stores the received UE IP address and invokes, with the received PDU Session IP address and the IP-address of the authorized paired UAV-C as input, the USS initiated pairing policy configuration procedure (see figure 5.2.5.2.4-1) to request corresponding traffic to be allowed on the PDU session by the UPF.  
Unless a dedicated QoS is requested for the C2 flows, this procedure does not invoke any interaction with the UE, AMF or RAN.
The C2 authorization can be revoked by the USS at any time, as described in clause 5.2.9. The paired UAV-C can be replaced by a new UAV-C as described in clause 5.2.8.
[bookmark: _Toc73974994]5.2.5.3	Procedure for C2 authorization in EPS
Editor’s Note:  EPS procedures need to be updated according to the agreed 5GS procedure for C2 authorization.

* * * End of First Change * * * *


* * * Start of Second Change * * * *
[bookmark: _Toc64385468][bookmark: _Toc64529618][bookmark: _Toc73974999]5.2.5.4	USS initiated C2 pairing policy configuration
[bookmark: _Toc73974995]5.2.5.4.1	USS initiated C2 pairing policy configuration in 5GS 

The USS initiated C2 pairing policy configuration Figure 5.2.5.4.1-1.



Figure 5.2.5.4.1-1: USS initiated C2 pairing policy configuration in 5GS
0.	The UAV is registered in the network and a PDU session is established as specified in clause 5.2.3.2.
1.	The USS initiates the PDU Session modification by invoking the Nnef_AFSessionWithQoS_Create request including USS Identity/AF Identifier, Transaction Reference ID, UAV-UAVC Pairing info/Flow description(s), QoS reference. The UAV-UAVC Pairing info/Flow description(s) includes the UAV-C IP address. See step 1 in TS23.502 [3] clause 4.15.6.6: Setting up an AF session with required QoS.
[bookmark: OLE_LINK17]2.	UAS NF/NEF authorizes the request from the USS followed by interacting with PCF triggereing a Npcf_PolicyAuthorization_Create request and provides relevant parameters to the PCF.
PCF determines whether the request is authorized and if the requested QoS is allowed. PCF informs UAS NF/NEF if the request is accepted by invoking Npcf_PolicyAuthorization_Create response. See Steps 2 - 4 in TS23.502 [3] figure 4.15.6.6.6-1.
3.	UAS NF/NEF sends a Nnef_AFsessionWithQoS_Create response message (Transaction Reference ID, Result) to the USS. Result indicates whether the request is granted or not. See step 5 in TS23.502 [3] figure 4.15.6.6.6-1.
NOTE: Use of Nnef_AFSessionWithQoS_Create can be further evaluated with stage 3 work.
4.	If the PCF determines that the SMF needs updated policy information, the PCF issues a Npcf_SMPolicyControl_UpdateNotify request with updated policy information. The updated policy information includes the UAV-C IP address. See Steps 3 - 5 in TS23.502 [3] figure 4.16.5.2-1.
5.	The PDU Session Modification continues and completes as in steps 2a - 13 in TS23.502 [3] figure 4.3.3.2-1 UE or network requested PDU Session Modification (for non-roaming and roaming with local breakout). Based on the updated policy information received, the SMF determines and provides N4 rules to enable communication between UAV and UAV-C, e.g. Packet Detection Rules, Forwarding Action Rules.
6-7.	[Optional] The PCF sends Npcf_PolicyAuthorization_Notify message to the UAS NF/NEF when the modification of the transmission resources corresponding to the QoS update succeeded or failed. The UAS NF/NEF transfers this information to the USS by sending Nnef_AFSessionWithQoS_Notify message. See step 6 & 7 in TS23.502 [3] figure 4.15.6.6-1.
5.2.5.4.2.2	USS initiated C2 pairing policy configuration in EPS 
Editor’s Note:  EPS procedures need to be updated according to the agreed 5GS procedure for C2 pairing policy configuration.

* * * End of Second Change * * * *
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