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Foreword
[bookmark: introduction][bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: scope][bookmark: _Toc21087530][bookmark: _Toc23326063][bookmark: _Toc23517583][bookmark: _Toc23519135][bookmark: _Toc43336489][bookmark: _Toc43708043][bookmark: _Toc43708117][bookmark: _Toc43708193][bookmark: _Toc44670819][bookmark: _Toc50380951]
1	Scope
[bookmark: _Hlk9129448]This Technical Report investigates following aspects for UEs that can establish a MA PDU Session to 5GC over both 3GPP and non-3GPP accesses:
-	Whether and how to support additional steering mode(s), with potential PMF extensions if needed.
-	Whether and how to support additional steering functionality(ies). Proposed solutions shall be based on IETF protocols or extension of such protocols (i.e. QUIC/MP-QUIC).
-	Whether and how to support multi-access PDU session with one 3GPP access leg over EPC and the other access leg over non-3GPP access 5GS.
[bookmark: references][bookmark: _Toc21087531][bookmark: _Toc23326064][bookmark: _Toc23517584][bookmark: _Toc23519136][bookmark: _Toc43336490][bookmark: _Toc43708044][bookmark: _Toc43708118][bookmark: _Toc43708194][bookmark: _Toc44670820][bookmark: _Toc50380952]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: definitions][bookmark: _Toc21087532][bookmark: _Toc23326065][bookmark: _Toc23517585][bookmark: _Toc23519137][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	IEEE Std 802.11-2012: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications".
[3]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System; Stage 2".
[6]	draft-ietf-quic-transport: "QUIC: A UDP-Based Multiplexed and Secure Transport".
Editor's note:	The above document cannot be formally referenced until it is published as an RFC.
[7]	draft-ietf-quic-recovery: "QUIC Loss Detection and Congestion Control".
Editor's note:	The above document cannot be formally referenced until it is published as an RFC.
[8]	draft-ietf-quic-datagram: "An Unreliable Datagram Extension to QUIC".
Editor's note:	The above document cannot be formally referenced until it is published as an RFC.
[9]	draft-piraux-quic-tunnel: "Tunneling Internet protocols inside QUIC".
Editor's note:	The above document cannot be formally referenced until it is published as an RFC.
[10]	draft-deconinck-quic-multipath: "Multipath Extensions for QUIC (MP-QUIC)".
Editor's note:	The above document cannot be formally referenced until it is published as an RFC.
[11]	IETF RFC 1928: "SOCKS Protocol Version 5".
[12]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS); Stage 2".
[bookmark: _Toc43336491][13]	3GPP TR 23.793: "Study on access traffic steering, switch and splitting support in the 5G System (5GS) architecture".
[14]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[15]	IETF RFC 3393: "IP Packet Delay Variation Metric for IP Performance Metrics (IPPM)".
[16]	IETF RFC 3550: " RTP: A Transport Protocol for Real-Time Applications".
[17]				IETF RFC 5481: " Packet Delay Variation Applicability Statement".
[18]	draft-ietf-quic-tls: "Using Transport Layer Security (TLS) to Secure QUIC".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
[19] 	draft-schinazi-masque-connect-udp: "The CONNECT-UDP HTTP Method".
Editor's note:	The above document cannot be formally referenced until it is published as an RFC.
[20] 		draft-westerlund-masque-transport-issues-00: "Transport Considerations for IP and UDP Proxying in MASQUE".
Editor's note:	The above document cannot be formally referenced until it is published as an RFC.



[bookmark: _Toc43708045][bookmark: _Toc43708119][bookmark: _Toc43708195][bookmark: _Toc44670821][bookmark: _Toc50380953]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc21087533][bookmark: _Toc23326066][bookmark: _Toc23517586][bookmark: _Toc23519138][bookmark: _Toc43336492][bookmark: _Toc43708046][bookmark: _Toc43708120][bookmark: _Toc43708196][bookmark: _Toc44670822][bookmark: _Toc50380954]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

[bookmark: _Toc21087534][bookmark: _Toc23326067][bookmark: _Toc23517587][bookmark: _Toc23519139][bookmark: _Toc43336493][bookmark: _Toc43708047][bookmark: _Toc43708121][bookmark: _Toc43708197][bookmark: _Toc44670823][bookmark: _Toc50380955]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc21087535][bookmark: _Toc23326068][bookmark: _Toc23517588][bookmark: _Toc23519140][bookmark: _Toc43336494][bookmark: _Toc43708048][bookmark: _Toc43708122][bookmark: _Toc43708198][bookmark: _Toc44670824][bookmark: _Toc50380956]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

[bookmark: clause4][bookmark: _Toc21087536][bookmark: _Toc23326069][bookmark: _Toc23517589][bookmark: _Toc23519141][bookmark: _Toc43336495][bookmark: _Toc43708049][bookmark: _Toc43708123][bookmark: _Toc43708199][bookmark: _Toc44670825][bookmark: _Toc50380957]4	Architectural Assumptions and Requirements
Editor's note:	This clause will list general architectural assumptions and principles for this study.
For all objectives, the architectural requirements and assumption include:
-	NG RAN, W-5GAN and any 5G AN shall not be impacted.
-	The study is restricted to ATSSS support for traffic routed over one 3GPP access and one non-3GPP access.
-	The study uses 5GS Rel-16 ATSSS as a starting point: MA PDU Session shall be reused.
-	Any additional steering functionality shall be based on IETF protocols or extensions of such protocols (i.e. QUIC/MP-QUIC [10]), any differences from the existing IETF drafts shall be clearly specified and minimized.
-	the Rel-17 ATSSS work applies also to 5G-RG.
For the support of additional steering mode(s) or of additional steering functionality(ies), the architectural requirements and assumptions include also:
-	Any additional steering functionalities in the User Plane should reside in UE and UPF as shown in Figure -1 below.


Figure 4-1: Architecture assumption for ATSSS_Ph2 support
[bookmark: _Toc23519142][bookmark: _Toc43336496][bookmark: _Toc43708050][bookmark: _Toc43708124][bookmark: _Toc43708200][bookmark: _Toc44670826][bookmark: _Toc23517590][bookmark: _Toc50380958]4.1	Architecture Assumptions

[bookmark: _Toc23519143][bookmark: _Toc43336497][bookmark: _Toc43708051][bookmark: _Toc43708125][bookmark: _Toc43708201][bookmark: _Toc44670827][bookmark: _Toc50380959]4.2	Architectural Requirements
[bookmark: _Toc21087537][bookmark: _Toc23326070][bookmark: _Toc23517591]
[bookmark: _Toc23519144][bookmark: _Toc43336498][bookmark: _Toc43708052][bookmark: _Toc43708126][bookmark: _Toc43708202][bookmark: _Toc44670828][bookmark: _Toc50380960]5	Key Issues
[bookmark: _Toc16839376][bookmark: _Toc21087538][bookmark: _Toc23326071]Editor's note:	This clause will describe the key issues for the enhancement of Network Slicing.
[bookmark: _Toc43336499][bookmark: _Toc43708053][bookmark: _Toc43708127][bookmark: _Toc43708203][bookmark: _Toc44670829][bookmark: _Toc23517592][bookmark: _Toc23519151][bookmark: _Toc50380961]5.1	Key issue #1: Additional Steering Modes
[bookmark: _Toc532920538][bookmark: _Toc43336500][bookmark: _Toc43708054][bookmark: _Toc43708128][bookmark: _Toc43708204][bookmark: _Toc44670830][bookmark: _Toc50380962]5.1.1	Description
This key issue aims to study whether and how to support additional steering mode(s).
The key issue will study:
-	identify gaps with steering modes supported in Rel-16;
-	identify whether and how new steering mode(s) can improve the network service delivered to UE and 5G RG, and determine if additional steering mode(s) can be defined for ATSSS_Ph2:
-	whether and how to negotiate the support of additional steering mode(s) between the UE and the network and potentially between NF (e.g. between SMF and UPF);
-	whether and how to enhance PCC rules, ATSSS rules and N4 rules to support these additional steering mode(s);
-	whether and how to enhance PMF to support these additional steering mode(s), and what the impact to the UE and the network would be.
If steering methods(s) defined as part of this key issue require new protocol(s) to be defined between the UE and the 5GC, the work on this key issue is to focus only on the usage of QUIC [6] protocol and its extensions from IETF:
-	security aspects, e.g. related with QUIC [6] currently mandating usage of TLS 3.0 will be studied in conjunction with SA WG3;
-	work on this key issue may trigger liaisons to IETF.
[bookmark: _Toc43336501][bookmark: _Toc43708055][bookmark: _Toc43708129][bookmark: _Toc43708205][bookmark: _Toc44670831][bookmark: _Toc50380963]5.2	Key issue #2: Additional Steering Functionalities
[bookmark: _Toc43336502][bookmark: _Toc43708056][bookmark: _Toc43708130][bookmark: _Toc43708206][bookmark: _Toc44670832][bookmark: _Toc50380964]5.2.1	Description
This key issue aims to study whether and how to support additional steering functionality(ies).
Traffic splitting for Ethernet and UDP based traffic is not fully supported in Rel-16: for example, traffic within an UDP/IP flow may not be split across multiple accesses without introducing out of order packet delivery.
NOTE:	IETF is actively defining QUIC [6] with the target to have the core protocol sent to IESG in July 2020 and planning for a Multipath extension document sent to IESG by end of 2021.
The key issue will study:
-	whether additional steering functionality(ies) can be defined for ATSSS_Ph2, and if defined study:
-	use cases of traffic splitting for Ethernet and UDP;
-	the impact on user plane performance of additional steering functionality(ies);
-	how to negotiate the support of additional steering functionality(ies) between the UE and the network and potentially between NF(s) (e.g. between SMF and UPF);
-	how it(they) co-exist with MPTCP and ATSSS-LL from Rel-16;
-	whether and how to enhance PCC rules, ATSSS rules and N4 rules to support these additional steering functionality(ies);
-	what type of traffic these new steering functionality(ies) address, e.g.
-	PDU Session type,
-	Ethernet / UDP,
-	whether and how to support latency sensitive and real time traffic,
-	etc.
-	UE impacts in order to support additional steering functionality(ies).
If steering functionality(ies) defined require(s) new protocol(s) between the UE and the 5GC, the work will (as per study item scope) focus only on the usage of QUIC [6] protocol and its extensions from IETF, considering the following:
-	security aspects, e.g. related with QUIC [6] currently mandating usage of TLS 3.0 for key exchange, authentication, and negotiation of security and performance parameters, will be studied in conjunction with SA WG3;
-	work on this key issue may trigger additional liaison exchanges with IETF.
[bookmark: _Toc524147942][bookmark: _Toc43336503][bookmark: _Toc43708057][bookmark: _Toc43708131][bookmark: _Toc43708207][bookmark: _Toc44670833][bookmark: _Toc50380965]5.3	Key Issue #3: Supporting MA PDU with 3GPP access leg over EPC and Non-3GPP access leg over 5GC
[bookmark: _Toc524147946][bookmark: _Toc43336504][bookmark: _Toc43708058][bookmark: _Toc43708132][bookmark: _Toc43708208][bookmark: _Toc44670834][bookmark: _Toc50380966]5.3.1	Description
This feature is already supported for 5G RG (as defined in TS 23.316 [12] clause 4.12.3) and the Key Issue is to extend the support to UEs in general.
This Key Issue addresses how to support a MA PDU session with its 3GPP access leg over EPC and its non-3GPP access leg over 5GC, including the following aspects:
1.	How to establish a MA PDU session with its 3GPP access leg over EPC and its non-3GPP access leg over 5GC?
2.	How to replace the 3GPP access leg of a MA PDU session (i.e. both access legs over 5GC) with a 3GPP access leg over EPC, or vice-versa?
3.	Whether and how to enhance NAS signalling including ATSSS rules, PCC rules, and/or N4 rules to support traffic steering over both EPC and 5GC?
4.	Identify gaps (if any) of the existing Rel-16 ATSSS interworking support for 5G-RG to support UEs in general. Additional solutions are not precluded but re-use of the Rel-16 solution is preferred assuming it meets the requirements.
NOTE:	MA PDU session with its non-3GPP access leg over EPC is not in the scope of FS_ATSSS_Ph2.
Impacts to Rel-16.MME and SGW shall be minimized.
[bookmark: _Toc43336505][bookmark: _Toc43708059][bookmark: _Toc43708133][bookmark: _Toc43708209][bookmark: _Toc44670835][bookmark: _Toc50380967]5.X	Key Issue #<X>: <Key Issue Title>
[bookmark: _Toc500949092][bookmark: _Toc16839377][bookmark: _Toc21087539][bookmark: _Toc23326072][bookmark: _Toc23517593][bookmark: _Toc23519152][bookmark: _Toc43336506][bookmark: _Toc43708060][bookmark: _Toc43708134][bookmark: _Toc43708210][bookmark: _Toc44670836][bookmark: _Hlk500943653][bookmark: _Toc50380968]5.X.1	Description
[bookmark: _Toc16839381][bookmark: _Toc21087540]
[bookmark: _Toc23326073][bookmark: _Toc23517594][bookmark: _Toc23519153][bookmark: _Toc43336507][bookmark: _Toc43708061][bookmark: _Toc43708135][bookmark: _Toc43708211][bookmark: _Toc44670837][bookmark: _Toc50380969]6	Solutions
[bookmark: _Toc23326074][bookmark: _Toc23517595][bookmark: _Toc23519154][bookmark: _Toc43336508][bookmark: _Toc43708062][bookmark: _Toc43708136][bookmark: _Toc43708212][bookmark: _Toc44670838][bookmark: _Toc16839382][bookmark: _Toc21087541][bookmark: _Toc50380970]6.0	Mapping Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Title
	Key Issue(s)

	#1
	QUIC-LL Steering Functionality
	1 & 2

	#2
	New steering mode – Autonomous steering mode
	1

	#3
	New steering mode – Autonomous steering mode with advanced PMF
	1

	#4
	New steering mode – Redundant steering mode
	1

	#5
	Replacing 3GPP access leg of MA-PDU Session with PDN connection in EPC
	3

	#6
	MPQUIC-LL Steering Functionality
	1 & 2

	#7
	Proposed solution based on MP-QUIC
	2

	#8
	Proposed solution based on QUIC
	2

	#9
	Supporting a PDN connection in EPC as a 3GPP access leg of MA-PDU Session
	3

	#10
	Extension of 5G RG solution to support Ethernet PDU Session types
	3

	#11
	New steering mode – RTT difference based steering mode
	1

	#12
	New steering mode – UE assisted traffic steering mode
	1

	#13
	Proxy based solution using QUIC
	2

	#14
	Proxy based solution using MP-QUIC
	2



[bookmark: _Toc43336509][bookmark: _Toc43708063][bookmark: _Toc43708137][bookmark: _Toc43708213][bookmark: _Toc44670839][bookmark: _Toc23326075][bookmark: _Toc23517596][bookmark: _Toc23519155][bookmark: _Toc50380971]6.1	Solution #1: QUIC-LL Steering Functionality
[bookmark: _Toc43336510][bookmark: _Toc43708064][bookmark: _Toc43708138][bookmark: _Toc43708214][bookmark: _Toc44670840][bookmark: _Toc50380972]6.1.1	Introduction
This clause defines a new ATSSS steering functionality called QUIC-Low Layer (QUIC-LL). It is a "Low Layer" steering functionality because it operates below the IP layer (such as ATSSS-LL), in contrast to a high layer steering functionality that operates above the IP layer (such as MPTCP).
The QUIC-LL provides an unreliable tunnelling service between the UE and the UPF that is based on:
1.	The QUIC protocol (version 1) specified in draft-ietf-quic-transport [6] along with accompanying documents that describe QUIC's loss detection and congestion control (draft-ietf-quic-recovery [7]) and the use of TLS for key negotiation (draft-ietf-quic-tls [18]); and
2.	The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport.
The Fig. 6.1.1-1 shows the model of an MA PDU Session that operates using the QUIC-LL steering functionality.


Figure 6.1.1-1: Model of MA PDU Session using QUIC-LL
The QUIC-LL is composed of the following components:
-	Access Selection: The Access Selection component operates similarly in the UE and in the UPF. It receives PDUs (i.e. ethernet or IP packets) from the upper layer and, for each PDU, it selects either 3GPP access or non-3GPP access to transmit the PDU. In the UE, the selection is based on the ATSSS rules and on the access-specific measurements (e.g. RTT, loss rate, etc.) received from the QUIC tunnel client. In the UPF, the selection is based on the N4 rules and on the access-specific measurements (e.g. RTT, loss rate, etc.) received from the QUIC tunnel server.
-	QUIC Tunnel Client (QTC): The QUIC tunnel client operates in the UE as a QUIC client application and provides the following functionality:
-	It establishes N QUIC connections over 3GPP access and N QUIC connections over non-3GPP access with the QUIC tunnel server in the UPF. The number N of QUIC connections, as well as the destination IP address & port for each QUIC connection, is determined from information contained in the PDU Session Establishment Accept message (see the "QUIC Connection Setup Information" below). Each QUIC connection is established immediately after the setup of the MA PDU Session.
NOTE 1:	As explained below, each QUIC connection carries the traffic of one QoS flow only and for each QoS flow there is one QUIC connection per access. This is required because the QUIC protocol can multiplex several PDUs in a single QUIC packet. By using a separate QUIC connection for each QoS flow, we ensure that PDUs belonging to different QoS flows cannot be multiplexed in the same QUIC packet.
-	It receives UL PDUs from the Access Selection component and, for each UL PDU, it selects a QUIC connection to transmit the PDU over the access type indicated by the Access Selection component. The QUIC connection is selected based on the ATSSS rules which contain QUIC connection selection information (see further details below).
-	It retrieves the measurements obtained by the QUIC protocol per QUIC connection (e.g. RTT, loss rate, congestion) and forwards the measurements to the Access Selection component.
-	QUIC Tunnel Server (QTS): The QUIC tunnel server operates in the UPF as a QUIC server application and provides the following functionality:
-	It accepts the QUIC connections requested by QUIC tunnel client (QTC) in the UE.
-	It receives DL PDUs from the Access Selection component and, for each DL PDU, it selects a QUIC connection to transmit the PDU over the access type indicated by the Access Selection component. The QUIC connection is selected based on the MAR rules which contain QUIC connection selection information (see further details below).
-	It retrieves the measurements obtained by the QUIC protocol per QUIC connection (e.g. RTT, loss rate, congestion) and forwards the measurements to the Access Selection component.
-	It instructs the QUIC protocol to send PING frames over a QUIC connection on 3GPP access and/or non-3GPP access to detect whether the UE is reachable via this access. The PING frames can be sent over one QUIC connection only per access or over multiple QUIC connections (i.e. multiple QoS flows) per access.
-	QUIC protocol: The QUIC protocol component is the standard QUIC protocol as defined by IETF.
To support ATSSS using the QUIC-LL steering functionality, the architecture reference model for ATSSS, as specified in TS 23.501 clause 4.2.10, is enhanced as shown in Fig. 6.1.1-2. The QUIC-LL steering functionality is implemented in the UE and in the PSA UPF. The PMF functionality is not needed for an MA PDU Session that applies QUIC-LL. However, the PMF may be needed for an MA PDU Session that does not apply QUIC-LL.
[image: ]
Figure 6.1.1-2: Reference Architecture for ATSSS using QUIC-LL
The QUIC-LL steering functionality tunnels PDUs (e.g. IP packets or Ethernet frames) over a QUIC transport. The protocol stack in the UE and UPF is shown in Fig. 6.1.1-3. The different IP addresses shown in this figure are explained in the next clause.


Figure 6.1.1-3: Protocol stack for QUIC-LL
In summary, the QUIC-LL:
a.	Supports an unreliable and secure tunneling service between the UE and UPF.
b.	Does not support retransmission of lost QUIC datagram frames but supports loss detection, according to draft-ietf-quic-datagram [6].
c.	Supports congestion control per QUIC connection, i.e. it employs the QUIC connection's congestion controller. As a result, the UE and the UPF may stop sending datagram frames on a QUIC connection when congestion is detected by the QUIC protocol on this connection.
d.	Supports round-trip and packet loss measurements per QUIC connection, as specified in draft-ietf-quic-transport [6]. Since each QUIC connection is transmitted on a specific QoS flow (see details below), this means that QUIC-LL supports round-trip measurements per QoS flow and packet loss measurements per QoS flow.

[bookmark: _Toc50380973]6.1.2	MA PDU Session Establishment procedure


Figure 6.1.2-1: MA PDU Session establishment using QUIC-LL
The above Fig. 6.1.2-1 shows how an MA PDU Session is established when (a) the UE indicates support for QUIC-LL and (b) the network accepts to apply QUIC-LL for one or more traffic flows. All steps are the same as the steps used to establish an MA PDU Session in Rel-16 specifications. The additions to support QUIC-LL are discussed below.
 1a. In the PDU Session Establishment Request the UE indicates (in the 5GSM capability) that it supports the QUIC-LL steering functionality and, possibly, other steering functionalities such as MPTCP and ATSSS-LL.
1b.	The AMF selects an SMF supporting ATSSS. It is assumed that, if the network supports QUIC-LL, then all SMFs supporting ATSSS can also support QUIC-LL.
5a.	In the SM Policy Control Create Request, the SMF includes the ATSSS Capabilities of the UE (see TS 23.502 and TS 29.512), which contain the QUIC-LL capability and, possibly, other capabilities already defined, such as "MPTCP functionality with any steering mode and ATSSS-LL functionality with any steering mode", etc.
5b.	The PCF decides to allow the requested MA PDU Session and creates PCC rules containing MA PDU Session Control information (see TS 29.512), which specifies a steering functionality (e.g. QUIC-LL, ATSSS-LL), a steering mode (e.g. Active/Standby), etc.
6a.	Based on the received PCC rules, the SMF creates N4 rules for the UPF including MAR rules for QUIC-LL. An example MAR rule may indicate: Steering functionality = QUIC-LL, Steering mode = Smallest loss rate, QUIC Connection Selection = QUIC Connection #1.
6b.	In the N4 Session Establishment Request, the SMF includes the N4 rules and indicates to UPF that QUIC-LL Control Information should be provided (see next step). The QUIC-LL Control Information indicates to UPF how many QUIC connections are needed per access, which is determined from the received PCC rules. For example, if the SMF received two PCC rules containing steering functionality = QUIC-LL, then the SMF indicates to UPF that two QUIC connections are needed per access (i.e. two QUIC connections over 3GPP access and another two QUIC connections over non-3GPP access). 
6c.	Based on the requested QUIC-LL Control Information, the UPF provides the following QUIC-LL parameters:
1)	Two "UE link-specific QUIC-LL" IP addresses used only by the QUIC-LL functionality in the UE, one associated with the 3GPP access and another associated with the non-3GPP access. It is possible that the UPF provides "UE link-specific QUIC-LL" IP addresses that are not routable via N6 (e.g. IPv6 link-local addresses). For example, the "UE link-specific QUIC-LL" IP addresses may be the following:
UE link-specific QUIC-LL IP address over 3GPP access = 10.10.1.1
UE link-specific QUIC-LL IP address over non-3GPP access = 10.10.2.1
NOTE 1: The "UE link-specific QUIC-LL" IP addresses are similar to the "UE link-specific multipath" IP addresses used for MPTCP, specified in TS 23.502 and TS 29.244.
NOTE 2: 	In case QUIC-LL and MPTCP are enabled for the same MA PDU Session, the "UE link-specific QUIC-LL" IP addresses and the "UE link-specific multipath" IP addresses can be the same.
2)	"QUIC Address Information" which contains (1) two "UPF link-specific QUIC-LL" IP addresses for the UPF, one for each access type and (2) one UPF port number per QUIC connection.
7.	Based on the received PCC rules and the QUIC-LL parameters received from UPF, the SMF creates the following information, which will be sent to the UE:
-	ATSSS rules containing QUIC connection selection information (see details below), 
-	QoS rules (see details below), and
-	"QUIC Connection Setup Information" which contains information for the UE to setup the QUIC connections with the UPF. For example, it indicates that QUIC Connection #1 over 3GPP access should be established toward the UPF IP address 10.10.1.2 and UPF port 53671.
8a. In the PDU Session Establishment Accept, the ATSSS Container (defined in TS 24.193) contains:
1)	The ATSSS rules, which are applied by QTC in the UE to route the traffic of the MA PDU Session across the QUIC connections; and
2)	The "network steering functionalities information" (see TS 24.193), which contains:
a.	The two "UE link-specific QUIC-LL" IP addresses provided by UPF in step 6c; and
b.	The "QUIC Connection Setup information" created by SMF in step 7.
11.	Based on the received "QUIC Connection Setup information" the QTC in the UE establishes one or more QUIC connections with the QTS in the UPF over each access. The UE establishes a QUIC connection immediately after receiving the PDU Session Establishment Accept message. The application protocol negotiated during each QUIC connection will be decided by stage-3 (for example, it could be "quic-ll"). Note that each QUIC connection requires the negotiation of an application protocol and it applies the Application Layer Protocol Negotiation (ALPN) to select the application protocol (see draft-ietf-quic-tls [x1]).
The QUIC connections established between the QTC in UE and the QTS in UPF include also QUIC connections associated with downlink-only QoS flows. Therefore, when the UPF wants to send DL traffic using a downlink-only QoS flow, this traffic is sent to UE via the associated QUIC connection. When reflective QoS is applied (i.e. the UE receives a DL packet marked with RQI via a downlink-only QUIC connection), the UE creates a derived QoS rule based on the outer header information in the received DL packet and creates also a derived ATSSS rule that forwards the corresponding UL packets to this QUIC connection. 
[bookmark: _Hlk49457286]Editor’s Note: Further details on how reflective QoS operates are FFS.
[bookmark: _Toc50380974]6.1.3	MA PDU Session Modification procedure
The MA PDU Session Modification procedure (either network-requested or UE-requested) may be used to add or remove QoS flows from an established MA PDU Session, as already specified in Rel-16.
After the MA PDU Session Modification procedure is completed, then:
-	If a QoS flow is deleted and this QoS flow was used to transfer QUIC-LL traffic, then the two QUIC connections associated with this QoS flow (one QUIC connection per access) are released. The UE receives updated "QUIC Connection Setup Information" in order to determine which QUIC connections to release.
-	If a QoS flow is created and this QoS flow will be used to transfer QUIC-LL traffic, then two QUIC connections associated with this QoS flow (one QUIC connection per access) are established between the UE and UPF. The UE receives updated "QUIC Connection Setup Information" in order to determine the UPF IP addresses and ports for the new QUIC connections.
[bookmark: _Toc50380975]6.1.4	Example of QUIC-LL Operation
To better explain the QUIC-LL operation, we consider an example in this clause. In this example, it is assumed that the PCF creates two PCC rules which contain steering functionality = QUIC-LL (see Table 6.1.4-1 below) and the UPF provides the following QUIC-LL parameters:
1)	"UE Link-specific QUIC-LL" IP addresses: 
UE Link-specific QUIC-LL IP address over 3GPP access = 10.10.1.1
UE Link-specific QUIC-LL IP address over non-3GPP access = 10.10.2.1
2)	QUIC-LL Address Information:
UPF Link-specific QUIC-LL IP address for 3GPP access = 10.10.1.2
UPF Link-specific QUIC-LL IP address for non-3GPP access = 10.10.2.2
	UPF Port for QUIC Connection #1 = 53671
UPF Port for QUIC Connection #2 = 53672
Based on the above QUIC-LL Address Information, the SMF creates the following "QUIC Connection Setup information", which is sent to UE. Each line indicates the UPF address and port used for a QUIC connection.
QUIC Connection #1 over 3GPP access: 10.10.1.2 / 53671
QUIC Connection #1 over non-3GPP access: 10.10.2.2 / 53671
QUIC Connection #2 over 3GPP access: 10.10.1.2 / 53672
QUIC Connection #2 over non-3GPP access: 10.10.2.2 / 53672
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Figure 6.1.4-1
Based on the two PCC rules and the QUIC-LL parameters, the SMF creates the corresponding ATSSS rules and the QoS rules shown in the table below. The Comments column explains the meaning of these rules.
Table 6.1.4-1
	
	PCC Rules
(created by PCF)
	ATSSS Rules
(created by SMF)
	QoS Rules
(created by SMF)
	Comments

	1
	Precedence = 1
Service Data Flow Template:
	App Identity = app1.example.com
	Direction=Bidirectional
Policy control:
	5QI=3, ARP=1
MA PDU Session Control:
	Steering functionality = QUIC-LL	Steering mode = smallest loss rate
	Precedence = 1
Traffic Descriptor:
	App Identity = app1.example.com
Access Selection Descriptor: 
	Steering functionality = QUIC-LL
	Steering mode = smallest loss rate
QUIC Connection Selection Descriptor:
	QUIC Connection #1
	Precedence = 1
Rule Operation Code = Create new QoS rule
Packet Filter List 1:
	Direction = Bidirectional
	Dst. IP=10.10.1.2, Dst. port=53671 
or Dst. IP=10.10.2.2, Dst. port=53671
QFI=3
	The ATSSS rule specifies that the traffic of “app1.example.com” should be sent on the QUIC Connection #1 over 3GPP access when the loss rate of this connection is smaller than the loss rate of the QUIC connection #1 over non-3GPP access; otherwise, it should be sent to the QUIC connection #1 over non-3GPP access. 
The QoS rule specifies that the traffic of QUIC connection #1 over 3GPP access and the traffic of QUIC connection #1 over non-3GPP access is mapped to the QoS flow with QFI=3. Essentially, this means that QUIC connection #1 (over any access) is mapped to QoS flow with QFI=3.

	2
	Precedence = 2
Service Data Flow Template:
	Match-all
	Direction=Bidirectional
Policy control:
	5QI=5, ARP=3
MA PDU Session Control:
	Steering functionality = QUIC-LL	Steering mode = smallest delay
	Precedence = 2
[bookmark: _Hlk49441596]Traffic Descriptor:
	Match-all
Access Selection Descriptor: 
	Steering functionality = QUIC-LL
	Steering mode = smallest delay
QUIC Connection Selection Descriptor:
	QUIC Connection #2
	Precedence = 2
Rule Operation Code = Create new QoS rule
Packet Filter List 1:
	Direction = Bidirectional
	Dst. IP=10.10.1.2, Dst. port=53672 
or Dst. IP=10.10.2.2, Dst. port=53672
QFI=5
	The ATSSS rule specifies that the default traffic (match-all) should be sent on the QUIC Connection #2 over 3GPP access when the delay of this connection is smaller than the delay of the QUIC connection #2 over non-3GPP access; otherwise, it should be sent to the QUIC connection #2 over non-3GPP access. 
The QoS rule specifies that the traffic of QUIC connection #2 over 3GPP access and the traffic of QUIC connection #2 over non-3GPP access is mapped to the QoS flow with QFI=5. Essentially, this means that QUIC connection #2 (over any access) is mapped to QoS flow with QFI=5.



As can be seen from the table above, the QoS rules map the traffic of a QUIC connection to a specific QoS flow. Therefore, all traffic sent on the same QUIC connection is also sent on the same QoS flow. This is necessary because the QUIC protocol can multiplex many PDUs in one QUIC packet, hence, all these PDUs must be sent on the QoS flow which the QUIC packet is forwarded to.
Editor’s note: It is FFS if the QoS rules can map SDFs to QoS flows, instead of mapping the traffic of QUIC connections to QoS flows, as stated above. This is further considered in clause 6.1.4a.
After the four QUIC connections are established between the UE and the UPF, the QUIC-LL routes the PDUs received from the upper layers to one of these QUIC connections, as illustrated in Fig. 6.1.4-2 below.
The Access Selection component in the UE receives PDUs (e.g. IP packets or Ethernet frames) from the upper layers and, for each PDU, it finds a matching ATSSS rule. Based on the steering mode in the matching ATSSS rule and the received measurements (RTT, loss rate, etc.) from the QUIC protocol, the Access Selection component selects an access type for each PDU and forwards the PDU with the selected access type to the QTC component. 
The QTC component selects a QUIC connection for each PDU based on the selected access type and the QUIC Connection Selection Descriptor in the matching ATSSS rule. For example, if the selected access type is 3GPP and the QUIC Connection Selection Descriptor is "QUIC Connection #1", then QTC sends the PDU to the QUIC connection #1 over 3GPP access. Subsequently, the PDU is encapsulated in a QUIC DATAGRAM frame (possibly with more PDUs) and is added to a QUIC/UDP/IP packet destined to [UPF Link-specific QUIC-LL IP address = 10.10.1.2, UPF Port = 53671].
When the QUIC/UDP/IP packet reaches the 3GPP access interface, the QoS rules are applied and the packet is sent to a QoS flow that matches the [UPF Link-specific QUIC-LL IP address = 10.10.1.2, UPF Port = 53671]. 



Figure 6.1.4-2: Example of user-plane operation with QUIC-LL
[bookmark: _Toc50380976]6.1.4a	Alternative User-Plane Operation
In order to enable the QoS rules to be applied to the inner IP packets (as in Rel-16), the alternative user-plane operation shown in the figure below can use used. In this alternative, the QoS rules are applied before the Access Selection component and, therefore, they map SDFs to QFIs, as in Rel-16.
The functionality of the Access Selection component and the QTC component remain the same (as specified above). More specifically, the Access Selection component selects an access type (3GPP or non-3GPP) for a PDU (e.g. IP packet) based on the steering mode in the matched ATSSS rule and the QTC component in the UE selects a QUIC connection for a PDU based on the QUIC Connection Selection Descriptor in the matched ATSS rule.
Note that the QFI selected by the QoS flow selection component is transferred down to the selected access (3GPP or non-3GPP). For a packet created by the QUIC protocol itself (e.g. a PING frame), the QFI delivered to the access is the QFI associated with the QUIC connection over which this packet is transmitted.
Editor’s note: Further details of this alternative user-plane operation are FFS. It is also FFS which of the two alternatives (in Fig. 6.1.4-2 and in Fig. 6.1.4a-1) will be selected.


Figure 6.1.4a-1: Example of alternative user-plane operation with QUIC-LL
[bookmark: _Toc50380977]6.1.5	Support of Steering Modes
The QUIC-LL supports the steering modes defined in Rel-16 with the following clarifications:
-	Active-Standby: Supported.
-	Smallest Delay: Supported with improved RTT estimation. The QUIC protocols estimates the RTT for each QUIC connection as defined in in draft-ietf-quic-recovery [7]. Since the traffic of each QUIC connection is mapped to a QoS flow, then QUIC-LL supports RTT estimation per QoS flow. Hence, the access with the smallest delay is more accurately estimated, than in Rel-16 where the RTT is estimated using the default QoS flow only.
-	Load-Balancing: Supported without re-ordering. The QUIC-LL does not support re-ordering of the packets transmitted via different accesses. If, for example, 80% of the packets of a data flow are sent to QUIC connection #1 over 3GPP access and 20% of the packets of the same data flow are sent to QUIC connection #1 over non-3GPP access, then the packets of this data flow may arrive at the receiving end out of order. However, the upper layers (e.g. TCP) or the application itself may be able to do packet re-ordering.
-	Priority-based: Supported by using the congestion control mechanism of QUIC (defined in draft-ietf-quic-recovery [7]). When a data flow is sent to QUIC connection #1 over 3GPP access, and the QUIC protocol determines that this QUIC connection is congested, then the data flow is transferred also to QUIC connection #1 over non-3GPP access (so it is split over the two accesses). In this case, the data may be received out-of-order. The upper layers (e.g. TCP) or the application itself may be able to do packet re-ordering.
The QUIC-LL supports also the following steering modes, not supported in Rel-16:
-	Smallest Loss Rate: Supported by using the ack-eliciting mechanism defined in draft-ietf-quic-recovery, with which the QUIC protocol can estimate the loss rate of a QUIC connection. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to the access with the smallest loss rate".
-	Loss Rate Threshold: Supported by using the ack-eliciting mechanism defined in draft-ietf-quic-recovery, with which the QUIC protocol can estimate the loss rate of a QUIC connection. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to the access with loss rate < 1%; if both accesses have loss rate < 1%, send it to 3GPP access". There is no need to (periodically) re-evaluate the loss rate of each access and to select the access with the smallest loss rate. As long as the selected access has loss rate < 1%, the traffic can remain on this access.
-	RTT Threshold: Supported by using the RTT estimation mechanism defined in draft-ietf-quic-recovery, with which the QUIC protocol can estimate the RTT of a QUIC connection. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to the access with RTT < 100ms; if both accesses have RTT < 100ms, send it to non-3GPP access". Note that this is different from the "Smallest Delay" steering mode because it specifies a preferred access (i.e. non-3GPP access in this example). There is no need to (periodically) re-evaluate the RTT of each access and to select the access with the smallest delay. As long as the selected access has RTT < 100ms, the traffic can remain on this access.
The above steering modes illustrate the kind of steering modes that can be supported with QUIC-LL using information provided by the QUIC protocol. More steering modes can be derived by combining the above steering modes.
[bookmark: _Toc50380978]6.1.6	Impacts on services, entities, interfaces and IETF protocols
[bookmark: _Hlk48244098]IETF protocols
-	The QUIC-LL solution is based on the following QUIC draft specifications defined by IETF. The QUIC-LL does not require any changes to these specifications.
- 	draft-ietf-quic-transport [6]
-	draft-ietf-quic-recovery [7]
-	draft-ietf-quic-tls [18]
-	draft-ietf-quic-datagram [8]
NOTE 1:	If the draft-piraux-quic-tunnel [9] is sufficiently progressed in IETF until the Rel-17 freeze date, the QUIC-LL can easily adopt the procedures specified in this document. This will align the QUIC tunnelling procedures defined in IETF and in 3GPP.
· If there is need to support QUIC using NULL encryption between UE and UPF, this need should be communicated to IETF and either addressed by IETF or addressed by 3GPP, e.g. by specifying a "3GPP 5G profile for QUIC" which can support different cipher suites than those defined by IETF, including cipher suites using NULL encryption. This aspect should be further investigated by SA3.
AMF
-	No impact. It is assumed that if 5GC supports ATSSS / Rel-17, then all ATSSS-capable SMFs in 5GC are capable of supporting QUIC-LL.
SMF
-	From the PCC rules, it shall determine the number of QUIC connections needed per access.
-	Shall indicate to UPF the number of QUIC connections needed per access.
-	Shall create and send to UE the "QUIC Connection Setup Information" based on the QUIC-LL Address Information received from UPF.
-	From the received PCC rules, it shall create corresponding ATSSS rules and QoS rules for the UE. An ATSSS rule using the QUIC-LL steering functionality shall map the traffic of a service data flow to a specific QUIC connection.
-	Each QoS rule shall map the traffic of a QUIC connection to an associated QoS flow.
-	From the received PCC rules, it shall create corresponding N4 rules (PDRs, MAR, QER, etc.) for the UPF.
PCF
-	Shall be able to create PCC rules using the QUIC-LL steering functionality.
UPF:
-	Shall be able to allocate the "UE Link-specific QUIC-LL" IP addresses.
-	Shall be able to allocate QUIC-LL Address Information, i.e. two IP addresses used for QUIC-LL (one per access) and one UDP port number for each QUIC connection.
-	Shall apply the N4 rules (e.g. PDRs and associated MARs) to select an access type and a QUIC connection for each DL PDU. Each MAR using the QUIC-LL steering functionality shall identify a QUIC Connection.
-	Shall apply the QoS Enforcement Rules (QERs) to map the traffic of each QUIC connection to a QoS flow.
UE:
-	Shall be able to indicate support of QUIC-LL when requesting a MA PDU Session.
-	Shall establish N QUIC connections to UPF via each access, based on the received "QUIC Connection Setup Information".
-	Shall apply the ATSSS rules to select an access type and a QUIC connection for each UL PDU. Each ATSSS rule using the QUIC-LL steering functionality shall identify a QUIC Connection.
-	Shall apply the QoS rules to map the traffic of each QUIC connection to a QoS flow.
6.1.1	Introduction
This clause defines a new ATSSS steering functionality called QUIC-Low Layer (QUIC-LL). It is a "Low Layer" steering functionality because it operates below the IP layer (such as ATSSS-LL), in contrast to a high layer steering functionality that operates above the IP layer (such as MPTCP).
The QUIC-LL provides an unreliable tunneling service between the UE and the UPF that is based on:
1.	The QUIC protocol specified in draft-ietf-quic-transport [6] along with the loss detection and congestion control specified in draft-ietf-quic-recovery [7]; and
2.	The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport.
Editor's note:	It is FFS if the tunneling mechanisms in draft-piraux-quic-tunnel [9] need to be considered.
Editor's note:	Whether the QUIC-LL can support reliable transport (i.e. using QUIC streams) is FFS.
Editor's note:	It is FFS whether network bandwidth overhead and packet processing overhead caused by additional headers in the solution are significant or not.
Editor's note:	The benefit of using QUIC-LL over using ATSSS-LL should be clarified.
[bookmark: _Toc43336511][bookmark: _Toc43708065][bookmark: _Toc43708139][bookmark: _Toc43708215][bookmark: _Toc44670841]6.1.2	High-level Description
The following list provides a brief overview of how QUIC-LL operates and how it is applied to support ATSSS in a MA PDU Session.
1.	During the establishment of the MA PDU Session, the UE indicates whether it supports QUIC-LL and the network selects whether QUIC-LL will be used for routing (some or all) traffic of the MA PDU Session across 3GPP and non-3GPP accesses.
2.	If the network selects to apply the QUIC-LL steering functionality for the MA PDU Session, then, after the establishment of the MA PDU Session, the UE ensures there are N QUIC connections over 3GPP access and N QUIC connections over non-3GPP access, where N is the number of QoS flows of the MA PDU Session.
Editor's note:	It is FFS if a QUIC connection between the UE and UPF is created right after the establishment of the MA PDU Session (as stated above), or when data arrives for this QUIC connection.
Editor's note:	It is currently assumed that the QoS flows of the MA PDU Session are bidirectional. In case there are downlink-only QoS flows, it is FFS how the QUIC connections for these QoS flows are established.
3.	Each QUIC connection is mapped to one QoS flow. So, if for example two QoS flows are assigned to the MA PDU Session (as shown Figure 6.1.2-1), then two QUIC connections are established between the UE and the UPF over 3GPP access and two QUIC connections are established between the UE and the UPF over non-3GPP access.
Editor's note:	How a QUIC connection is mapped to a QoS flow needs further clarification. More generally the interactions between QoS rules and QUIC connections are FFS.
NOTE 1:	The QUIC protocol can multiplex several PDUs in a single QUIC packet. By using a separate QUIC connection for each QoS flow, we ensure that PDUs belonging to different QoS flows cannot be multiplexed in the same QUIC packet.
4.	Each QUIC connection carries a sequence of QUIC packets and each QUIC packet carries one or more datagram frames (defined in draft-ietf-quic-datagram [8]). Each datagram frame encapsulates one PDU that is transmitted via the MA PDU Session. When the type of the MA PDU Session is "ethernet", each PDU is an Ethernet frame, when the type of the MA PDU Session is "IPv4", each PDU is an IPv4 packet, etc.
5.	Each QUIC connection provides an unreliable transport service between the UE and the UPF, hence, it can carry any type of protocol traffic, such as UDP, TCP, SCTP, ICMP for IP PDU Session type, Ethernet, ARP for Ethernet PDU Session type, etc.
6.	The QoS rules in the UE are used to steer the traffic of each QUIC connection to the associated QoS flow.
7.	After the establishment of the QUIC connections between the UE and the UP:
a.	The UE applies the ATSSS rules to (a) steer each PDU (e.g. IP packet or Ethernet frame) to a specific access, and then (b) to steer each PDU to a specific QUIC connection on this access.
b.	The UPF applies the N4 rules in a similar way.
Editor's note:	Rel-16 UP processing does not require QoS selection before access selection. It is FFS whether the order of actions above: a) steer each to a specific QoS (MPQUIC connection [10]), and then (b) to select the access fits with UP processing per N4 rules.
Editor's note:	The UDP ports shown in Figure 6.1.2-1 which are used per QUIC connection need further work.


Figure 6.1.2-1: Tunneling MA PDU traffic via different QUIC connections
8.	Figure 6.1.2-2 explains (via an example) how the QUIC-LL steering functionality is applied to route the traffic of an MA PDU Session:
a.	The UE is assigned with three IP addresses: The IP@3, which is the IP address of the MA PDU Session, and two link-specific IP addresses, one for 3GPP access (IP@1) and one for non-3GPP access (IP@2). The scope of the link-specific IP addresses is local, i.e. they are used only for UE-UPF communication.
b.	In the example scenario shown in Figure 6.1.2-2, it is assumed that two QoS flows are assigned to the MA PDU Session. Hence, the UE uses the IP@1 to establish two QUIC connections to UPF over 3GPP access and uses the IP@2 to establish two QUIC connections to UPF over non-3GPP access.
c.	On the UE side, each IP packet that enters the IP interface associated with the MA PDU Session:
i.	First, goes though an Access Selection, which selects the access on which the packet should be transmitted. This selection is based on the ATSSS rules and the measurements (e.g. RTT, loss rate, etc.) received by the QUIC protocol.
ii.	Next, the IP packet goes through the QUIC Connection Selection (QCS), which sends the IP packet to a specific QUIC connection over the selected access. The QUIC connection is selected based on the ATSSS rules (see the QUIC Connection Selection Descriptor in the example ATSSS rules in Figure 6.1.3-2).
Editor's note:	It is currently assumed that a QUIC connection is selected based on the ATSSS rules. It is FFS if a QUIC connection can be selected based on the QoS rules.
iii.	Finally, the IP packet goes through the QUIC protocol. It is encapsulated in a QUIC packet (possibly with other IP packets of the same QUIC connection) that has confidentiality and integrity protection and goes to an access interface (3GPP or non-3GGP) via the UDP/IP layers. The outer IP packet has source address IP@1 or IP@2 and destination address an IP address of UPF, which is provided to UE during the MA PDU Session establishment.
NOTE 2:	Figure 6.1.2-2 shows two instances of QCS and two instances of the QUIC protocol (one for each access). However, this is only for illustration purposes. In a real implementation, one QCS and one QUIC protocol instance could be used.
NOTE 3:	The QCS is like an application that sends unreliable datagrams over one or more QUIC connections.
9.	Normally, the QUIC-LL steering functionality does not split the packets of an IP flow (defined by a 5-tuple) across the two accesses. It is feasible to split an IP flow across the two accesses but, in this case, the QUIC-LL may not be able to avoid out-of-order delivery. Layers above the QUIC-LL (e.g. the application layer) could handle the out-of-order delivery. Note that QUIC Datagram frames are not retransmitted upon loss detection (see draft-ietf-quic-datagram [8]), hence, duplications are not possible.
Editor's note:	If the QUIC-LL creates out-of-order delivery, the value of QUIC-LL vs the ATSSS-LL should be further clarified.
10.	The QUIC-LL can transfer an IP flow from one access to another access according with the ATSSS rules and the measurements (e.g. RTT) received from the QUIC protocol. For example, the blue IP flow in Figure 6.1.2-2 can be transferred from QUIC connection #4 over 3GPP access to QUIC connection #2 over non-3GPP access, when the Access Selection determines e.g. that the RTT of QUIC connection #4 is higher than the RTT of QUIC connection #2. Note that when an IP flow is transferred to another access, the QoS flow used for this IP flows remains the same.


Figure 6.1.2-2: Example of User-Plane operation (UL direction)
11.	In summary, the QUIC-LL:
a.	Supports an unreliable and secure tunneling service between the UE and UPF.
b.	Does not support retransmission of lost QUIC datagram frames but supports loss detection, according to draft-ietf-quic-datagram [6].
c.	Supports congestion control per QUIC connection, i.e. it employs the QUIC connection's congestion controller. As a result, the UE and the UPF may stop sending datagram frames on a QUIC connection when congestion is detected by the QUIC protocol on this connection.
d.	Supports round-trip and packet loss measurements per QUIC connection, as specified in draft-ietf-quic-transport [6]. Since each QUIC connection is transmitted on a specific QoS flow, this means that QUIC-LL supports round-trip measurements per QoS flow and packet loss measurements per QoS flow.
Editor's note:	As described above, the QUIC-LL steering functionality is not required to apply some QUIC protocol capabilities, such as connection migration, reliable streams, etc. It is FFS whether such capabilities are required for QUIC-LL.
Editor's note:	It is FFS whether this solution needs double-layer security between the UE and the 5GS (radio level security + QUIC mandatory security). If that is the case, it needs to be clarified how QUIC/DTLS security is set-up.
[bookmark: _Toc43336512][bookmark: _Toc43708066][bookmark: _Toc43708140][bookmark: _Toc43708216][bookmark: _Toc44670842]6.1.3	Procedure
[bookmark: _Toc43336513][bookmark: _Toc43708067][bookmark: _Toc43708141][bookmark: _Toc43708217][bookmark: _Toc44670843]6.1.3.1	Establishment of MA PDU Session using MPQUIC-LL
The following figure shows how an MA PDU Session using QUIC-LL can be established. It is based on the existing MA PDU Session establishment procedure defined in TS 23.502 [4] with some additions shown in red.


Figure 6.1.3.1-1
The following Figure 6.1.3.1-2 shows an example of PCC rules provided by PCF to SMF in step 5b and illustrates how the SMF can derive the corresponding ATSSS rules and QoS rules for the UE. In a similar way, the SMF derives also N4 rules from the PCC rules.
Editor's note:	The contents of the QUIC Connection Selection Descriptor (i.e. how the traffic of a specific QUIC connection is identified) need to be further studied.


Figure 6.1.3.1-2: Example of PCC rules and ATSSS rules/QoS rules derived from the PCC rules
[bookmark: _Toc43336514][bookmark: _Toc43708068][bookmark: _Toc43708142][bookmark: _Toc43708218][bookmark: _Toc44670844]6.1.4	Impacts on services, entities, interfaces and IETF protocols
Editor's note:	it is FFS the evaluation of the impacts of this solution on services, entities, interfaces and IETF protocols.
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[bookmark: _Toc43708069][bookmark: _Toc43708143][bookmark: _Toc43708219][bookmark: _Toc44670845][bookmark: _Toc50380979]6.2	Solution #2: New steering mode - Autonomous steering mode
[bookmark: _Toc43336516][bookmark: _Toc43708070][bookmark: _Toc43708144][bookmark: _Toc43708220][bookmark: _Toc44670846][bookmark: _Toc50380980]6.2.1	Introduction
This solution addresses KI#1 on Additional Steering Modes.
As specified in ATSSS Rel-16, the traffic of MA PDU session could be distributed across both accesses by using different steering modes. There are four steering modes as defined in Rel-16, i.e. Active-Standby, Smallest Delay, Priority-based and Load balancing. All the Rel-16 steering modes are decided by the network side, and performed by the UE and UPF based on the link performance measurement. For example, if one access becomes unavailable, the UE and UPF can switch all the traffic to the other available access. However, except the access available/unavailable status, the UE and UPF cannot flexibility distribute the traffic over both accesses according to the link performance in real time. To be more specific, for the Load balancing mode, the traffic splitting weight is statically set by the network based on the operators' requirement instead of the link performance measurement. For the Priority-based mode, the traffic can take over both access resources only when one access is congested. In sum, both of these steering modes do not allow the UE or the UPF to adjust the traffic splitting weight over both accesses dynamically based on the link status, not even mention Active-Standby and Smallest Delay.
[bookmark: _Toc43336517][bookmark: _Toc43708071][bookmark: _Toc43708145][bookmark: _Toc43708221][bookmark: _Toc44670847][bookmark: _Toc50380981]6.2.2	High-level Description
This steering mode, called Autonomous steering mode, provides to both the UE and the UPF flexibility on the traffic splitting control when two accesses are applicable for this traffic. See Figure 6.2.2-1 for details, where one single packet flow is shown as an example for UL and DL respectively. The weight factor for the traffic over each access, e.g. 30% for UL and 50% for DL on 3GPP access, and 70% for UL and 50% for DL on non 3GPP access, as shown in the figure, is decided by the UE and the UPF independently for both UL and DL, subject to link status. As the weight factor for each access can be adjusted dynamically by the UE and the UPF, there is no need for the PCF/SMF to send the static weight factor values to the UE and the UPF.
NOTE 1: It can also be considered to send the initial weight factor to the UE and the UPF from the PCF/SMF. This initial value is applied at the beginning of the traffic steering when the link status measurement has not been started.



Figure 6.2.2-1: Autonomous steering mode
Editor's note:	it is FFS whether this steering mode applies to MPTCP, ATSSS-LL, (MP)QUIC steering methods.
This autonomous steering mode can be applied by the MPTCP, ATSSS-LL and (MP)QUIC steering methods. To be more specific, for the MPTCP (as defined in Rel-16) or (MP)QUIC (e.g. as defined in solution #7 and solution #8) steering methods, as the packet reordering is supported by the MPTCP or (MP)QUIC protocol, one packet flow splitting per packet with flexible weight factor on both accesses can be decided and applied by the UE and the UPF based on the autonomous steering mode. For the ATSSS-LL (as defined in Rel-16) steering method, only different packet flow via different accesses, i.e. traffic splitting per packet flow, can be supported in the autonomous steering mode.
NOTE 2:	The Autonomous steering mode can be applied by all the steering methods, i.e. independent on the selection of the steering method. 

[bookmark: _Toc43336518][bookmark: _Toc43708072][bookmark: _Toc43708146][bookmark: _Toc43708222][bookmark: _Toc44670848][bookmark: _Toc50380982]6.2.3	Procedures
Editor's note:	This clause describes services and related high-level procedures for the solution.
The MA PDU session establishment procedure is based on the signalling flow in clause 4.22.2 with the following changes: 
-	In step 1, the UE provides Request Type as “MA PDU Request” in UL NAS message and its ATSSS capabilities as defined in TS 23.501 clause 5.32.2. If the UE includes in its ATSSS capabilities MPTCP functionality with any steering mode and/or ATSSS-LL functionality with any steering mode, the any steering mode includes the Autonomous steering mode both in uplink and downlink direction in addition to the steering modes defined in Rel-16.
-	In step 7, if dynamic PCC is to be used for the MA PDU session, the SMF includes Autonomous steering mode as the ATSSS capabilities of the MA PDU session. The PCF provides PCC rules which include the MA PDU session control information which includes the Steering Functionality and the Steering mode. When the steering mode in the MA PDU session control information indicates the rules for distribution of traffic between accesses for Autonomous steering mode it also includes the default the traffic splitting weight set by the network based on the operators' requirement together with the thresholds for Maximum RTT, UL/DL Maximum Packet Loss Rate, UL/DL Maximum Jitter as defined in Solution 3 of TR 23.007-93. The SMF from the received PCC rules derives the ATSSS rules and N4 rules that will be sent to the UE and the UPF respectively. Both the UE and UPF will control the traffic steering, splitting, and switching in the UL/ DL direction and adjust the traffic splitting weight when Autonomous steering mode is supported based on the combination of link status and the threshold for RTT, UL/DL Maximum Packet Loss Rate, UL/DL Maximum Jitter.
-	In step 8, the SMF selects one or more UPFs as defined TS 23.502 clause 6.3.3.3, where the information regarding the ATSSS Steering Capability of the UE may include support for Autonomous steering mode.

[bookmark: _Toc43336519][bookmark: _Toc43708073][bookmark: _Toc43708147][bookmark: _Toc43708223][bookmark: _Toc44670849][bookmark: _Toc50380983]6.2.4	Impacts on services, entities, interfaces and IETF Protocols
This solution will impact the following entities in 5GS:
-	SMF: Supports to select the UPF with support of the new steering mode.
-	PCF: Supports to authorize the new steering modes for the SDF.
-	UPF: Supports the new steering modes.
-	UE: Supports the new steering modes.
-	5G-AN/ NG RAN: No impact.
[bookmark: _Toc43336520][bookmark: _Toc43708074][bookmark: _Toc43708148][bookmark: _Toc43708224][bookmark: _Toc44670850][bookmark: _Toc50380984]6.3	Solution #3: New steering mode - Autonomous steering mode with advanced PMF
[bookmark: _Toc43336521][bookmark: _Toc43708075][bookmark: _Toc43708149][bookmark: _Toc43708225][bookmark: _Toc44670851][bookmark: _Toc50380985]6.3.1	Introduction
This solution addresses KI#1 on Additional Steering Modes, and it is like solution #2 but with advanced link performance measurement function (PMF)
To support these new steering modes, the link performance measurement function (PMF) defined in Rel-16 needs to be enhanced. The Rel-16 PMF can support the RTT measurement and access availability report per PDU session. Regarding the RTT measurement, a default QoS flow is used to transport the measurement traffic, and the RTT value detected on this QoS flow is treated as the RTT for this PDU session via this access. Obviously, it cannot reflect the accurate RTT for every traffic in this PDU session via this access. For some latency sensitive service traffic, the RTT measurement per QoS flow is needed. Furthermore, except the RTT, the loss ratio and jitter are also valuable to be measured for decision of the link performance, and consequently enable better traffic steering/switching/splitting. At the same time, some thresholds corresponding to these parameters, such as Maximum RTT, Maximum UL/DL Packet Loss Rate and jitter, can be sent to the UE and the UPF for triggering traffic steering/switching/splitting, similar as RAN support information defined for 3GPP access supporting the RAN for handover threshold decision.
The solution describes following different features:
-	RTT measurement per QoS flow;
-	Packet loss ratio measurement per QoS flow;
-	Jitter measurement per QoS flow;
-	Thresholds for traffic steering/switching/splitting;
These features may be independently selected for normative phase.
[bookmark: _Toc43336522][bookmark: _Toc43708076][bookmark: _Toc43708150][bookmark: _Toc43708226][bookmark: _Toc44670852][bookmark: _Toc50380986]6.3.2	High-level Description
[bookmark: _Toc43336523][bookmark: _Toc43708077][bookmark: _Toc43708151][bookmark: _Toc43708227][bookmark: _Toc44670853][bookmark: _Toc50380987]6.3.2.1	Enhancement on link performance measurement
The Rel-16 PMF is enhanced to support the RTT measurement per QoS flow, and to support measurement of the loss ratio and jitter per QoS flow, with both the UE and the UPF sending PMF messages per QoS flow. The enhancement of PMF is applied to the Rel-16 ATSSS-LL steering method and the QUIC-based steering method as defined in the solution #8, to improve the traffic steering.
Editor's note:	It is FFS for which steering methods these PMF enhancement are needed.
RTT measurement per QoS flow:
Same as in Rel-16, when an MA PDU Session is established, the network may provide the UE with Measurement Assistance Information.
The RTT measurement per QoS flow may be triggered by UE or the UPF independently. The Measurement Assistance Information contains the QFI(s) for which the RTT measurement is to be applied. Optionally, the RTT measurement frequency can also be decided by the network side and sent to UE if available via Measurement Assistance Information.
The following mechanism is used.
	In the case of the MA PDU session of IP type:
-	The PMF in the UE sends PMF messages via one QoS flow to the PMF in the UPF over UDP/IP. The destination IP address and UDP port are as defined in Rel-16, i.e. the destination IP address is the PMF IP address, and the UDP port number corresponds to the access via which this message is sent. When the message is received by the UPF, the UPF can identify the PMF message based on the destination IP address.
-	The PMF in the UPF sends PMF messages to the PMF in the UE over UDP/IP. The source IP address is the same IP address as the one provided in the Measurement Assistance Information and the source UDP port is one of the two UDP ports as provided in the Measurement Assistance Information as defined in R16. The destination IP address is the MA PDU session IP address allocated by the UE, and the UDP port is also sent by the UE via user plane after the MA PDU session establishment as defined in R16. When the message is received by the UE, the UE can identify the PMF message based on the source IP address of the PMF.
	In the case of the MA PDU session of Ethernet type:
-	The PMF in the UE sends PMF messages to the PMF in the UPF over Ethernet. The destination MAC address is included in the Measurement Assistance Information as defined in R16. Then the UPF can identify the PMF message based on the destination MAC address.
-	The PMF in the UPF sends PMF messages to the PMF in the UE over Ethernet. The source MAC address and destination MAC address are as defined in R16. Then the UE can identify the PMF message based on the source MAC address.
The UE and the UPF derive an estimation of the average RTT over an access type by averaging the RTT measurements obtained over this access.


Figure 6.3.2.1-1: RTT measurement in R16 and enhancement for R17
It is not suggested to perform the RTT measurement for GBR QoS flow, considering the QoS parameters for GBR traffic are guaranteed, and the GBR traffic is only transported via one access resulting in no comparing with the other path RTT value.
Comparing with the RTT measurement per PDU session as defined in R16, this solution makes the RTT measurement more accurate. Because even for the non-GBR QoS flow, different QoS flow corresponding to the different 5QI has the different packet delay budget requirement, quote from TS 23.501 [3] Table 5.7.4-1. For example, when the 5QI=5, the packet delay budget is 100ms, but if the 5QI=6, the packet delay budget is equal to 300 ms, three times than 5QI=5. Therefore it is incorrect to use one non-GBR QoS flow RTT representing all the other non-GBR QoS flows.
1)	Packet loss ratio measurement per QoS flow, the same mechanism as described in the TR 23.793 [13] clause 6.3.1.4.
	UE and UPF exchange the packet counting information in certain period to calculate the packet loss ratio during the path performance measurement procedure.
-	The UE counts the number of UL packets via one QoS flow between one PMF request message and the previous PMF echo request message, and provides the result to the UPF via this PMF request message.
-	UPF also counts the number of received UL packets between one PMF request message and the previous PMF request message via one QoS flow. UPF calculates the UL packet loss ratio based on the local counting result and the number of UL packets send by UE.
-	UPF sends the UL packet loss ratio result to the UE via PMF response message. In the same message, it can also include the counting number of DL packets between one PMF response message and the previous PMF response message if the DL packets loss ratio is measured.
-	UE counts the number of received DL between one PMF response message and the previous PMF response message. The UE calculates the DL packet loss ratio based on the local counting result and the number of DL packets send by UPF, and sends the DL packet loss ratio to the UPF via the subsequent PMF message.
The PMF message applied to calculate the packet loss ratio is the same as the PMF message used to measure the RTT, just adding the number of packet or/and the packet loss ratio IE(s) to these PMF messages. Taking the UE initiated UL packet loss ratio measurement as an example, the PMF request messages from UE and the corresponding PMF response messages (Transaction ID is used to identify the request/response message) from UPF are applied to transport the number of packet and loss ratio, see the following figure 6.3.2.1-2.


Figure 6.3.2.1-2: packet loss ratio measurement for UL traffic
[bookmark: _Hlk42680269]Editor's note:	it is FFS whether the "between one PMF request message"  corresponds to a dedicated PM message sent by a PMF peer to request Packet loss ratio measurement per QoS flow.
2)	Jitter measurement per QoS flow, the same mechanism as described in the TR 23.793 [13] clause 6.3.1.4.
	Jitter is regarded as the reflection of transfer quality stability within certain time interval. The UL jitter could be calculated by the UPF, and the DL jitter could be calculated by the UE. The following solution is an example method for calculating the UL jitter per QoS flow, and the DL jitter could be calculated using the similar method.
-	It is assumed to calculate the jitter between one PMF request message and the Nth PMF request message after this certain PMF request message received by the UPF. The PMF request messages are sent periodically by the UE and the PMF request messages are labeled with unique sequence numbers.
	These continuous PMF request message could be numbered from n-N+1 to n.
	The average expectation value of arriving time interval between any two PMF requests could be represented as Avg(n) Avg(n).
	The value of variance of arriving time interval of N PMF echo request could be represented as Var(n).
	In this example, the Var(n) is regarded as the packet transport jitter for the corresponding QoS Flow. It is assumed that t_k is the local time of UPF when receiving the PMF request message numbered by variable k between n-N+1 and n.
	, 
Alternatively, average absolute inter-packet arrival interval, worst case packet delay variation can be used to represent jitter. 
The absolute inter-packet arrival interval is calculated as: . There are two options to calculate the average of absolute inter-packet arrival interval [16]:
· 
· 
The packet delay variation [15] with respect to packet  is: 

The worst-case packet delay variation [17] among packet  to packet  is:  
.
Only successfully received PMF request messages will be used by the receiver to calculate the jitter metric. The receiver (UE or the UPF) calculates the jitter metric using one of the approach described above and reports the measured jitter metric via a PMF report message. 
Editor's note:	How the PMF peer (sender) knows how to send PMF request messages (e.g. how frequently and with what QoS class) in order to allow the other PMF peer (receiver) to measure the jitter is FFS.
The jitter measurement can be enabled based on the indication from PCF. For example, the PCF sends the jitter threshold (as defined in subclause 6.3.2.2) for SDF to the SMF. If one or more SDF(s) in the QoS flow apply the jitter threshold, the jitter measurement for this QoS flow is enabled. The PMF message for jitter measurement is transported via this QoS flow, and the frequency of these PMF messages can be decided based on the implementation, according to jitter threshold received from PCF.
NOTE:	The jitter measurement precision depends on the number of PMF messages sent within a certain time interval. It can be decided based on the requirement of the traffic. For example, the microsecond-level latency-sensitive services will need more PMF messages sent in a certain period than the millisecond-level delay-sensitive services.
[bookmark: _Toc43336524][bookmark: _Toc43708078][bookmark: _Toc43708152][bookmark: _Toc43708228][bookmark: _Toc44670854][bookmark: _Toc50380988]6.3.2.2	Thresholds for traffic steering/switching/splitting
Some thresholds, such as Maximum RTT, Maximum UL/DL Packet Loss Rate and/or jitter, are provided to the UE and the UPF for triggering traffic steering/switching/splitting, . These thresholds are to be applied to non-GBR QoS flow similar as RAN support information defined for 3GPP access supporting the RAN for handover threshold decision. For the GBR QoS flow, only the jitter threshold parameter may be considered for the traffic steering/switching.
In the existing specification, RAN support information is defined for 3GPP access supporting the RAN for handover threshold decision, quote from TS 23.503 [5] clause 6.3.1:
Table 6.3.2.2-1
	RAN support information
	This part defines information supporting the RAN for e.g. handover threshold decision.
	
	
	

	UL Maximum Packet Loss Rate
	The maximum rate for lost packets that can be tolerated in the uplink direction for the service data flow. It is defined in TS 23.501 [3], clause 5.7.2.8.
	Conditional (NOTE 13)
	Yes
	None

	DL Maximum Packet Loss Rate
	The maximum rate for lost packets that can be tolerated in the downlink direction for the service data flow. It is defined in TS 23.501 [3], clause 5.7.2.8.
	Conditional (NOTE 13)
	Yes
	None



Similarly, theThe PCF can provide the Maximum RTT, UL/DL Maximum Packet Loss Rate and jitter threshold parameters to the SMF, and SMF will forward these parameters to the UE and UPF via ATSSS rule or MAR rule. The threshold can be provided per QoS flow, working together with the link performance measurement per QoS flow as defined in clause 6.3.2.1. It can be applied to both the MPTCP functionality and ATSSS-LL functionality if the PMF is enhanced to support the RTT, loss rate and jitter measurement per QoS flow as defined in clause 6.3.2.1.
-	The Maximum RTT indicates parameter for the decision of access availability via 3GPP access and non-3GPP access, i.e. the maximum RTT threshold that can be tolerated in the round trip for the QoS flow.
-	The UL Maximum Packet Loss Rate indicates parameters for the decision of UL access availability via 3GPP access and non-3GPP access, i.e. the maximum rate for lost packets that can be tolerated in the uplink direction for the QoS flow.
-	The DL Maximum Packet Loss Rate indicates parameters for the decision of DL access availability via 3GPP access and non-3GPP access, i.e. the maximum rate for lost packets that can be tolerated in the downlink direction for the QoS flow.
-	The UL Maximum jitter indicates parameters for the decision of UL access availability via 3GPP access and non-3GPP access, i.e. the maximum jitter that can be tolerated in the uplink direction for the QoS flow.
-	The DL Maximum jitter indicates parameters for the decision of DL access availability via 3GPP access and non-3GPP access, i.e. the maximum jitter that can be tolerated in the uplink direction for the QoS flow.
The Maximum RTT, UL Maximum Packet Loss Rate or DL Maximum Packet Loss Rate parameters for 3GPP and non-3GPP access can be provided separately. If the parameters for non-3GPP access are not included in the PCC rule, the corresponding values for 3GPP access apply.
Taking the redundancy steering mode as an example by using the above thresholds, if one access packet loss rate does not reach the UL/DL Maximum Packet Loss Rate, then only one access is applied to transport the traffic. But when one access packet loss rate is equal to or higher than the UL/DL Maximum Packet Loss Rate, then the redundancy transmission mode is triggered, till one access performance is improved.
NOTE:	These thresholds can also be applied to existing steering modes, such as Priority-based steering mode, Active-Standby steering mode.
Editor's note:	It is FFS whether the above thresholds are applicable to GBR or non GBR or both.
[bookmark: _Toc532920652][bookmark: _Toc43336525][bookmark: _Toc43708079][bookmark: _Toc43708153][bookmark: _Toc43708229][bookmark: _Toc44670855][bookmark: _Toc50380989]6.3.4	Impacts on services, entities, interfaces and IETF Protocols
This solution will impact the following entities in 5GS:
-	SMF: Supports to select the UPF with support of the new steering modes.
-	PCF: Supports to authorize the new steering modes for the SDF
-	UPF: Supports the new steering modes and the enhancement of the PMF.
-	UE: Supports the new steering modes and the enhancement of the PMF.
-	5G-AN/ NG RAN: No impact.
[bookmark: _Toc43336526][bookmark: _Toc43708080][bookmark: _Toc43708154][bookmark: _Toc43708230][bookmark: _Toc44670856][bookmark: _Toc50380990]6.4	Solution #4: New steering mode - Redundant steering mode
[bookmark: _Toc43336527][bookmark: _Toc43708081][bookmark: _Toc43708155][bookmark: _Toc43708231][bookmark: _Toc44670857][bookmark: _Toc50380991]6.4.1	Introduction
This solution addresses KI#1 on Additional Steering Modes.
[bookmark: _Toc43336528][bookmark: _Toc43708082][bookmark: _Toc43708156][bookmark: _Toc43708232][bookmark: _Toc44670858][bookmark: _Toc50380992]6.4.2	High-level Description
During Rel-16 ATSSS study, the redundancy steering mode is documented (see clause 6.3.1.1, 6.4.1 in the TR 23.793 [13]) for the loss rate sensitive traffic, such as IMS singling, video, and some TCP-based traffic. It allows the traffic transmitted via 3GPP and non-3GPP accesses in a redundant way to achieve the lowest latency and lower the loss rate. It is proposed to further enhance the redundancy steering mode as described in the TR 23.793 [13], with which the traffic will always be transmitted over both accesses once applied, to make it possible that the traffic transmission goes via both accesses if necessary or via only one access to save the transport resource. In details, when the traffic is allowed on both accesses, the UE and the UPF can decide to transport the traffic via one access or both accesses based on the link performance measurement (e.g. based on the packet loss rate and the threshold of the loss rate). For example, if the loss rate on one access does not exceed the threshold, then only this one access is applied, otherwise, redundant transmission is triggered. Especially, the redundancy transmission solution may be triggered during the traffic switching phase to avoid the packet lost in the handover procedure. See below Figure 6.4.2-1 for details, where UL packet flow is taken as an example. The DL shares the same mechanism.
This redundancy steering mode can be applied by the MPTCP (as defined in Rel-16) and QUIC (as defined in solution #8) steering methods and MPQUIC (e.g. as defined in solution #7). For the ATSSS-LL (as defined in Rel-16), the redundancy steering mode is not supported.
Editor's note:	it is FFS whether this steering mode applies to MPTCP, ATSSS-LL, (MP)QUIC steering methods.


Figure 6.4.2-1: Redundancy steering mode
The enhancement on link performance measurement as described in the clause 6.3.2 and definition of thresholds for traffic steering/switching/splitting in the clause 6.3.3 are also applicable to this Redundancy steering mode.
[bookmark: _Toc43336529][bookmark: _Toc43708083][bookmark: _Toc43708157][bookmark: _Toc43708233][bookmark: _Toc44670859][bookmark: _Toc50380993]6.4.3	Impacts on services, entities, interfaces and IETF Protocols
This solution will impact the following entities in 5GS:
-	SMF: Supports to select the UPF with support of the new steering mode.
-	PCF: Supports to authorize the new steering mode for the SDF.
-	UPF: Supports the new steering mode and the enhancement of the PMF.
-	UE: Supports the new steering mode and the enhancement of the PMF.
-	5G-AN/ NG RAN: No impact.
[bookmark: _Toc43336530][bookmark: _Toc43708084][bookmark: _Toc43708158][bookmark: _Toc43708234][bookmark: _Toc44670860]
[bookmark: _Toc50380994]6.5	Solution #5: Replacing 3GPP access leg of MA-PDU Session with PDN connection in EPC
[bookmark: _Toc43336531][bookmark: _Toc43708085][bookmark: _Toc43708159][bookmark: _Toc43708235][bookmark: _Toc44670861][bookmark: _Toc50380995]6.5.1	Introduction
This solution enables a capable UE and network to replace the 3GPP access leg of a normal MA PDU Session with a PDU connection in EPC, while keeping the non-3GPP access leg in 5GC.
[bookmark: _Hlk42591487]Editor's note:	it is FFS to describe the benefit of creating a new solution with regard to adapting the solution defined in 23.316 [12] clause 4.12.3 to other devices than 5G RG.
[bookmark: _Toc43336532][bookmark: _Toc43708086][bookmark: _Toc43708160][bookmark: _Toc43708236][bookmark: _Toc44670862]This solution is meant as a complement to solution “Supporting a PDN connection in EPC as a 3GPP access leg of MA-PDU Session” so taking the R16 solution (for 5G RG) as the baseline to support any UE BUT with a focus on the support of mobility of a MA PDU Session with a 3GPP leg over 5GC (PDU Session) towards a MA PDU session with a 3GPP leg over EPC (PDN connection).
[bookmark: _Toc50380996]6.5.2	High-level Description
In this solution, it is assumed that the UE is able to attach to the EPC over E-UTRAN and simultaneously register with the 5GC over non-3GPP access. Initially, the UE is registered with 5GC via both 3GPP access and non-3GPP access and has established a MA-PDU Session with UP resources for both 3GPP access and non-3GPP access in 5GC.
Editor's note:	The UE may also establish from scratch a MA PDU with 3GPP access leg in EPC, i.e. without pre-existence of a normal MA-PDU. This case is not covered in this solution and may be addressed by other solutions.
For brevity, the scenario of 5GS to EPS mobility in IDLE mode without N26 interface is used to describe the solution.
The UE may indicate its support for 3GPP access leg in EPC for a MA-PDU Session as part of ATSSS capability during the MA-PDU Session establishment. If the network also supports it, and based on the network local policies, the network may indicate that the MA-PDU Session is allowed to have its 3GPP access leg replaced by a PDN connection in the EPC.
During the 5GS to EPS mobility procedure, for the MA-PDU Session which is allowed to have 3GPP access leg in EPC, the UE may provide an indication of "MA PDU Request", in addition to MA-PDU Session ID in PCO, in the UE initiated PDN Connectivity request (Step 13 of Figure 4.11.2.2.-1 in TS 23.502 [4]). The "MA PDU Request" indicates that the UE requests to keep the PDN Connection as the 3GPP access leg of the original MA PDU Session. If this is accepted by the network, the PGW-C/SMF should not release the UP resources of the non-3GPP access leg in 5GC.
After the PDN Connection is successfully established in the EPC, the network may initiate the session modification procedure with the PGW-U/UPF to associate the PDN Connection with the MA-PDU Session and modify the forwarding rules. The network may also initiate PDU Session Modification procedure in the 5GC over non-3GPP access. The network indicates to the UE that the 3GPP access leg of the MA-PDU Session has been replaced by the PDN connection. The UE then locally associates the PDN connection as the 3GPP access leg of the MA-PDU Session. The network may also update the ATSSS rules over the 5GC non-3GPP access.
At this point, the original MA PDU Session is converted to a new MA PDU Session with the 3GPP access leg in EPC. In the uplink, for the data associated with the PDN connection, if the PDN connection is part of a MA PDU Session, the UE further checks the ATSSS rules and according to the rules, the UE may steer the data toward the PDN connection in EPC, or non-3GPP connection in 5GC.
When the UE moves back from the EPS to 5GS, the UE may re-establish the MA-PDU Session over 3GPP access of 5GC.
[bookmark: _Toc43336533][bookmark: _Toc43708087][bookmark: _Toc43708161][bookmark: _Toc43708237][bookmark: _Toc44670863][bookmark: _Toc50380997]6.5.3	Procedures




Figure 6.5.3-1: Replacing 3GPP access leg of MA PDU Session with PDN connection in EPC
1.	The UE is registered in the 5GS over both 3GPP access and non-3GPP access.
2.	The UE established a normal MA PDU Session in 5GS, with UP resources in 5G for both 3GPP access and non-3GPP access.
3.	The UE moves from 5GS to EPS due to mobility.
4.	In case of 5GS-EPS mobility without N26 interface,  Steps 1-12 of Figure 4.11.2.2-1 in TS 23.502 [4] are performed.
[bookmark: _Hlk42591507]In case of 5GS-EPS mobility with N26 interface, Steps 1-19 of Figure 4.11.1.3.2-1 in TS 23.502 [4] are performed, and Step 5 below is skipped
Editor's note:	Figure 4.11.2.2-1 in TS 23.502 [4] refers to Interworking procedures without N26 interface. It is FFS whether SR mode with N26 is supported by the solution.
5.	In case of 5GS-EPS mobility without N26 interface,  in Step 13 of Figure 4.11.2.2-1 in TS 23.502 [4], the UE provides additional indication of "MA PDU request" (e.g. in PCO), and optionally with the  MA-PDU Session ID of the MA PDU session. This indication informs the network that the UE hopes to keep the PDN Connection as the 3GPP access leg of the MA PDU Session.
	If the MA-PDU session is the only PDU Session that needs to be handed over to the EPS, Step 5 may be realized in the PDN Connectivity Request combined in EPS Attach procedure of step 4. And in this case step 5 is not needed.
	The network answers to the UE request.
6.	If the network accepts the PDN Connection as the 3GPP access leg of the MA PDU Session, the PGW-C+SMF initiate the N4 session modification procedure to associate the PDN Connection with the MA-PDU Session and modify the forwarding rules accordingly.
7.	The network may optionally initiate the PDU Session Modification procedure over the non-3GPP access of 5GS and informs the UE that the 3GPP access leg of the MA PDU Session has been replaced by the PDN connection. The UE locally associates the PDN connection with the MA PDU Session. The network may also update the ATSSS rules to make them more adapted to the new MA PDU Session with one leg in EPC.
Editor's note:	Step 7 is FFS.
[bookmark: _Toc43336534][bookmark: _Toc43708088][bookmark: _Toc43708162][bookmark: _Toc43708238][bookmark: _Toc44670864][bookmark: _Toc50380998]6.5.4	Impacts on services, entities, interfaces and IETF Protocols
Editor's note:	FFS.
The solution has the following impacts on entities and interfaces:
· PGW-C+SMF/PGW-U+UPF:
· Supports the MA-PDU Session Request indication and PDU Session ID in the PCO PDN Connection request as in R16
· Supports the session modification procedure to associate the EPS UP resource with the existing MA-PDU Session as in the R16 
· PGW-U+UPF
· Supports the session modification procedure to associate the EPS UP resource with the existing MA-PDU Session 
· UE:
· Supports the association of the EPS UP connection with the existing MA-PDU Session.

[bookmark: _Toc43336535][bookmark: _Toc43708089][bookmark: _Toc43708163][bookmark: _Toc43708239][bookmark: _Toc44670865][bookmark: _Toc50380999]6.6	Solution #6: MPQUIC-LL Steering Functionality
[bookmark: _Toc43336536][bookmark: _Toc43708090][bookmark: _Toc43708164][bookmark: _Toc43708240][bookmark: _Toc44670866][bookmark: _Toc50381000]6.6.1	Introduction
This clause defines a new ATSSS steering functionality called MPQUIC-Low Layer (MPQUIC-LL). It is a "Low Layer" steering functionality because it operates below the IP layer (such as ATSSS-LL), in contrast to a high layer steering functionality that operates above the IP layer (such as MPTCP).
The MPQUIC-LL provides an unreliable tunnelling service between the UE and the UPF that is based on:
1.	The QUIC protocol (version 1) specified in draft-ietf-quic-transport [6] along with accompanying documents that describe QUIC's loss detection and congestion control (draft-ietf-quic-recovery [7]) and the use of TLS for key negotiation (draft-ietf-quic-tls [18]); and
2.	The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport; and
3.	The QUIC extensions specified in draft-deconinck-multipath-quic [10] for supporting multipath QUIC.
The Fig. 6.6.1-1 shows the model of an MA PDU Session that operates using the MPQUIC-LL steering functionality.


Figure 6.6.1-1: Model of MA PDU Session using MPQUIC-LL
The MPQUIC-LL is composed of the following components:
· MPQUIC Tunnel Client (MQTC): The MQTC operates in the UE as a MPQUIC client application and provides the following functionality:
· 	It establishes N MPQUIC connections over 3GPP access and non-3GPP access with the MPQUIC tunnel server in the UPF. The number N of MPQUIC connections, as well as the destination IP address & port for each MPQUIC connection, is determined from information contained in the PDU Session Establishment Accept message (see the "MPQUIC Connection Setup Information" below). Each MPQUIC connection is established immediately after the setup of the MA PDU Session.
NOTE 1: 	As explained below, each MPQUIC connection carries the traffic of one QoS flow only. This is required because the MPQUIC protocol can multiplex several PDUs in a single QUIC packet. By using a separate MPQUIC connection for each QoS flow, we ensure that PDUs belonging to different QoS flows, which may require a different QoS treatment, are not multiplexed in the same QUIC packet.
· 	It receives UL PDUs from the upper layer and, for each UL PDU, it selects a MPQUIC connection to transmit the PDU. The MPQUIC connection is selected based on the ATSSS rules.
· MPQUIC Tunnel Server (MQTS): The MQTS operates in the UPF as a MPQUIC server application and provides the following functionality:
· 	It accepts the MPQUIC connections requested by MQTC in the UE.
· 	It receives DL PDUs from the upper layer and, for each DL PDU, it selects a MPQUIC connection to transmit the PDU. The MPQUIC connection is selected based on the N4 (e.g. MAR) rules.
· MPQUIC protocol: The QUIC protocol as defined by IETF with the multipath extensions in draft-deconinck-quic-multipath [10]. It receives PDUs from the MQTC in the UE (or the MQTS in the UPF) indicating the MPQUIC connection to be sent on and, for each PDU, it selects an access type (i.e. a MPQUIC uniflow) to transmit the PDU. The access type selection is based on the ATSSS rules and the measurements provided by the MPQUIC protocol (e.g. RTT, loss rate, congestion).
To support ATSSS using the MPQUIC-LL steering functionality, the architecture reference model for ATSSS, as specified in TS 23.501 clause 4.2.10, is enhanced as shown in Fig. 6.6.1-2. The MPQUIC-LL steering functionality is implemented in the UE and in the PSA UPF. The PMF functionality is not needed for an MA PDU Session that applies MPQUIC-LL. However, the PMF may be needed for an MA PDU Session that does not apply MPQUIC-LL.


Figure 6.6.1-2: Reference Architecture for ATSSS using QUIC-LL
The MPQUIC-LL functionality tunnels PDUs (e.g. IP packets or Ethernet frames) over a multipath QUIC transport. The protocol stack in the UE and UPF is shown in Fig. 6.6.1-3. The different IP addresses shown in this figure are explained in the next clause.


Figure 6.6.1-3: Protocol stack for MPQUIC-LL
In summary, the MPQUIC-LL steering functionality:
a.	Supports a multipath, unreliable and secure tunneling service between the UE and UPF.
b.	Does not support retransmission of lost QUIC datagram frames but supports loss detection, according to draft-ietf-quic-datagram [6].
c.	Supports congestion control per MPQUIC uniflow, i.e. each uniflow of a MPQUIC connection has its own congestion control state (see draft-deconinck-multipath-quic [10]). As a result, the UE and the UPF may stop sending datagram frames on a MPQUIC uniflow when congestion is detected by the MPQUIC protocol on this uniflow.
d.	Supports round-trip and packet loss measurements per MPQUIC uniflow, as specified in draft-deconinck-multipath-quic [10]. Since each MPQUIC uniflow is transmitted on a specific QoS flow, this means that MPQUIC-LL supports round-trip measurements per QoS flow and packet loss measurements per QoS flow.

[bookmark: _Toc50381001]6.6.2 	MA PDU Session Establishment procedure


Figure 6.6.2-1: MA PDU Session establishment using MPQUIC-LL
The above Fig. 6.6.2-1 shows how an MA PDU Session is established when (a) the UE indicates support for MPQUIC-LL and (b) the network accepts to apply MPQUIC-LL for one or more traffic flows. All steps are the same as the steps used to establish an MA PDU Session in Rel-16 specifications. The additions to support MPQUIC-LL are further discussed below.
1a.	In the PDU Session Establishment Request the UE indicates (in the 5GSM capability) that it supports the MPQUIC-LL steering functionality and, possibly, other steering functionalities such as MPTCP and ATSSS-LL.
1b.	The AMF selects an SMF supporting ATSSS. It is assumed that, if the network supports MPQUIC-LL, then all SMFs supporting ATSSS can also support QUIC-LL.
5a.	In the SM Policy Control Create Request, the SMF includes the ATSSS Capabilities of the UE (see TS 23.502 and TS 29.512), which contain the MPQUIC-LL capability and, possibly, other capabilities already defined, such as "MPTCP functionality with any steering mode and ATSSS-LL functionality with any steering mode", etc.
5b.	The PCF decides to allow the requested MA PDU Session and creates PCC rules containing MA PDU Session Control information (see TS 29.512), which specifies a steering functionality (e.g. MPQUIC-LL, ATSSS-LL), a steering mode (e.g. Active/Standby), etc.
6a.	Based on the received PCC rules, the SMF creates N4 rules for the UPF including MAR rules for MPQUIC-LL. An example MAR rule may indicate: Steering functionality = MPQUIC-LL, Steering mode = Smallest loss rate, MPQUIC Connection Selection = MPQUIC Connection #1.
6b.	In the N4 Session Establishment Request, the SMF includes the N4 rules and indicates to UPF that MPQUIC-LL Control Information should be provided (see next step). The MPQUIC-LL Control Information indicates to UPF how many MPQUIC connections are needed, which is determined from the received PCC rules. For example, if the SMF received two PCC rules containing steering functionality = MPQUIC-LL, then the SMF indicates to UPF that two MPQUIC connections are needed. 
6c.	Based on the requested MPQUIC-LL Control Information, the UPF provides the following MPQUIC-LL parameters:
1)	Two "UE link-specific MPQUIC-LL" IP addresses used only by the MPQUIC-LL functionality in the UE, one associated with the 3GPP access and another associated with the non-3GPP access. It is possible that the UPF provides "UE link-specific MPQUIC-LL" IP addresses that are not routable via N6 (e.g. IPv6 link-local addresses). For example, the "UE link-specific MPQUIC-LL" IP addresses may be the following:
UE link-specific MPQUIC-LL IP address over 3GPP access = 10.10.1.1
UE link-specific MPQUIC-LL IP address over non-3GPP access = 10.10.2.1
NOTE 1: The "UE link-specific MPQUIC-LL" IP addresses are similar to the "UE link-specific multipath" IP addresses used for MPTCP, specified in TS 23.502 and TS 29.244.
NOTE 2: 	In case MPQUIC-LL and MPTCP are enabled for the same MA PDU Session, the "UE link-specific MPQUIC-LL" IP addresses and the "UE link-specific multipath" IP addresses can be the same.
2)	"MPQUIC Address Information" which contains (1) two "UPF link-specific MPQUIC-LL" IP addresses for the UPF, one for each access and (2) one UPF port number per MPQUIC connection.
7.	Based on the received PCC rules and the MPQUIC-LL parameters received from UPF, the SMF creates the following information, which will be sent to the UE:
-	ATSSS rules containing MPQUIC connection selection information (see details below), 
-	QoS rules (see details below), and
-	"MPQUIC Connection Setup Information" which contains information for the UE to setup the MPQUIC connections with the UPF. For example, it indicates that MPQUIC Connection #1 over 3GPP access should be established toward the UPF IP address 10.10.1.2 and UPF port 53671.
8a. In the PDU Session Establishment Accept, the ATSSS Container (defined in TS 24.193) contains:
1)	The ATSSS rules, which are applied by MQTC in the UE to route the traffic of the MA PDU Session across the QUIC connections; and
2)	The "network steering functionalities information" (see TS 24.193), which contains:
a.	The two "UE link-specific MPQUIC-LL" IP addresses provided by UPF in step 6c; and
b.	The "MPQUIC Connection Setup information" created by SMF in step 7.
11.	Based on the received "MPQUIC Connection Setup information" the MQTC in the UE establishes one or more MPQUIC connections with the MQTS in the UPF. The UE establishes the MPQUIC connections immediately after receiving the PDU Session Establishment Accept message. The application protocol negotiated during each MPQUIC connection will be decided by stage-3 (for example, it could be "mpquic-ll"). Note that each MPQUIC connection requires the negotiation of an application protocol and it applies the Application Layer Protocol Negotiation (ALPN) to select the application protocol (see draft-ietf-quic-tls [x1]).
The MPQUIC connections established between the MQTC in UE and the MQTS in UPF include also MPQUIC connections associated with downlink-only QoS flows. Therefore, when the UPF wants to send DL traffic using a downlink-only QoS flow, this traffic is sent to UE via the associated MPQUIC connection. When reflective QoS is applied (i.e. the UE receives a DL packet marked with RQI via a downlink-only MPQUIC connection), the UE creates a derived QoS rule based on the outer header information in the received DL packet and creates also a derived ATSSS rule that forwards the corresponding UL packets to this MPQUIC connection. 
Editor’s Note: Further details on how reflective QoS operates are FFS. 
[bookmark: _Toc50381002]6.6.3	MA PDU Session Modification procedure
The MA PDU Session Modification procedure (either network-requested or UE-requested) may be used to add or remove QoS flows from an established MA PDU Session, as already specified in Rel-16.
After the MA PDU Session Modification procedure is completed, then:
-	If a QoS flow is deleted and this QoS flow was used to transfer MPQUIC-LL traffic, then the MPQUIC connection associated with this QoS flow (one QUIC connection per access) is released. The UE receives updated "MPQUIC Connection Setup Information" in order to determine which MPQUIC connection to release.
-	If a QoS flow is created and this QoS flow will be used to transfer MPQUIC-LL traffic, then the MPQUIC connection associated with this QoS flow (one QUIC connection per access) is established between the UE and UPF. The UE receives updated "MPQUIC Connection Setup Information" in order to determine the UPF IP addresses and ports for the new MPQUIC connections.
[bookmark: _Toc50381003]6.6.4	Example of MPQUIC-LL Operation
To better explain the MPQUIC-LL operation, we consider an example in this clause. In this example, it is assumed that the PCF creates two PCC rules which contain steering functionality = MPQUIC-LL (see Table 6.6.4-1 below) and the UPF provides the following MPQUIC-LL parameters:
1)	"UE Link-specific MPQUIC-LL" IP addresses: 
UE Link-specific MPQUIC-LL IP address over 3GPP access = 10.10.1.1
UE Link-specific MPQUIC-LL IP address over non-3GPP access = 10.10.2.1
2)	MPQUIC-LL Address Information:
UPF Link-specific MPQUIC-LL IP address for 3GPP access = 10.10.1.2
UPF Link-specific MPQUIC-LL IP address for non-3GPP access = 10.10.2.2
	UPF Port for MPQUIC Connection #1 = 53671
UPF Port for MPQUIC Connection #2 = 53672
Based on the above MPQUIC-LL Address Information, the SMF creates the following "MPQUIC Connection Setup information", which is sent to UE. Each line indicates the UPF address for 3GPP access / the UPF address for non-3GPP access and / the UPF port used for a MPQUIC connection. 
MPQUIC Connection #1: 10.10.1.2 / 10.10.2.2 / 53671
MPQUIC Connection #2: 10.10.1.2 / 10.10.2.2 / 53672
The UE applies the received "UE link-specific MPQUIC-LL" IP addresses and the "MPQUIC Connection Setup information" and establishes two MPQUIC connections with the UPF over both 3GPP access and non-3GPP access, as shown below.


Figure 6.6.4-1
Based on the two PCC rules and the MPQUIC-LL parameters, the SMF creates the corresponding ATSSS rules and the QoS rules shown in the table below. The Comments column explains the meaning of these rules.
Table 6.6.4-1
	
	PCC Rules
(created by PCF)
	ATSSS Rules
(created by SMF)
	QoS Rules
(created by SMF)
	Comments

	1
	Precedence = 1
Service Data Flow Template:
	App Identity = app1.example.com
	Direction=Bidirectional
Policy control:
	5QI=3, ARP=1
MA PDU Session Control:
	Steering functionality = MPQUIC-LL	Steering mode = smallest loss rate
	Precedence = 1
Traffic Descriptor:
	App Identity = app1.example.com
Access Selection Descriptor: 
	Steering functionality = MPQUIC-LL
	Steering mode = smallest loss rate
MPQUIC Connection Selection Descriptor:
	MPQUIC Connection #1
	Precedence = 1
Rule Operation Code = Create new QoS rule
Packet Filter List 1:
	Direction = Bidirectional
	Dst. IP=10.10.1.2, Dst. port=53671 
or Dst. IP=10.10.2.2, Dst. port=53671
QFI=3
	The ATSSS rule specifies that the traffic of “app1.example.com” should be sent on the MPQUIC Connection #1 using 3GPP access when the loss rate over 3GPP access is smaller than the loss rate over non-3GPP access; otherwise, it should be sent over non-3GPP access. 
The QoS rule specifies that the traffic of MPQUIC connection #1 over any accesses is mapped to the QoS flow with QFI=3. 

	2
	Precedence = 2
Service Data Flow Template:
	Match-all
	Direction=Bidirectional
Policy control:
	5QI=5, ARP=3
MA PDU Session Control:
	Steering functionality = MPQUIC-LL	Steering mode = smallest delay
	Precedence = 2
Traffic Descriptor:
	Match-all
Access Selection Descriptor: 
	Steering functionality = MPQUIC-LL
	Steering mode = smallest delay
MPQUIC Connection Selection Descriptor:
	MPQUIC Connection #2
	Precedence = 2
Rule Operation Code = Create new QoS rule
Packet Filter List 1:
	Direction = Bidirectional
	Dst. IP=10.10.1.2, Dst. port=53672 
or Dst. IP=10.10.2.2, Dst. port=53672
QFI=5
	The ATSSS rule specifies that the default traffic (match-all) should be sent on the MPQUIC Connection #2 over 3GPP access when the delay over 3GPP access is smaller than the delay over non-3GPP access; otherwise, it should be sent over non-3GPP access. 
The QoS rule specifies that the traffic of QUIC connection #2 (over any access) is mapped to QoS flow with QFI=5.



As can be seen from the table above, the QoS rules map the traffic of a MPQUIC connection to a specific QoS flow. Therefore, all traffic sent on the same MPQUIC connection is also sent on the same QoS flow. This is necessary because the MPQUIC protocol can multiplex many PDUs in one QUIC packet, hence, all these PDUs must be sent on the same QoS flow which the QUIC packet is forwarded to.
Editor’s note: It is FFS if the QoS rules can map SDFs to QoS flows, instead of mapping the traffic of QUIC connections to QoS flows, as stated above. This is further considered in clause 6.6.4a.
After the two MPQUIC connections are established between the UE and the UPF, the MPQUIC-LL routes the PDUs received from the upper layers to one of the unidirectional flows of a MPQUIC connection, as illustrated in Fig. 6.6.3-2 below.
The MQTC component in the UE receives PDUs (e.g. IP packets or Ethernet frames) from the upper layers and, for each PDU, it finds a matching ATSSS rule based on which it identifies the MPQUIC connection and an access type (i.e. UL uniflow) to transmit the PDU on. For example, if the MPQUIC Connection Selection Descriptor in the ATSSS rule is set to "MPQUIC Connection #1", then MQTC sends the PDU to the MPQUIC connection #1. Subsequently, based on the steering mode in the ATSSS rule, the MPQUIC protocol determines the access (or the UL uniflow) to send the PDU to. Finally, the PDU is encapsulated in a QUIC DATAGRAM frame (possibly with more PDUs) and is added to a QUIC/UDP/IP packet destined to [UPF Link-specific QUIC-LL IP address = 10.10.1.2, UPF Port = 53671].
When the QUIC/UDP/IP packet reaches the 3GPP access interface, the QoS rules are applied and the packet is sent to a specific QoS flow that matches the [UPF Link-specific QUIC-LL IP address = 10.10.1.2, UPF Port = 53671].


Figure 6.6.4-2: Example of user-plane operation with MPQUIC-LL
[bookmark: _Toc50381004]6.6.4a	Alternative User-Plane Operation
In order to enable the QoS rules to be applied to the inner IP packets (as in Rel-16), the alternative user-plane operation shown in the figure below can use used. In this alternative, the QoS rules are applied before the MQTS component and, therefore, they map SDFs to QFIs, as in Rel-16.
The functionality of the MQTC component and the MPQUIC protocol remain the same (as specified above). More specifically, the MQTC component selects a MPQUIC connection for a PDU (e.g. IP packet) based on the MPQUIC Connection Selection Descriptor in the matched ATSS rule and the MPQUIC protocol selects an access type (i.e. 3GPP or non-3GPP uniflow) for a PDU based on the steering mode in the matched ATSSS rule.
Note that the QFI selected by the QoS flow selection component is transferred down to the selected access (3GPP or non-3GPP). For a packet created by the MPQUIC protocol itself (e.g. a PING frame), the QFI delivered to the access is the QFI associated with the MPQUIC connection over which this packet is transmitted.
Editor’s note: Further details of this alternative user-plane operation are FFS. It is also FFS which of the two alternatives (in Fig. 6.6.4-2 and in Fig. 6.6.4a-1) will be selected.


Figure 6.6.4a-1: Example of alternative user-plane operation with MPQUIC-LL
[bookmark: _Toc50381005]6.6.5	Support of Steering Modes
The MPQUIC-LL supports all the steering modes defined in Rel-16. In addition, the MPQUIC-LL can support additional steering modes, not supported in Rel-16, such as:
-	Smallest Loss Rate: Supported by using the MPQUIC protocol capability to estimate the loss rate of a MPQUIC uniflow. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to the access with the smallest loss rate".
-	Loss Rate Threshold: Supported by using the MPQUIC protocol capability to estimate the loss rate of a MPQUIC uniflow. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to the access with loss rate < 1%; if both accesses have loss rate < 1%, send it to 3GPP access". There is no need to (periodically) re-evaluate the loss rate of each access and to select the access with the smallest loss rate. As long as the selected access has loss rate < 1%, the traffic can remain on this access.
-	RTT Threshold: Supported by using the MPQUIC protocol capability to estimate the RTT of a MPQUIC uniflow. Example of ATSSS rule using this steering mode: "Send the traffic of App1 to the access with RTT < 100ms; if both accesses have RTT < 100ms, send it to non-3GPP access". Note that this is different from the "Smallest Delay" steering mode because it specifies a preferred access (i.e. non-3GPP access in this example). There is no need to (periodically) re-evaluate the RTT of each access and to select the access with the smallest delay. As long as the selected access has RTT < 100ms, the traffic can remain on this access.
The above steering modes illustrate the kind of steering modes that can be supported with MPQUIC-LL using information provided by the MPQUIC protocol. More steering modes can be derived by combining the above steering modes.
[bookmark: _Toc50381006]6.6.6	Impacts on services, entities, interfaces and IETF protocols
IETF protocols
-	The MPQUIC-LL solution is based on the following QUIC draft specifications defined by IETF. The MPQUIC-LL does not require any changes to these specifications.
- 	draft-ietf-quic-transport [6]
-	draft-ietf-quic-recovery [7]
-	draft-ietf-quic-tls [18]
-	draft-ietf-quic-datagram [8]
-	draft-deconinck-quic-multipath [10].
-	If there is need to support MPQUIC using NULL encryption between UE and UPF, this need should be communicated to IETF and either addressed by IETF or addressed by 3GPP, e.g. by specifying a "3GPP 5G profile for (MP)QUIC" which can support different cipher suites than those defined by IETF, including cipher suites using NULL encryption. This aspect should be further investigated by SA3.
AMF
-	No impact. It is assumed that if 5GC supports ATSSS / Rel-17, then all ATSSS-capable SMFs in 5GC are capable of supporting MPQUIC-LL.
SMF
-	From the PCC rules, it shall determine the number of MPQUIC connections needed.
-	Shall indicate to UPF the number of MPQUIC connections needed.
-	Shall create and send to UE the "MPQUIC Connection Setup Information" based on the MPQUIC-LL Address Information received from UPF.
-	From the received PCC rules, it shall create corresponding ATSSS rules and QoS rules for the UE. An ATSSS rule using the MPQUIC-LL steering functionality shall map the traffic of a service data flow to a specific MPQUIC connection.
-	Each QoS rule shall map the traffic of a MPQUIC connection to an associated QoS flow.
-	From the received PCC rules, it shall create corresponding N4 rules (PDRs, MAR, QER, etc.) for the UPF.
PCF
-	Shall be able to create PCC rules using the MPQUIC-LL steering functionality.
UPF:
-	Shall be able to allocate the "UE Link-specific MPQUIC-LL" IP addresses.
-	Shall be able to allocate MPQUIC-LL Address Information, i.e. two IP addresses used for MPQUIC-LL (one per access) and one UDP port number for each MPQUIC connection.
-	Shall apply the N4 rules (e.g. PDRs and associated MARs) to select a MPQUIC connection and an access (uniflow) on this connection, for each DL PDU. Each MAR using the MPQUIC-LL steering functionality shall identify a MPQUIC Connection.
-	Shall apply the QoS Enforcement Rules (QERs) to map the traffic of each MPQUIC connection to a QoS flow.
UE:
-	Shall be able to indicate support of MPQUIC-LL when requesting a MA PDU Session.
-	Shall establish N MPQUIC connections to UPF via each access, based on the received "MPQUIC Connection Setup Information".
-	Shall apply the ATSSS rules to select a MPQUIC connection and an access type (uniflow) on this connection, for each UL PDU. Each ATSSS rule using the MPQUIC-LL steering functionality shall identify a MPQUIC Connection.
-	Shall apply the QoS rules to map the traffic of each MPQUIC connection to a QoS flow.
6.6.1	Introduction
This clause defines a new ATSSS steering functionality called MPQUIC-Low Layer (MPQUIC-LL). It is a "Low Layer" steering functionality because it operates below the IP layer (such as ATSSS-LL), in contrast to a high layer steering functionality that operates above the IP layer (such as MPTCP).
The MPQUIC-LL provides a multipath unreliable tunneling service between the UE and the UPF that is based on:
1.	The QUIC protocol specified in draft-ietf-quic-transport [6] along with the loss detection and congestion control specified in draft-ietf-quic-recovery [7];
2.	The QUIC extensions specified in draft-deconinck-multipath-quic [10] for supporting multipath QUIC;
3.	The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport.
Editor's note:	It is FFS if the tunneling mechanisms in draft-piraux-quic-tunnel [9] need to be considered.
Editor's note:	it is FFS whether network bandwidth overhead and packet processing overhead caused by additional headers in the solution are significant or not.
Editor's note:	the benefit of using MPQUIC-LL over using ATSSS-LL should be clarified.
[bookmark: _Toc43336537][bookmark: _Toc43708091][bookmark: _Toc43708165][bookmark: _Toc43708241][bookmark: _Toc44670867]6.6.2	High-level Description
The following list provides a brief overview of how MPQUIC-LL operates and how it is applied to support ATSSS in a MA PDU Session.
1.	During the establishment of the MA PDU Session, the UE indicates whether it supports MPQUIC-LL and the network selects whether MPQUIC-LL will be used for routing (some or all) traffic of the MA PDU Session across 3GPP and non-3GPP accesses.
2.	If the network selects to apply the MPQUIC-LL steering functionality for the MA PDU Session, then, after the establishment of the MA PDU Session, the UE ensures there are N MPQUIC connections with the UPF, where N is the number of QoS flows of the MA PDU Session. An example scenario is shown in Figure 6.6.2-1.
Editor's note:	It is FFS if a MPQUIC connection between the UE and UPF is created right after the establishment of the MA PDU Session (as stated above), or when data arrives for this MPQUIC connection.
Editor's note:	It is currently assumed that the QoS flows of the MA PDU Session are bidirectional. In case there are downlink-only QoS flows, it is FFS how the MPQUIC connections for these QoS flows are established.
3.	Each MPQUIC connection is mapped to one QoS flow. So, if for example two QoS flows are assigned to the MA PDU Session (as shown Figure 6.6.2-1), then two MPQUIC connections are established between the UE and the UPF.
NOTE 1:	The MPQUIC protocol can multiplex several PDUs in a single QUIC packet. By using a separate MPQUIC connection for each QoS flow, we ensure that PDUs belonging to different QoS flows cannot be multiplexed in the same QUIC packet.
Editor's note:	How a MPQUIC connection is mapped to a QoS flow needs further clarification. More generally the interactions between QoS rules and MPQUIC connections are FFS.
4.	Each MPQUIC connection between the UE and UPF has two MPQUIC uniflows over 3GPP access (one UL and one DL uniflow) and two MPQUIC uniflows over non-3GPP access (one UL and one DL uniflow). As specified in draft-deconinck-multipath-quic [10], a uniflow is a "unidirectional flow of packets between a QUIC host and its peer. This flow is identified by an internal Uniflow ID."
5.	Each MPQUIC uniflow carries a sequence of QUIC packets and each QUIC packet carries one or more datagram frames (defined in draft-ietf-quic-datagram [8]). Each datagram frame encapsulates one PDU that is transmitted via the MA PDU Session. When the type of the MA PDU Session is "ethernet", each PDU is an Ethernet frame, when the type of the MA PDU Session is "IPv4", each PDU is an IPv4 packet, etc.
6.	Each MPQUIC connection provides a multipath unreliable transport service between the UE and the UPF, hence, it can carry any type of protocol traffic, such as UDP, TCP, SCTP, ICMP for IP PDU Session type, Ethernet, ARP for Ethernet PDU Session type, etc.
7.	The QoS rules in the UE are used to steer the traffic of each uniflow of a MPQUIC connection to the associated QoS flow.
8.	After the establishment of the MPQUIC connections between the UE and the UP:
a.	The UE applies the ATSSS rules to (a) steer each PDU (e.g. IP packet or Ethernet frame) to a specific MPQUIC connection, and then (b) to steer each PDU to a specific MPQUIC uniflow, i.e. either on 3GPP access or on non-3GPP access.
b.	The UPF applies the N4 rules in a similar way.
Editor's note:	R16 UP processing does not require QoS selection before access selection. It is FFS whether the order of actions above: a) steer each to a specific QoS (MPQUIC connection), and then (b) to select the access fits with UP processing per N4 rules.
Editor's note:	The UDP ports shown in Figure 6.6.2-1 which are used per MPQUIC connection need further work.


Figure 6.6.2-1: Tunneling MA PDU traffic via different MPQUIC connections
9.	Figure 6.6.2-2 explains (via an example) how the MPQUIC-LL steering functionality is applied to route the traffic of an MA PDU Session:
a.	The UE is assigned with three IP addresses: The IP@3, which is the IP address of the MA PDU Session, and two link-specific IP addresses, one for 3GPP access (IP@1) and one for non-3GPP access (IP@2). The scope of the link-specific IP addresses is local, i.e. they are used only for UE-UPF communication.
b.	In the example scenario shown in Figure 6.6.2-2, it is assumed that two QoS flows are assigned to the MA PDU Session, hence, two MPQUIC connections are established between the UE and the UPF. The UE uses the IP@1 to establish MPQUIC UL uniflows to UPF over 3GPP access and it uses the IP@2 to establish MPQUIC UL uniflows to UPF over non-3GPP access. Similarly, the UPF uses the IP@1 to establish MPQUIC DL uniflows to UE over 3GPP access and it uses the IP@2 to establish MPQUIC DL uniflows to UE over non-3GPP access.
c.	On the UE side, each IP packet that enters the IP interface associated with the MA PDU Session:
i.	First, goes through the MPQUIC Connection Selection (MQCS), which sends the IP packet to a specific MPQUIC connection. The MPQUIC connection is selected based on the ATSSS rules (see the MPQUIC Connection Selection Descriptor in the example ATSSS rules in Figure 6.6.3-2).
ii.	Next, the IP packet goes through the MPQUIC protocol, which selects the MPQUIC UL uniflow for this packet. The selected MPQUIC UL uniflow indicates the access (3GPP or non-3GPP) over which the IP packet will be transmitted. The MPQUIC protocol selects the MPQUIC UL uniflow based on the steering mode (e.g. active/standby, smallest delay, etc.) in the ATSSS rules.
iii.	Finally, the IP packet is encapsulated in a QUIC packet (possibly with other IP packets of the same MPQUIC connection) with confidentiality and integrity protection and goes to an access interface (3GPP or non-3GGP) via the UDP/IP layers. The outer IP packet has source address IP@1 or IP@2 and destination address an IP address of UPF, which is provided to UE during the MA PDU Session establishment.
NOTE 2:	Figure 6.6.2-2 shows two instances of the MPQUIC protocol (one for each access). However, this is only for illustration purposes. In a real implementation, one MPQUIC protocol instance could be used.
NOTE 3:	The MQCS is like an application that sends unreliable datagrams over one or more MPQUIC connections.
10.	The MPQUIC-LL steering functionality can route the IP packets having the same 5-tuple to different accesses (or to different uniflows), i.e. it can split an IP flow across the two accesses. This is enabled by the functionality supported by the MPQUIC protocol [10].
11.	The MPQUIC protocol can transfer an IP flow from one access to another access according with the ATSSS rules and the obtained measurements (e.g. RTT, loss rate, etc.). When an IP flow is transferred to another access, the QoS flow used for this IP flows remains the same.
12.	In summary, the MPQUIC-LL steering functionality:
a.	Supports a multipath, unreliable and secure tunneling service between the UE and UPF.
b.	Does not support retransmission of lost QUIC datagram frames but supports loss detection, according to draft-ietf-quic-datagram [6].
c.	Supports congestion control per MPQUIC uniflow, i.e. each uniflow of a MPQUIC connection has its own congestion control state (see draft-deconinck-multipath-quic [10]). As a result, the UE and the UPF may stop sending datagram frames on a MPQUIC uniflow when congestion is detected by the MPQUIC protocol on this uniflow.
d.	Supports round-trip and packet loss measurements per MPQUIC uniflow, as specified in draft-deconinck-multipath-quic [10]. Since each MPQUIC uniflow is transmitted on a specific QoS flow, this means that MPQUIC-LL supports round-trip measurements per QoS flow and packet loss measurements per QoS flow.


[bookmark: _Hlk41069473]Figure 6.6.2-2: Example of User-Plane operation (UL direction)
Editor's note:	it is FFS whether the solution implies a double security between the UE and the 5GS (access level security + QUIC mandatory security). If that is the case, it needs to be clarified how QUIC/DTLS security is set-up.
[bookmark: _Toc43336538][bookmark: _Toc43708092][bookmark: _Toc43708166][bookmark: _Toc43708242][bookmark: _Toc44670868][bookmark: _Hlk41069803]6.6.3	Procedures, Architecture, Protocols and Performance Impacts
[bookmark: _Toc43336539][bookmark: _Toc43708093][bookmark: _Toc43708167][bookmark: _Toc43708243][bookmark: _Toc44670869]6.6.3.1	Establishment of MA PDU Session using MPQUIC-LL
The following figure shows how an MA PDU Session using MPQUIC-LL can be established. It is based on the existing MA PDU Session establishment procedure defined in TS 23.502 [4] clause 4.22.2 with some additions shown in red.


Figure 6.6.3.1-1: Enhancement of MA PDU Session Establishment for MPQUIC-LL support

The following Figure 6.6.3.1-2 shows an example of PCC rules provided by PCF to SMF in step 5b and illustrates how the SMF can derive the corresponding ATSSS rules and QoS rules for the UE. In a similar way, the SMF derives also N4 rules from the PCC rules.
Editor's note:	The contents of the MPQUIC Connection Selection Descriptor (i.e. how the traffic of a specific MPQUIC connection is identified) need to be further studied.
Editor's note:	it is FFS whether the MPQUIC connection is selected based on the ATSSS rules or based on QoS rules (whether ATSSS rules need to contain a copy of the QoS rules).


Figure 6.6.3.1-2: Example of PCC rules and ATSSS rules/QoS rules derived from the PCC rules
[bookmark: _Toc43336540][bookmark: _Toc43708094][bookmark: _Toc43708168][bookmark: _Toc43708244][bookmark: _Toc44670870]6.6.3.2	ATSSS architecture update for MPQUIC-LL
In order to support the MPQUIC steering functionality the ATSSS architecture detailed in clause 4.2.10 of TS 23.501 [3] is extended as shown in the following figure.
The UE and the UPF may support the MPQUIC-LL steering functionality, possibly, in addition to the ATSSS-LL and MPTCP steering functionalities.
Editor's note:	It is FFS whether supporting for the same MA PDU Session both the MPQUIC-LL and the ATSSS-LL is necessary.
The PCF is enhanced to support PCC rules using MPQUIC steering functionality, as shown in Figure 6.6.3.1-2, and the SMF is enhanced to support the ATSSS rules and the N4 rules with MPQUIC connection selection information as shown in Figure 6.6.3.1-2.


Figure. 6.6.3.2-1: ATSSS architecture extended to support MPQUIC-LL steering functionality
[bookmark: _Toc43336541][bookmark: _Toc43708095][bookmark: _Toc43708169][bookmark: _Toc43708245][bookmark: _Toc44670871]6.6.3.3	User plane protocol stack for MPQUIC-LL
The MPQUIC-LL steering functionality tunnels IP packets or Ethernet frames over a MPQUIC multipath transport. The associated protocol stack in the UE and UPF is shown in Figure 6.6.3.3-1.


[bookmark: _Hlk42688006]Figure 6.6.3.3-1: User plane protocol stack for MPQUIC-LL
NOTE:	Security is terminated at the network side via 5G AN security (this may include IPSec termination in the 5G AN) and possible NDS between network entities as defined in TS 33.210 [14].
[bookmark: _Toc43336542][bookmark: _Toc43708096][bookmark: _Toc43708170][bookmark: _Toc43708246][bookmark: _Toc44670872]6.6.3.4	Access Network Performance Measurements
Editor's note:	It is FFS whether the PMF functionality is required when the MPQUIC-LL functionality is used for a MA PDU Session.

[bookmark: _Toc43336543][bookmark: _Toc43708097][bookmark: _Toc43708171][bookmark: _Toc43708247][bookmark: _Toc44670873]6.6.4	Impacts on services, entities, interfaces and IETF protocols
Editor's note:	It is FFS the evaluation of the impacts of this solution on services, entities, interfaces and IETF protocols.

[bookmark: _Toc43336544][bookmark: _Toc43708098][bookmark: _Toc43708172][bookmark: _Toc43708248][bookmark: _Toc44670874][bookmark: _Toc491964407][bookmark: _Toc50381007]6.7	Solution #7: Proposed solution based on MP-QUIC
[bookmark: _Toc43336545][bookmark: _Toc43708099][bookmark: _Toc43708173][bookmark: _Toc43708249][bookmark: _Toc44670875][bookmark: _Toc50381008]6.7.1	Introduction
This solution addresses KI#2 on Additional Steering Functionalities.
Editor’s note: it is to be decided whether the MP-QUIC proxy functionality should be updated as UDP proxy functionality or others.
The ATSSS feature is to enable UE simultaneously connecting to the 3GPP access and non-3GPP access. Then the traffic can take advantage of both accesses resource to raise the bandwidth or/and access reliability. In release-16, for UDP traffic, it can only be supported by the ATSSS-LL functionality, thus an IP packet flow cannot be split over both accesses, so actually the increase of bandwidth requirement is not achieved. This solution is proposed to introduce a new steering method based on MP-QUIC to resolve this issue, referring to the KI#2 on additional steering methods.
This solution applies to UDP based application traffic only, with IP-based MA PDU Sessions (IPv4, IPv6, IPv4v6).
[bookmark: _Toc43336546][bookmark: _Toc43708100][bookmark: _Toc43708174][bookmark: _Toc43708250][bookmark: _Toc44670876][bookmark: _Toc50381009]6.7.2	High-level Description
The solution is applicable to the UDP (without QUIC) based applications.
The MP-QUIC protocol is being drafted in IETF draft-deconinck-quic-multipath-04 [y]: " Multipath Extensions for QUIC (MP-QUIC)". It is designed to support the multipath scenario, and except the QUIC connection ID, a Uniflow ID is defined for the MP-QUIC connection. When an uniflow is in use, each end host associates it with a network path. Each uniflow is an independent flow of packets over a given network path, it can experience very different network conditions (latency, packet loss rate, …). To handle this, each uniflow has its own packet sequence number space. When the MP-QUIC protocol is applied in 5G system, especially in the ATSSS architecture, the 3GPP and non-3GPP accesses are the different paths, and the different uniflows are bound to the different paths. With this uniflow, the MP-QUIC functionality can perform the congestion control on each path and support the traffic splitting per packet as MPTCP. Therefore, it is proposed to define the MP-QUIC functionality to be supported by the UE and UPF, see the following figure 6.7.2-1 for the model on the UE side.
Editor’s note: It is FFS if and how UDP fragmentation can be supported.
NOTE 1: 	ECN can be supported. For transparent proxy mode, the IP/UDP headers of the original packet are transported between UE and UPF without any change. For non-transparent proxy mode, all the IP/UDP headers of the original packet are transported unchanged except the source IP address and port for downlink packet and destination IP address and port for uplink packet.


-
Figure 6.7.2-1: Steering functionality of MP-QUIC in the UE
This MP-QUIC functionality can be applied to steer, switch and split the UDP traffic of applications allowed to use MP-QUIC. The MP-QUIC functionality in the UE communicates with an associated MP-QUIC Proxy functionality in the UPF, by using the MP-QUIC protocol over the 3GPP and/or the non-3GPP user plane. MP-QUIC functionality can support any steering modes as defined in Rel-16.
NOTE 12:	If the application applies MP-QUIC with the server, there is no need to enable the MP-QUIC functionality between the UE and UPF. If the application applies QUIC with the server, the solution #8 as described in sublcause 6.8.2 is appliedthe QUIC packets are encapsulated in the MP-QUIC data payload, i.e. the MP-QUIC is treated as the tunnel for the QUIC packets between the UE and UPF.
Editor's note:	In NOTE 1 above, it needs to be clarified how "the QUIC packets are encapsulated in the MP-QUIC data payload" which hints at the usage of MPQUIC as a tunnel fits with the protocol stack below where a non tunnelled approach seems to be supported.
The MP-QUIC connection is established between the UE and the UPF per IP flow. 
The application data encapsulation description is as defined in subclause 6.8.2, similar as QUIC functionality. One or more MP-QUIC connections between the UE and the UPF may be established based on information received in the procedure described in clause 6.7.3. These MP-QUIC connections can be encrypted or NULL encrypted. The NULL encrypted solution is similar as solution #8, referring to the description in subclause 6.8.2.

Editor's note:	It is FFS whether "These MP-QUIC connections can be encrypted or NULL encrypted" requires IETF changes.
The protocol stack for MP-QUIC is shown below, taking untrusted non-3GPP access as an example. (The "Application payload" in the protocol stack represents the application layer traffic carried on top of UDP, i.e. it does not include the UDP/IP headers):




Figure 6.7.2-32: Protocol stack of MP-QUIC
Editor's note:	It is FFS whether the solution implies a double security between the UE and the 5GS (radio level security + QUIC mandatory security). If that is the case, it needs to be clarified how QUIC/DTLS security is set-up.
NOTE 3: If the SOCKSv5 is applied to encapsulate the packet, in the UDP layer, the UDP datagram carries a UDP request header as defined in "SOCKS Protocol Version 5".
NOTE 4: The Protocol stack in the UPF towards the server is based on UDP protocol, i.e. the application data is encapsulated with UDP header.
Editor’s note: The impact of SOCKSv5 protocol for non-transparent proxy mode to the protocol stack is FFS.

Similar as MPTCP functionality, the MP-QUIC proxy functionality is deployed in the UPF, and the UPF can be transparent MP-QUIC proxy, or non-transparent MP-QUIC proxy.
For both transparent and non-transparent MP-QUIC proxy, the UPF allocates the link-specific IP addresses to the UE, and these link-specific IP addresses may be the same or different with link-specific IP addresses for MPTCP. The UPF can detect the MP-QUIC traffic based on the UE link-specific IP address and forward it to the MP-QUIC functionality. The MP-QUIC proxy terminates an MP-QUIC connection with UE and apply regular UDP transport to the remote host. The protocol stack for both transparent and non-transparent QUIC proxy is as described in Figure 6.7.2-2.
Editor's note:	It is FFS what transparent MP-QUIC proxy means when anyhow the UE needs to play an active role in injecting a MP-QUIC stack in the data path. It is FFS whether Figure 6.7.2-3: Protocol stack of MP-QUIC is valid for both transparent and non-transparent MP-QUIC proxy.
Editor's note:	It is FFS whether both transparent and non-transparent cases need to be supported.
In the case of non-transparent MP-QUIC proxy, similar with MPTCP solution defined in Rel-16, the network sends the MP-QUIC proxy information to the UE, i.e. the MP-QUIC functionality IP address, and port number. The UE uses this MP-QUIC IP address as the destination IP address to encapsulate the user packets. The following IETF protocol is needed in this non-transparent MP-QUIC solution, e.g. to transport the IP address of the remote server to the UPF:
-	Socks v5: IETF RFC1928 [11]. "SOCKS Protocol Version 5".
Editor’s note: The SOCKSv5/UDP/QUIC/TLS interactions is to be detailed.
Editor’s note: it is FFS on how to apply the "draft-schinazi-masque-connect-udp" instead of the SOCKSv5.
NOTE 25:	In the case of transparent MP-QUIC proxy, the packet from the UE is encapsulated with the destination IP address of the remote server.
[bookmark: _Hlk42694017]NOTE 6: 	In case TLS 1.3 is applied, the UE will accept the credential of UPF during MP-QUIC connection establishment procedure for both transparent and non-transparent MP-QUIC proxy, as the UE knows the MP-QUIC connection is established between the UE and the UPF.
Editor's note:	In the case of transparent proxy as in NOTE 2 above, it is FFS how the UE can accept TLS credentials that are not that of the final server's.
Editor's note:	It is FFS how the UE instructs the proxy to forward traffic to the target server as well as how negotiating and requesting proxy capabilities and parameters it is being done.
[bookmark: _Toc43336547][bookmark: _Toc43708101][bookmark: _Toc43708175][bookmark: _Toc43708251][bookmark: _Toc44670877]The UE instructs the proxy to forward the traffic to the target server, similar as described in subclause 6.8.2 of solution #8. For the QoS control, there is no impact on the transparent QUIC solution. For the non-transparent QUIC solution, similar mechanism is applied as defined in R16 for MPTCP, i.e. both the QoS rule and N4 rules are provided for the original IP packets.
[bookmark: _Toc50381010]6.7.3	Procedures
The signalling flow for a MA PDU Session establishment when the UE is not roaming, or when the UE is roaming and the PDU Session Anchor (PSA) is located in the VPLMN, is described as below. The flow relates to the case of non transparent proxy.


Figure 6.7.3-1: MP-QUIC based MA PDU Session establishment procedure
-	In step 1, the UE provides a "MA PDU Request" indication in UL NAS Transport message and an ATSSS Capability indicating support of "MP-QUIC Capability" in PDU Session Establishment Request message.
	The "MA PDU Request" indicates to the network that this PDU Session Establishment Request is to establish a new MA PDU Session and to apply the MP-QUIC functionality, for traffic steering of this MA PDU session.
-	In step 2, if the AMF supports MA PDU sessions, then the AMF selects an SMF, which supports MA PDU sessions, and forwards the MA PDU Session Establishment Request to the SMF.
-	In step 3, if the MA PDU session is allowed and dynamic PCC is to be used for the MA PDU Session, the SMF sends an "MA PDU Request" indication and the ATSSS Capability of MA PDU Session to the PCF in the SM Policy Control Create message. The ATSSS Capability indicates the MP-QUIC functionality.
	The PCF provides ATSSS policy if the MA PDU session is allowed. The PCF provides PCC rules for the MA PDU session, i.e. PCC rules that include ATSSS policy control information, which includes the MP-QUIC functionality indication. Additionally, the PCC rules may also indicate on whether the encryption of the MP-QUIC connection is needed or not based on operator policy and subscription data or access type for this MA PDU session.
-	In step 4, the SMF establishes the user-plane resources over the 3GPP access and/or non-3GPP.
-	the N4 rules derived by SMF for the MA PDU session are sent to UPF and one or two N3 UL CN tunnels info may be allocated by the UPF. If the ATSSS functionality for the MA PDU Session indicates "MP-QUIC functionality", the SMF includes MP-QUIC functionality indication into the N4 rule to instruct the UPF to activate the MP-QUIC functionality for the traffic. If the MP-QUIC connection needs encryption or NULL encryption, the SMF also indicates it to the UPF.
-	In step 5, the UPF allocates the UE "link-specific multipath" addresses/prefixes and MP-QUIC functionality information if the non-transparent MP-QUIC functionality is applied for this MA PDU session in the UPF. The UPF sends the "link-specific multipath" addresses/prefixes and MP-QUIC functionality information to the SMF. The MP-QUIC functionality information includes the MP-QUIC functionality IP address and UDP port number, uniflow ID with corresponding access type and the MP-QUIC connection ID.
-	In step 6, for the MA PDU session, the SMF includes an "MA PDU session Accepted" indication and PDU Session Establishment Accept message which includes ATSSS rules for MA PDU Session, the "link-specific multipath" addresses/prefixes and the MP-QUIC functionality information in the Namf_Communication_N1N2MessageTransfer message to the AMF and the AMF marks this PDU session as MA PDU session based on the received "MA PDU session Accepted" indication, same as defined in Rel-16 specifications.
-	In step 8, the UE receives a PDU Session Establishment Accept message, which indicates to the UE that the requested MA PDU session was successfully established. This message includes the ATSSS rules for the MA PDU Session, the "link-specific multipath" addresses/prefixes and the MP-QUIC functionality indication and the MP-QUIC connection ID and encryption or NULL encryption indication for the traffic.
-	After step 8 in Figure 6.7.3-1, if the SMF was informed in step 2 that the UE is registered over both accesses, then the SMF initiates the establishment of user-plane resources over non-3GPP access too as specified in TS 23.502 [4] clause 4.22.2.1.
The last step above is not executed when the UE is registered over one access only, in which case the MA PDU Session is established with user-plane resources over one access only. How user-plane resources can be added over an access of the MA PDU Session is specified in TS 23.502 [4] clause 4.22.7.
Editor's note:	It is FFS whether more details, e.g. call flow, are needed to show how the UDP traffic is transported via the MP-QUIC proxy based solution.
[bookmark: _Toc43336548][bookmark: _Toc43708102][bookmark: _Toc43708176][bookmark: _Toc43708252][bookmark: _Toc44670878][bookmark: _Toc50381011]6.7.4	Impacts on services, entities, interfaces and IETF protocols
Editor's note:	It is FFS the evaluation of the impacts of this solution on services, entities, interfaces and IETF protocols.
This solution will impact the following entities in 5GS:
-	SMF: Supports to select the UPF based on its MP-QUIC capability.
-	PCF: Supports to authorize MP-QUIC functionality steering method for the SDF.
-	UPF: Supports the MP-QUIC proxy functionality, and establishes the MP-QUIC connection with the UE. 
-	UE: Supports the MP-QUIC functionality, and establishes the MP-QUIC connection with the UPF per IP flow. To be more specific, the UE obtains the application data (i.e. UDP payload) and put it into the QUIC datagram if unreliable QUIC transport is applied, and encapsulated with QUIC header. The QUIC packet is then encapsulated with a UDP header. If the SOCKv5 is applied, this UDP datagram also carries a UDP request header as defined in IETF RFC 1928 [11]. "SOCKS Protocol Version 5".
-	5G-AN/ NG RAN: No impact.
Editor’s note: The impact on UE and UPF is FFS.
This solution needs to enhance the existing SM NAS protocol, N5 and N4 interfaces, Npcf service to support this MP-QUIC based steering functionality.
This solution has dependency on the following IETF drafts:
-	IETF draft-deconinck-quic-multipath-04: "Multipath Extensions for QUIC (MP-QUIC)".
-	IETF draft-ietf-aft-socks-protocol-v5-05: "SOCKS Protocol Version 5", in case the non-transparent MP-QUIC solution is to be supported.
This solution may have additional impact on IETF:
-	As the current MP-QUIC connection defined by IETF shall be encrypted based on the TLS 1.3, the NULL encryption MP-QUIC connection requires IETF support.

[bookmark: _Toc43336549][bookmark: _Toc43708103][bookmark: _Toc43708177][bookmark: _Toc43708253][bookmark: _Toc44670879][bookmark: _Toc50381012]6.8	Solution #8: Proposed solution based on QUIC
[bookmark: _Toc43336550][bookmark: _Toc43708104][bookmark: _Toc43708178][bookmark: _Toc43708254][bookmark: _Toc44670880][bookmark: _Toc50381013]6.8.1	Introduction
This solution addresses KI#2 on Additional Steering Functionalities.
Editor’s note: it is to be decided whether the QUIC proxy functionality should be updated as UDP proxy functionality or others.
This solution allows transport of the IP/UDP based application traffic by using QUIC protocol via multiple paths. It addresses two cases:
1)	the QUIC functionality is supported by the UE, and with the QUIC proxy functionality enabled in the UPF, the QUIC connection can be established between the UE and UPF;
2)	the QUIC functionality is implemented by the application layer between the UE and the application server.
As the QUIC connection cannot detect multiple paths, the Rel-16 ATSSS-LL, which supports four steering modes, Priority-based mode, Load-balancing mode, Smallest Delay mode and Active-standby mode, is still needed to perform traffic steering, switching, and splitting, Therefore, this solution proposes to apply a combination of QUIC functionality and ATSSS-LL functionality as a new steering method enabling UDP flows to use multiple paths, addressing the KI#8 on additional steering methods.
[bookmark: _Toc43336551][bookmark: _Toc43708105][bookmark: _Toc43708179][bookmark: _Toc43708255][bookmark: _Toc44670881][bookmark: _Toc50381014]6.8.2	High-level Description
The QUIC functionality in the UE applies the QUIC protocol defined by IETF draft-ietf-quic-transport-27: "QUIC: A UDP-Based Multiplexed and Secure Transport". Additionally, the unreliable packet transported is also applied, the QUIC extensions are defined in draft-ietf-quic-datagram: "An Unreliable Datagram Extension to QUIC".  It may be implemented by the operating system or by the application layer. This QUIC functionality in the UE will communicate with the QUIC Proxy functionality in the UPF or QUIC functionality in the remote server. The solution details for each case are described as below.
QUIC connection between the UE and the UPF:
The QUIC connection is established between the UE and the UPF per IP flow. This case is applicable to the UDP (without QUIC) based applications. 
The QUIC functionality in the UE obtain the application data (i.e. UDP payload) and put it into QUIC datagram as unreliable QUIC transport is applied. Then after the QUIC header is added, the QUIC packet is encapsulated with a UDP header. If the UDP payload size exceeds the QUIC maximum packet size, fragmentation is expected and handled by the QUIC protocol.
Editor’s note: It is FFS if and how UDP fragmentation can be supported.
NOTE 1: 	ECN can be supported. For transparent proxy mode, the IP/UDP headers of the original packet are transported between UE and UPF without any change. For non-transparent proxy mode, all the IP/UDP headers of the original packet are transported unchanged except the source IP address and port for downlink packet and destination IP address and port for uplink packet.
The following Figure 6.8.2.-1 shows the QUIC functionality in the UE model and its relationship with the other functionalities.


Figure 6.8.2-1: QUIC Functionality in the UE
As shown in the above Figure 6.8.2-1, the application data is encapsulated by the QUIC functionality and then transported to the ATSSS-LL functionality. The ATSSS-LL functionality decides on the path for transport of the QUIC packet based on the link performance measurement of PMF. But different from the R16 ATSSS solution, in which the ATSSS-LL could only split a SDF per traffic on both accesses, the ATSSS-LL functionality can split a traffic per packet on both accesses with combination of QUIC functionality, to take advantage of both access resource to raise bandwidth, since the QUIC functionality supports the packet reordering with the sequence number included in the QUIC header. Especially, compared with TCP, the QUIC ACK frame contains one or more ACK ranges. Each ACK range could identify acknowledged packets and also contain additional ranges of packets which are alternately not acknowledged (Gap). With such enhancement, the QUIC protocol can solve the packet disordering issue received from lower layer, e.g. ATSSS-LL.
The traffic steering, switching or splitting is performed by the ATSSS-LL functionality, so there is no need to allocate the link-specific IP address for the UE as MPTCP functionality. Therefore, only one UE IP address of the MA PDU session is applied.
NOTE 2: 	The QUIC congestion control mechanism can be able to handle the packets in a single QUIC Connection transported via different paths, which can be different in packet delay, jitter, loss ratio etc, since this is the normal case over the Internet. For example, the different packets transported over the internet between the Client and the Server may be routed via different intermediate nodes. This is similar for this QUIC based solution for ATSSS where the packets go via different paths, i.e. 3GPP and non 3GPP accesses, between the UE and the UPF.
NOTE 3: 	When the path performance, e.g. the RTT, is quite different over 3GPP and non 3GPP accesses, the convergent bandwidth if applying packet splitting via two paths may not be higher than packet transport via only single path with higher performance, due to the impact of packet delay over the poor quality path, no matter which splitting method is applied, including MPTCP. This can be alleviated by implemention in the UE and the UPF or by enforcing some specific steering modes, to avoid packet splitting in case there is a big difference of the performance, e.g. RTT, between the two accesses.
Editor’s note: The impact from operating the QUIC protocol over two different accesses is FFS.
The QUIC proxy functionality is enabled in the UPF, and it can be transparent QUIC proxy, or non-transparent QUIC proxy. For both transparent and non-transparent solutions, the UE needs to enable the QUIC stack in the data path based on the QUIC steering method indication from SMF. The difference is that for transparent QUIC proxy, the traffic packets transported in the QUIC connection are encapsulated with the remote Server IP address, while for non-transparent QUIC proxy, the traffic packets transported in the QUIC connection are encapsulated with the QUIC proxy IP address. The protocol stack for both transparent and non-transparent QUIC proxy is as described in Figure 6.8.2-3.
NOTE 4: 	In case TLS 1.3 is applied, the UE will accept the credential of UPF during QUIC connection establishment procedure for both transparent and non-transparent QUIC proxy, as the UE knows the QUIC connection is established between the UE and UPF.
NOTE 5:	There is no need to support both transparent and non-transparent proxy.
-	Transparent QUIC proxy solution: The UE and UPF establish the QUIC connection, and the UPF apply regular UDP to the remote host. The packet from the UE is encapsulated with the destination IP address of the remote server. The QUIC packet is received in the QUIC connection. The UPF removes the QUIC header and then forward it to the remote host by using UDP.
-	Non-transparent QUIC proxy solution: similar with MPTCP solution in R16, the network shall send QUIC proxy information to the UE, i.e. the QUIC functionality IP address, a port number. The UE will use this QUIC IP address as the destination IP address to encapsulate the user data and the UPF updates it to the remote host IP address. The following IETF protocol is needed in this non-transparent QUIC solution, e.g. to transport the IP address of the remote server to the UPF:
-	Socks v5: IETF RFC 1928 [11]. "SOCKS Protocol Version 5".
The call flow is defined as below based on the IETF RFC 1928 [11].


Figure 6.8.2-2: SOCKS v5 call flow
(A) Step 1-3: Open a TCP connection to the SOCKS5 Proxy. 
(B) Step 4-7: SOCKS messages are transported via the TCP connection established in phase (A). In the step 4-5, the client and server negotiate the SOCKS version and the authentication method. When it is used between the UE and UPF, the authentication method could select “No Auth”. In step 6-7 UDP ASSOCIATE procedure, the client sends the desired destination address and port to the SOCKS Proxy, and the SOCKS Proxy replies succeeded and BND.ADDR and BND.PORT where it must send UDP packets to be relayed. The destination address and port number in the UDP ASSOCIATE request message can be set to zero if the client is not in possession of these information at the time of the UDP ASSOCIATE. 
(C) User data transport phase. Each UDP datagram carries a UDP request header which includes the DST.ADDR and DST.PORT indicating the remote server IP address and port number. 
A new TCP connection is established between the UE and UPF to support the SOCKS5 message exchange for this UDP flow. The SOCKSv5 needs approximately 3 RTTs including one for TCP before the data transport, i.e. phase (A) and (B). As an optimized solution, SOCKS proxy information can be transported via NAS message to avoid phase (A) and (B) to reduce the RTT, and the TCP connection is not needed. 
Editor's note:	it needs to be clarified (with a call flow) how to transport the IP address of the remote server to the UPF in both cases: Transparent QUIC proxy solution / Non-transparent QUIC proxy solution.
Editor’s note: The SOCKSv5/UDP/QUIC/TLS interactions is to be detailed.
Editor’s note: it is FFS on how to apply the "draft-schinazi-masque-connect-udp" instead of the SOCKSv5. 
Editor’s note: Whether the UDP request header in block C in the figure 6.8.2-2 can be omitted is FFS.
One or more QUIC connections between the UE and the UPF may be established based on the information received in the procedure as described in clause 6.8.3. These QUIC connections can be encrypted or be NULL encryption. The following two possible solutions can be considered to support the NULL encryption QUIC connection, which needs further to be studied in SA3.
· Solution 1: TLS 1.3 can be extended to support the NULL encryption algorithm.
· Solution 2: The TLS layer is taken as optional for QUIC protocol, as the TLS authentication and encryption can be skipped when it is applied between the UE and UPF.
If the radio level security is enabled, it is proposed to use the NULL encrypted QUIC connection.
Editor's note:	IETF QUIC has mandatory security so it needs to be clarified how These QUIC connections can be with NULL encryption. Otherwise, it is FFS whether the solution implies a double security between the UE and the 5GS (radio level security + QUIC mandatory security). If that is the case, it needs to be clarified how QUIC/DTLS security is set-up
Editor's note:	It is FFS how the UE instructs the proxy to forward traffic to the target server as well as how negotiating and requesting proxy capabilities and parameters it is being done.
No matter transparent QUIC or non-transparent QUIC solution, the version information, transport parameters of the QUIC protocol applied by the QUIC proxy, can be sent to UE in QUIC connection establishment procedure via user plane, as defined in IETF draft-ietf-quic-transport [6]. Alternatively, the QUIC proxy information can also be sent to UE via NAS message in order to achieve 0-RTT QUIC connection establishment. In the QUIC proxy side, it will identify the QUIC traffic based on the packet filter and QUIC method indication from SMF via N4 rule and forward these packets to the target server after removing QUIC header. For the non-transparent QUIC solution, QUIC proxy needs to replace the target IP address with the remote Server IP address, in addition.
For the QoS control, there is no impact on the transparent QUIC solution. For the non-transparent QUIC solution, similar mechanism is applied as defined in R16 for MPTCP, i.e. both the QoS rule and N4 rules are provided for the original IP packets.
The protocol stack is defined in Figure 6.8.2-2, taking untrusted non 3GPP access as an example:




Figure 6.8.2-23: Protocol stack of QUIC
NOTE 6: If the SOCKSv5 is applied to encapsulate the packet, in the UDP layer, the UDP datagram carries a UDP request header as defined in "SOCKS Protocol Version 5". 
NOTE 7: The Protocol stack in the UPF towards the server is based on UDP protocol, i.e. the application data is encapsulated with UDP header.
Editor’s note: The impact of SOCKSv5 protocol for non-transparent proxy mode to the protocol stack is FFS.
QUIC connection between the UE and remote server:
If the QUIC functionality is implemented by the application layer, between the UE and the server (i.e. remote host), there is no need to enable the QUIC proxy functionality in the UPF. These QUIC packets can directly be handled by ATSSS-LL as described above when the UPF knows this is a QUIC connection. For example, the PCF is aware that the application supports QUIC, the PCF may allow the traffic splitting per packet for a SDF by indicating only one packet flow in this SDF. Otherwise, it depends on the UPF to identify the QUIC packet from the other UDP packets, e.g. based on DPI analysis. When the UPF identifies the QUIC packets, the traffic switching or splitting per packet based on the steering mode and link performance measurement of PMF can be performed by the ATSSS-LL functionality.  The PCF can be aware of the application transport protocol, i.e. QUIC protocol, based on the local policy or the protocol from AF, similar as the protocol from AF to PCRF as defined in TS 29.214 subclause 5.3.8.
Editor's note:	It is FFS whether the PCF can be  aware that the application supports QUIC.
[bookmark: _Toc43336552][bookmark: _Toc43708106][bookmark: _Toc43708180][bookmark: _Toc43708256][bookmark: _Toc44670882][bookmark: _Toc50381015]6.8.3	Procedure
For the first case, i.e. QUIC connection is between the UE and the UPF, the signalling flow for a MA PDU Session establishment when the UE is not roaming, or when the UE is roaming and the PDU Session Anchor (PSA) is located in the VPLMN, is described as below.




Figure 6.8.3-1: QUIC based MA PDU Session establishment procedure
-	In step 1, the UE provides a "MA PDU Request" indication in UL NAS Transport message and an ATSSS Capability indicating support of "QUIC Capability" in PDU Session Establishment Request message.
	The "MA PDU Request" indicates to the network that this PDU Session Establishment Request is to establish a new MA PDU Session and to apply the QUIC functionality, for traffic steering of this MA PDU session.
-	In step 2, if the AMF supports MA PDU sessions, then the AMF selects an SMF, which supports MA PDU sessions, and forwards the MA PDU Session Establishment Request to the SMF.
-	In step 3, if the MA PDU session is allowed and dynamic PCC is to be used for the MA PDU Session, the SMF sends an "MA PDU Request" indication and the ATSSS Capability of MA PDU Session to the PCF in the SM Policy Control Create message and. The ATSSS Capability includes the QUIC functionality.
	The PCF provides ATSSS Steering policy if the MA PDU session is allowed. The PCF provides PCC rules for the MA PDU session, i.e. PCC rules that include ATSSS policy control information, which includes the QUIC functionality and ATSSS-LL functionality indication if both QUIC functionality and ATSSS-LL functionality are supported. Additionally, the PCC rules may also indicate on whether the encryption of the QUIC connection is needed or not based on operator policy and subscription data or access type for this MA PDU session.
-	In step 4, the SMF establishes the user-plane resources over the 3GPP access and/or non-3GPP.
-	the N4 rules derived by SMF for the MA PDU session are sent to UPF and one or two N3 UL CN tunnels info may be allocated by the SMF or by the UPF. If the ATSSS functionality for the MA PDU Session indicates "QUIC functionality and ATSSS-LL functionality", the SMF includes QUIC functionality and ATSSS-LL functionality into the N4 rule to instruct the UPF to activate the QUIC functionality and ATSSS-LL functionality for the traffic. If the QUIC connection needs encryption or NULL encryption, the SMF also indicates it to the UPF.
-	In step 5, the UPF allocates QUIC functionality information if the non-transparent QUIC functionality applied for this MA PDU session in the UPF. The UPF sends QUIC functionality information to the SMF. The QUIC functionality information includes the QUIC functionality IP address and UDP port number.
-	In step 6, for the MA PDU session, the SMF includes an "MA PDU session Accepted" indication and PDU Session Establishment Accept message which includes ATSSS rules for MA PDU Session and the QUIC functionality information in the Namf_Communication_N1N2MessageTransfer message to the AMF and the AMF marks this PDU session as MA PDU session based on the received "MA PDU session Accepted" indication, same as defined in Rel-16 specifications.
-	In step 8, the UE receives a PDU Session Establishment Accept message, which indicates to the UE that the requested MA PDU session was successfully established. This message includes the ATSSS rules for the MA PDU Session, which includes steering mode, the QUIC functionality and ATSSS-LL functionality indication and the QUIC connection ID and encryption or NULL encryption indication for the traffic.
Editor's note:	QUIC connection ID is FFS.
-	After step 8 in Figure 6.8.3-1, if the SMF was informed in step 2 that the UE is registered over both accesses, then the SMF initiates the establishment of user-plane resources over non-3GPP access too as specified in TS 23.502 [4] clause 4.22.2.1.
The last step above is not executed when the UE is registered over one access only, in which case the MA PDU Session is established with user-plane resources over one access only. How user-plane resources can be added over an access of the MA PDU Session is specified in TS 23.502 [4] clause 4.22.7.
For the second case, i.e. QUIC connection between the UE and remote server, the existing procedure as specified in TS 23.502 [4] clause 4.22.2 is applied.
Editor's note:	It is FFS whether more details, e.g. call flow, are needed to show how the UDP traffic is transported via the MP-QUIC proxy based solution.
[bookmark: _Toc43336553][bookmark: _Toc43708107][bookmark: _Toc43708181][bookmark: _Toc43708257][bookmark: _Toc44670883][bookmark: _Toc50381016]6.8.4	Impacts on services, entities, interfaces and IETF protocols
Editor's note:	It is FFS the evaluation of the impacts of this solution on services, entities, interfaces and IETF protocols.
This solution will impact the following entities in 5GS:
-	SMF: Supports to select the UPF based on its QUIC and ATSSS-LL capability.
-	PCF: Supports to authorize both QUIC functionality and ATSSS-LL functionality steering method for the SDF.
-	UPF: Supports the QUIC proxy functionality, and establishes the QUIC connection with the UE.
-	UE: Supports the QUIC functionality, and establishes the QUIC connection with the UPF per IP flow. To be more specific, the QUIC functionality in the UE obtains the application data (i.e. UDP payload) and put it into the QUIC datagram if unreliable QUIC transport is applied, and encapsulated with QUIC header. The QUIC packet is then encapsulated with a UDP header. If the SOCKv5 is applied, this UDP datagram also carries a UDP request header as defined in IETF RFC 1928 [11]. "SOCKS Protocol Version 5".
-	5G-AN/ NG RAN: No impact.
Editor’s note: The impact on UE and UPF is FFS.
This solution needs to enhance the existing SM NAS protocol, N5 and N4 interfaces, Npcf service to support this QUIC based steering functionality.
This solution has dependency on the following IETF drafts:
-	IETF draft-ietf-quic-transport-27: "QUIC: A UDP-Based Multiplexed and Secure Transport".
-	IETF draft-ietf-aft-socks-protocol-v5-05: "SOCKS Protocol Version 5", in case the non-transparent QUIC solution is to be supported.
-	IETF draft-ietf-quic-datagram-01: "An Unreliable Datagram Extension to QUIC".
This solution may have additional impact on IETF:
-	As the current QUIC connection defined by IETF shall be encrypted based on the TLS 1.3, the NULL encryption QUIC connection requires IETF support.

[bookmark: _Toc43336554][bookmark: _Toc43708108][bookmark: _Toc43708182][bookmark: _Toc43708258][bookmark: _Toc44670884][bookmark: _Toc50381017]6.9	Solution #9: Supporting a PDN connection in EPC as a 3GPP access leg of MA-PDU Session 
[bookmark: _Toc50381018]6.9.1	Introduction
This solution to KI #3 is re-using the solution in TS 23.316 [12] clause 4.12.3 but supports other devices than 5G RG.
This solution enables a capable UE and network to Support a PDN connection in EPC as a 3GPP access leg of MA-PDU Session.
For this scenario, the general principles for ATSSS as described in R16 TS 23.501 [2], clause 5.32 apply, with the additions provided in this solution.
[bookmark: _Toc50381019]6.9.2	High-level Description
A Multi-Access PDU Session may be extended with user-plane resources via an associated PDN Connection on 3GPP access in EPC. This enables a scenario where a MA PDU Session can simultaneously be associated with user-plane resources on 3GPP access network connected to EPC and Non 3GPP access connected to 5GC. Such a PDN Connection in EPS would thus be associated with multi-access capability in the UE and in PGW-C+SMF.
NOTE:	To the MME and SGW this is a regular PDN Connection and the support for ATSSS is transparent to MME and SGW.
The UE may operate in either single-registration mode or dual-registration mode in 3GPP access. Irrespective of whether the UE operates in single-registration mode or dual-registration mode in 3GPP access, it is assumed that the UE supports simultaneous registrations for non-3GPP access in 5GC and 3GPP access in EPC.
The use of ATSSS with EPS interworking applies to IP-based PDU Session and PDN Connection types.
The ATSSS rules are provided from the PGW-C+SMF to the UE via SM NAS signalling over 5GC, as described in TS 23.501, clause 5.32.2. ATSSS rules are not provided via EPC.
After the establishment of a MA PDU Session and setting up user-plane resources in 3GPP access in EPC and non-3GPP access in 5GC, the UE distributes the uplink traffic across the two access networks as described in TS 23.501 [2], clause 5.32.1. Similarly, the PDU Session Anchor UPF performs distribution of downlink traffic across the two access networks as described in TS 23.501 [2], clause 5.32.1.
Additional steering functionality and steering modes defined in other solutions in the TR may also be applicable when the MA PDU Session has user-plane resources in 3GPP access in EPC and non-3GPP access in 5GC. 
The PMF protocol may be used via any user plane connection, i.e. via 3GPP access in EPC or non-3GPP access in 5GC.
The PCF functionality to support ATSSS, as described in TS 23.501 [2], clause 5.32.1 and TS 23.503 [4] applies also in the case of interworking with EPC.
Editor's note:	NOTE 1 of § 5.3.1 (Description of KI #3) about Whether any new steering functionality and steering modes defined as part of the Rel-17 ATSSS can be applied to this solution is applicable as for any solution to KI 3.
[bookmark: _Toc50381020]6.9.3	Procedures
When a UE wants to use a PDN Connection as user-plane resource associated with a MA PDU Session, the UE and the network act as defined in TS 23.316 [12] § 4.12.3 with only following modifications with regard to 23.316 [12] § 4.12.3:
· any UE can act as described for the 5G-RG, and any Non 3GPP access may be used (instead of only W-5GAN)
· the UE indicates to the SMF whether it supports a PDN Connection as user-plane resource associated with a MA PDU Session. This allows the SMF to keep the MA PDU Session when the 3GPP access leg has been moved from 5GC to EPC.
[bookmark: _Toc50381021]6.9.4	Impacts on services, entities, interfaces and IETF Protocols
The impact to the UE is to support the procedure described in TS 23.316 [12] § 4.12.3 e.g. 
· providing over PCO in 4G NAS: an indication that a PDN Connection is requested to be associated with a MA PDU Session and the UE's ATSSS capabilities.
· receiving over PCO in 4G NAS: An indication whether the request for using the PDN Connection for MA-PDU Session is accepted, MPTCP proxy information (as described in TS 23.501 [2] clause 5.32.2), UE Measurement Assistance Information (as described in clause TS 23.501 [2] clause 5.32.2)
The transfer of MA PDU session related information over PCO in 4G NAS described above does not require protocol change (no new information exchange is to be defined) except that a UE needs to be able to indicate whether it supports a MA PDU Session over EPC based 3GPP access; 
The impact to the SMF+PGW is to support the procedure described in 23.316 [12] § 4.12.3 including the transfer of MA PDU session related information over PCO in 4G NAS described above and to support the removal of the need to remove the MA PDU Session capability when a UE (that is not a 5G RG) moves from 5GC to EPC based 3GPP access.

[bookmark: _Toc31114358][bookmark: _Toc31120381][bookmark: _Toc50381022]6.10	Solution #10: Extension of 5G RG solution to support Ethernet PDU Session types
[bookmark: _Toc50381023]6.10.1	Introduction
Editor's note:	This clause lists the key issue(s) addressed by this solution.
This solution addresses Key Issue #3: Supporting MA PDU with 3GPP access leg over EPC and Non-3GPP access leg over 5GC.
[bookmark: _Toc50381024]6.10.2	High-level Description
Editor's note:	This clause outlines solution principles, assumptions and high-level architectures, etc.
In Rel-16 ATSSS, ATSSS interworking for 5G-RG, i.e. MA PDU Session with 3GPP access leg over EPC and Non-3GPP access leg over 5GC, is introduced without significant impact to EPC.  Hence, the same solution can be used for general UEs. However, there is a limitation that only for IP-based PDU Session is supported.
In Rel-17, because we are extending the ATSSS interworking for 5G-RG to general UEs, it is reasonable to extend supported session types to Ethernet PDU Session type. There is no procedure change to support Ethernet PDU Session type.
[bookmark: _Toc50381025]6.10.3	Procedures
Figure 6.X.3-1 shows procedure to establish MA PDU Session with 3GPP access leg in EPC and non-3GPP access leg in 5GC. Details of this procedure follows the same procedure as described in TS 23.316. There is no actual procedure change compared to exiting procedure.


Figure 6.10.3-1. MA PDU Establishment with 3GPP leg in EPC and non-3GPP leg in 5GC
1.	In the EPC, the UE sends PDN Connectivity Request message to create 3GPP leg of MA PDU Session. If the UE knows that EPC supports Ethernet PDN Type, the UE requests the sets PDN Type to Ethernet in the PDN Connectivity Request. If the UE does not know whether EPC supports Ethernet PDN Type, the UE can try to establish Ethernet PDN Connection. If the EPC does support Ethernet PDN Type, the request will be rejected and the UE requests PDN Connection with non-IP PDN Type.
	In the PCO of PDN Connectivity Request message, the UE includes MA PDU indication and ATSSS Capability according to the Rel-16 procedure.
2.	The MME sends Create Session Request to the PGW-C+SMF including PCO. The MME selects PGW-C+SMF based on APN in the PDN Connectivity Request message, which is the same with Rel-16 behaviour. It means that deployment shall ensure that all PGW-C+SMF(s) configured to support the APN are capable to support ATSSS.
3.	If the UE request is accepted, when the PGW-C+SMF establishes user plane, the PGW-C+SMF selects an PGW-U+UPF based on local configuration. 
NOTE:	It is assumed that the operator configuration shall ensure that both UE and PGW-C+SMF is configured to know associated PDU Session type for the corresponding APN/DNN. This assumption is aligned with EPS to 5GS interworking procedure as described in TS 23.502 clause 4.11.1.2.2.1.
4.	The PGW-C+SMF sends Create Session Response to the MME with PCO, which contains ATSSS information.
5.	The MME sends PDN Connectivity Accept message to the UE.
6.	In the 5GC, the UE sends PDU Session Establishment Request message over non-3GPP access to establish non-3GPP access leg. The UE sets the PDU Session type based on configuration in the UE. This should be the same PDU Session type selected by the PGW-C+SMF in step 3.
7.	The AMF selects PGW-C+SMF based on existing mechanism, i.e. PDU Session ID provided by the UE.
8.	The PGW-C+SMF modifies N4 Session to add non-3GPP access leg.
9-10.	The PGW-C+SMF sends PDU Session Establishment Accept message to the UE including ATSSS rules.
[bookmark: _Toc50381026]6.10.4	Impacts on services, entities, interfaces and IETF protocols
Editor's note:	This clause describes impacts to existing services and interfaces.
-	For both EPS and 5GS, there is no changes to existing procedures.

[bookmark: _Toc43811566][bookmark: _Toc50381027]6.11	Solution #11: New steering mode – RTT difference based steering mode
[bookmark: _Toc43811567][bookmark: _Toc50381028]6.11.1	Introduction
This solution addresses KI#1 on Additional Steering Modes.
Currently, there are four steering modes defined in Rel-16, which are Active-Standby, Smallest Delay, Load-Balancing and Priority-based steering modes. Among these steering modes, only Smallest Delay steering mode considers the RTT of each access because it selects the access with the smallest RTT. However, only one access will be selected to transmit SDFs in this steering mode, which does not utilize the double bandwidth provided by MA PDU Session. Additionally, although steering modes such as Priority-based and Load-Balancing may use both accesses to transmit SDFs, the RTT of both accesses may be quite different, which can cause asynchronous problems and affect the user experience.
Therefore, a new steering mode considering both RTT and RTT difference between two accesses is proposed, which not only tries to make use of double bandwidth provided by two accesses, but also tries to avoid asynchronous problems as much as possible.
[bookmark: _Toc50381029]6.11.2	High-level Description
This steering mode is named RTT difference based steering mode. In this steering mode, both UE and UPF shall measure the RTT of both accesses and calculate the RTT difference between the two accesses. For RTT measurement, both UE and UPF can apply the existing RTT measurement mechanism defined in TS 23.501 [3] clause 5.32.5 or can use measurement available at the MPTCP/MPQUIC/QUIC layer. In addition, a new parameter called RTT difference threshold shall be sent to UE and UPF by network to determine which access(es) will be selected to transmit SDFs. The criteria is described below:
· When the RTT difference between two accesses is larger than the RTT difference threshold, the access with smaller RTT will be selected to transmit SDFs as shown in figure 6.11.2-1.
· When the RTT difference between two accesses is smaller than the RTT difference threshold, both accesses will be selected to transmit SDFs as shown in figure 6.11.2-2.


Figure 6.11.2-1: RTT difference based steering mode in scenario 1


Figure 6.11.2-2: RTT difference based steering mode in scenario 2
NOTE 1:	When the SDF is determined to be transmitted via two accesses, the weight of each access is sent by network.
In summary, the SDFs will be transmitted via two accesses when the RTT of both accesses is similar so that the transmission delay difference can be controlled within an acceptable level.
[bookmark: _Toc43811575][bookmark: _Toc50381030]6.11.3	Procedures	
[bookmark: _Toc43811596][bookmark: _Toc50381031]6.11.3.1	Establishment of MA PDU Session supporting RTT difference based steering mode


Figure 6.11.3.1-1: Enhancement of MA PDU Session Establishment for RTT difference based steering mode support
The procedure of establishing MA PDU Session supporting RTT difference based steering mode is based on the existing MA PDU Session establishment procedure specified in TS 23.502 [4] clause 4.22.2 with the following additions:
1. In step 5b, PCF may decide that MA PDU Session is allowed and decide to apply RTT difference based steering mode for target SDFs based on policy or parameters provided by AFs. For example, an AF may determine that target traffic flows are sensitive to asynchronous transmission. It may provide a threshold for RTT difference of these target traffic flows. PCF may decide to apply RTT difference based steering mode with threshold for RTT difference provided by the AF to these target traffic flows so that these target traffic flow can be transmitted with similar transmission time delay.
When SMF receives PCC rules with MA PDU Session Control from PCF, it shall derive rules for the UPF i.e. N4 rules containing MAR which includes RTT difference based steering mode with threshold for RTT difference and the weight of each access when the SDFs are transmitted via two accesses. In addition, SMF shall derive rules for the UE i.e. ATSSS rules including RTT difference based steering mode with threshold for RTT difference and the weight of each access when the SDFs are transmitted via two accesses.

2. In step 6, SMF sends the N4 rules determined in step 5 to the UPF, indicating the UPF to apply RTT difference based steering mode to the target SDFs.
3. From step 7 to step 9, SMF sends the ATSSS rules within PDU Session Establishment Accept message to the UE via AMF, which includes RTT difference based steering mode with threshold for RTT difference and the weight of each access when the SDFs are transmitted via two accesses.
[bookmark: _Toc43811576][bookmark: _Toc50381032]6.11.4	Impacts on services, entities, interfaces and IETF Protocols
This solution will impact the following entities in 5GS:
· SMF: Supports to select the UPF with support of the new steering mode.
· PCF: Supports to authorize the new steering modes for the SDF.
· UPF: Supports the new steering modes.
· UE: Supports the new steering modes.
· 5G-AN/ NG RAN: No impact.

[bookmark: _Toc30685122][bookmark: _Toc31014397][bookmark: _Toc31109438][bookmark: _Toc31109526][bookmark: _Toc31109617][bookmark: _Toc50381033]6.12	Solution #12: New steering mode – UE assisted traffic steering mode
[bookmark: _Toc22056269][bookmark: _Toc23232157][bookmark: _Toc23238465][bookmark: _Toc23239071][bookmark: _Toc23244491][bookmark: _Toc26520154][bookmark: _Toc26530895][bookmark: _Toc26530945][bookmark: _Toc26530994][bookmark: _Toc30685123][bookmark: _Toc31014398][bookmark: _Toc31109439][bookmark: _Toc31109527][bookmark: _Toc31109618][bookmark: _Toc50381034]6.12.1	Introduction
This solution addresses KI#1 on Additional Steering Modes.
For several reasons, it may be beneficial for the UE to choose how it distributes traffic among 3GPP and non-3GPP access. For example, a UE may choose a particular uplink traffic distribution based on considerations of energy consumption or battery state. 
While the UE has control over uplink traffic distribution, the downlink traffic distribution is controlled by the UPF. For maximum synergy (e.g., to ensure that the downlink and uplink use the same access for conserving energy), it is desirable for the UE to inform its desired downlink traffic distribution to the UPF. This can be achieved by enhancing the PMF protocol.
[bookmark: _Toc50381035]6.12.2	High-level Description
We refer to the steering mode described here as UE assisted traffic steering. In this steering mode, the UE decides how traffic is steered, switched and split between 3GPP and non-3GPP access based on UE state and UE knowledge of access conditions. The solution works as follows.
1. The UE is configured with the UE assisted traffic steering mode by the network. The network indicates if splitting is allowed.
2. The UE monitors UE state and access conditions of both 3GPP and non-3GPP accesses (e.g., power consumption profile). Based on UE monitoring and if traffic splitting is allowed, the UE may determine the desired ratio of traffic split for uplink and downlink directions. If traffic splitting is not allowed, the UE decides which access to use for steering and switching for uplink and downlink directions. 
3. In the uplink, the UE distributes traffic based on the desired traffic split ratio or preferred access for uplink. The UE informs the UPF of the desired traffic ratio or preferred access for the downlink via the PMF protocol. It is up to the UPF to take into consideration the information provided by the UE for downlink scheduling purposes. 
Editor's note: FFS if the UE can modify its uplink traffic distribution based on the UPF’s downlink scheduling decision.
Editor’s note: It is FFS what types of “steering modes” can be used within this UE assisted traffic steering mode, e.g. load balancing, active-standby etc
Editor’s note: The benefit with steering mode compared to the UE simply releasing one access from the MA PDU Session, due to e.g. battery consumption, is FFS.
Editor’s note: Whether this steering mode applies to GBR and/or non-GBR traffic is FFS.  
The UE assisted traffic steering mode is applicable for all steering functionalities.
[bookmark: _Toc50381036]6.12.3	Procedures
Figure 6.12.3-1 provides an example call flow of how the UE operates with the UE assisted traffic steering mode.


Figure 6.12.3-1: UE assisted traffic steering mode operation
1. The UE and the network establish an MA PDU session, and the SMF configures the UE to operate with UE assisted traffic steering mode. The SMF also indicates if traffic splitting is allowed or not in the ATSSS/N4 rules pushed to the UE/UPF.
Editor's note: Whether or not the UE needs to indicate support of the new steering mode (e.g., by enhancing 5GSM capability) is FFS.
2. The UE monitors UE state (e.g., battery state, temperature) and conditions for both 3GPP and non-3GPP access (e.g., power profile), and determines the desired traffic split for both uplink and downlink directions. If traffic splitting is not allowed, the UE determines the preferred access.
NOTE 1:	The details of UE monitoring and determination of desired traffic split ratios/preferred access in uplink and downlink is up to UE implementation.
3. The UE sends a UE assistance report via the PMF protocol. The report indicates the desired uplink and downlink traffic split ratios. If traffic splitting is not allowed, the UE indicates the preferred access. 
4. The UPF sends an acknowledgment to the UE. 
Editor’s note: Any information the UPF may include in the acknowledgement is FFS.
5. The UE uses the desired traffic split ratio in uplink or preferred access for uplink traffic distribution.
[bookmark: _Toc50381037]6.12.4	Impacts on services, entities, interfaces and IETF Protocols
SMF: 
-  Supports a UPF that supports the new steering mode.
PCF: 
-  Supports authorization of the new steering modes for an SDF.
UPF:
-  Supports the new steering mode.
UE: 
-  Supports the new steering mode.

[bookmark: _Toc50381038]6.13	Solution #13: Proxy based solution using QUIC
[bookmark: _Toc50381039]6.13.1	Introduction
This solution describes a new ATSSS steering functionality called based on proxying of end-user traffic in UPF. In particular, the UE uses QUIC (and HTTP/3) to request the UPF to forward packets to a final destination based on the MASQUE framework being developed in the IETF. 
The solution enables UDP payload to be carried over QUIC between the UE and the UPF, and then proxied by the UPF towards the final destination. Support for general IP payload is expected to be added once the IETF MASQUE work provides support for IP proxying (part of MASQUE WG charter). Support for Ethernet PDU Sessions can also be added, if needed. The solution is hereafter called QUIC-PROXY, but it should be noted that the solution is not based on proxying QUIC connections; it is based on QUIC between UE and UPF to carry payload via QUIC  and this payload is then forwarded by UPF to the destination (see further details below). The payload of the UDP datagrams may contain anything, including a e2e QUIC connection between the UE and a remote server on the DN.
It is a "Low Layer" steering functionality because it operates below the UE IP layer (such as ATSSS-LL), in contrast to a high layer steering functionality that operates above the IP layer (such as MPTCP).
The solution is based on:
1.	The QUIC protocol specified in draft-ietf-quic-transport [6] along with the loss detection and congestion control specified in draft-ietf-quic-recovery [7]; and
2.	The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport.
3. 	The QUIC proxy extensions specified in draft-schinazi-masque-connect-udp [X] for support of proxying UDP payload. This draft has been adopted by the MASQUE WG.  
Note that support for proxying of both UDP and general IP payload is part of the IETF MASQUE WG charter. According to the charter, the WG will first deliver a solution for UDP proxying, and then a solution for IP proxying.
Editor’s note: It is FFS whether a MASQUE solution for IP proxying will be available in time for rel-17.
Support for proxying of Ethernet traffic is not part of the MASQUE WG charter but could be added as a 3GPP-specific extension or be added based on later IETF work. 
[bookmark: _Toc50381040]6.13.2 	High-level Description
This clause provides a brief overview of how the solution operates and how it is applied to support ATSSS for a MA PDU Session.
The Figures are on purpose made similar to some existing figures in the TR, to simplify comparison with existing solutions in the TR.
Control plane aspects
1.	During the establishment of the MA PDU Session, the UE indicates whether it supports QUIC-PROXY and the network selects whether QUIC-PROXY will be used for routing (some or all) traffic of the MA PDU Session across 3GPP and non-3GPP accesses.
UP model
2.	There are separate QUIC connections per access and QoS Flow. Each QUIC connection is mapped to one QoS flow. So, if for example two QoS flows are assigned to the MA PDU Session (as shown Figure 6.X.2-1), then two QUIC connections are established between the UE and the UPF over 3GPP access and two QUIC connections are established between the UE and the UPF over non-3GPP access.
[bookmark: _Hlk48227655]3.	The UE initiates new QUIC Connections, one per access and QoS Flow, when a new QoS Flow is created, i.e. when a QFI us used for which no QUIC Connection exists. This is triggered either when the UE receives a QoS Rule from the network with a new QFI, or when a derived QoS Rule is created with a new QFI. 
	Alternatively, the network explicitly requests creation of new QUIC Connections by providing the UE with "QUIC Connection Setup information" similar to as is proposed in Solution#1 (clause 6.X.Y; proposed in updates to Sol#1 presented at the CC). 
4.	The protocol used for MASQUE (HTTP) may be used to coordinate the mapping between QoS Flow and QUIC Connection between UE and UPF. Alternatively, the UE encodes the QFI into the Connection ID that is provided to UPF during the QUIC Connection setup (which would require that the QUIC implementation in the UE is able to select QUIC Connection ID based on QFI). This ensures that UE and UPF will use the same QUIC Connection for a given QoS Flow (QFI) in both uplink and downlink directions. 
Editor’s note: Whether to use the option to notify UPF about QFI via the MASQUE protocol or encode it in the Connection ID provided by the UE is FFS. 
NOTE 1:	The QUIC protocol can multiplex several PDUs in a single QUIC packet. By using a separate QUIC connection for each QoS flow, we ensure that PDUs belonging to different QoS flows cannot be multiplexed in the same QUIC packet. Furthermore, the UE and UPF will use the same QUIC Connection for a given QoS Flow in uplink and downlink directions. This ensures that e.g. downlink ACK frames are sent with the same QoS as the uplink data packets. 



Figure 6.13.2-1. Proxying MA PDU traffic via different QUIC connections
Sending of uplink data
5.	The UE applies the ATSSS rules to steer each PDU to a specific access and the QoS Rules to steer each PDU to a QoS Flow. 
6. 	To request proxy forwarding the UE sends a request (a HTTP message) for proxying to the UPF via the User Plane. The UE includes information about the IP address and port of the final destination, as well as a request for a “Datagram-Flow-Id”, as described in draft-schinazi-masque-connect-udp [19]. The “Datagram-Flow-Id” represents a flow of datagrams within a single QUIC connection, allowing multiplexing of multiple UDP “flows” on a single QUIC connection.The proxying request needs to be sent by the UE over each QUIC connection where the traffic will be carried, i.e. over the QUIC connection(s) corresponding to the appropriate access(es) and QoS Flow(s). Therefore, when a PDU is steered to a specific QUIC connection and the UE has not yet requested proxy forwarding for this destination server IP address and port (for UDP) for this QUIC connection, the UE sends a HTTP request to UPF, to requests the proxy connection. 
	The UE and UPF stores state information for each UDP flow sent over a QUIC connection, including a Datagram-Flow-Id.
The lifetime of the proxy state is bound to the lifetime of the stream used for the HTTP request. A UE and UPF can close the stream to terminate the forwarding for that specific flow. 
7.	Sending of PDUs: Each QUIC connection carries a sequence of QUIC packets and each QUIC packet carries one or more datagram frames (defined in draft-ietf-quic-datagram [8]). The UE encapsulates the payload of the UDP packet (of the PDU) in a QUIC datagram frame, together with the “Datagram-Flow-Id”. Each QUIC datagram frame thus contains the payload of a UDP packet, the payload of an IP packet, or an Ethernet frame, depending of the type of traffic being proxied. Since the QUIC datagram service is used, the QUIC connection provides an unreliable transport service between the UE and the UPF.
8. 	Once the UPF receives the QUIC packet with the QUIC datagram frame, the UPF extracts the UDP payload, adds re-creates) the appropriate UDP/IP headers based on the “Datagram-Flow-Id”, as described in draft-schinazi-masque-connect-udp [19], and forwards the PDU via N6.
	The protocol stack in Figure 6.13.2-2 illustrates the content “on the wire” for different interfaces.

Figure 6.13.2-2. UP protocol stack

9.	To coordinate what QUIC Connection to use for a given QoS Flow, the UE sends a HTTP message to the UPF (possibly together with the proxy request described in bullet 4 above) including the QFI for which the QUIC Connection is used. Alternatively, the UE encodes the QFI into the Connection ID that is provided to UPF during the QUIC Connection setup. This allows the UE and UPF to associate the same QUIC Connection to the QoS Flow. 
10.	Figure 6.13.2-3 explains (via an example) how the QUIC-PROXY steering functionality is applied to route the traffic of an MA PDU Session in uplink:
a.	The UE is assigned with three IP addresses: The IP@3, which is the IP address of the MA PDU Session, and two link-specific IP addresses, one for 3GPP access (IP@1) and one for non-3GPP access (IP@2). The scope of the link-specific IP addresses is local, i.e. they are used only for UE-UPF communication.
b.	In the example scenario shown in Figure 6.13.2-3, it is assumed that two QoS flows are assigned to the MA PDU Session. Hence, the UE uses the IP@1 to establish two QUIC connections to UPF over 3GPP access and uses the IP@2 to establish two QUIC connections to UPF over non-3GPP access.
c.	The UP processing is schematically described below, taking an example with up-link traffic and UDP-based application in the UE. On the UE side, each IP packet that enters the IP interface associated with the MA PDU Session (refer to Figure 6.13.2-3 for the “step numbers”):
(1).	First, it goes through QoS Flow selection based on the QoS Rules 
(2).	Next the IP packet goes through an Access Selection, which selects the access on which the packet should be transmitted. This selection is based on the ATSSS rules and the measurements (e.g. RTT, loss rate, etc.) received by the QUIC protocol. 
(3).	Then, the IP packet goes through the QUIC Connection Selection/Creation. QUIC Connections associated with the selected Access Type (3GPP or non-3GPP access) and QoS Flow is used to carry the IP packet. 
(4).		The IP packet then goes through the MASQUE functionality. In case a proxy state for the given UDP flow (destination address + port) has not yet been requested on this QUIC Connection, the UE sends a proxy request (HTTP request) to the UPF and includes destination IP address + port. The UPF replies with a 200 OK, and includes a new Datagram-Flow-Id. In case a new QUIC Connection was established in step 3, the UE also notifies the UPF about the QFI for this QUIC Connection. This step is further described in clause 6.13.3.2.
QUIC datagram payload is generated with the UDP payload of the IP packet, and the Datagram-Flow-Id.
(5)-(7). Finally, the packet goes through the QUIC protocol. The QUIC datagram frame is included in a QUIC packet (possibly with other datagram frames of the same QUIC connection) and goes to an access interface (3GPP or non-3GGP) via the UDP/IP layers. The outer IP packet has source address IP@1 or IP@2 and destination address an IP address of UPF, which is provided to UE during the MA PDU Session establishment.
(8-9).	When the UPF receives the GTP-tunneled packet, it identifies the N4 Session based on the PDR, as normal. The UPF processes the QUIC protocol and delivers the QUIC datagram content to the MASQUE application.
(10).	The UPF identifies the UDP flow based on the Datagram-Flow-Id in the QUIC datagram frame and adds the appropriate UDP/IP headers based on the proxy state. 
(11). The UPF executes the QER, URR, FAR processing and sends the packet onto N6 interface.
NOTE 2: 	The purpose of the stepwise description above is to explain and exemplify the solution. Internal interfaces of UE and UPF are not to be standardized by ATSSS.


Figure 6.13.2-3. Example of User-Plane operation (uplink direction, UDP based application/PDU)

Sending of downlink data
11.	Downlink data is steered in a similar way, with the difference that UPF uses N4 rules in order to determine the appropriate access and QoS Flow. Once the UPF has determined the QoS Flow based on the QER(s), the UPF uses the association between QoS Flow and QUIC Connection established as described in bullet 7 to select the suitable QUIC Connection. An example of UPF processing is shown in Figure 6.13.2-4.
	When the UE receives the packet, the UE delivers the UDP payload to the application. 



Figure 6.13.2-4. Example of UPF User-Plane operation (downlink direction, UDP based application/PDU)
Other aspects
12.	Normally, the QUIC-PROXY steering functionality does not split the packets of an IP flow (defined by a 5-tuple) across the two accesses. Separate QUIC Connections are used per access, and there is thus no mechanism that ensures in-order delivery for an IP flow split over both accesses. Therefore, if an IP flow is split across the two accesses the QUIC-PROXY will not prevent out-of-order delivery. Layers above the QUIC-PROXY (e.g. the application layer) may be able to handle the out-of-order delivery. This aspect is thus similar as for rel-16 ATSSS-LL. Note that QUIC Datagram frames are not retransmitted upon loss detection (see draft-ietf-quic-datagram [8]), hence, duplications are not possible.
13.	The QUIC-PROXY can transfer an IP flow from one access to another access according with the ATSSS rules and the measurements (e.g. RTT) received from the QUIC protocol. For example, the blue IP flow in Figure 6.X.2-3 can be transferred from QUIC connection #4 over 3GPP access to QUIC connection #2 over non-3GPP access, when the Access Selection determines e.g. that the RTT of QUIC connection #4 is higher than the RTT of QUIC connection #2. Note that when an IP flow is transferred to another access, the QoS flow used for this IP flows remains the same.
14.	Lost QUIC datagram frames are not retransmitted, detection of lost packets is supported according to draft-ietf-quic-datagram [6]. Congestion control per QUIC connection is supported, as per the QUIC draft. As a result, the UE and the UPF may stop sending datagram frames on a QUIC connection when congestion is detected by the QUIC protocol on this connection.13.	
15.	Round-trip and packet loss measurements per QUIC connection is supported, as specified in draft-ietf-quic-transport [6]. Since each QUIC connection is transmitted on a specific QoS Flow, this means that QUIC-PROXY supports round-trip measurements per QoS Flow and packet loss measurements per QoS Flow.
16. Since the original IP header (IP@3) is not included in the packets sent between UE and UPF, IP fragmentation is not supported. A suitable MTU would need to be provided to the UE to avoid the need for IP fragmentation. Handling of other parameters carried via IP and UDP headers, such as ECN, DSCP, IPv6 Extension headers, is discussed in draft-westerlund-masque-transport-issues [20].  
Editor's note:	It is FFS whether this solution needs double-layer security between the UE and the 5GS (radio level security + QUIC mandatory security). If that is the case, it needs to be clarified how QUIC/DTLS security is set-up. 

[bookmark: _Toc50381041]6.13.3 	Procedures
[bookmark: _Toc50381042]6.13.3.1 	MA PDU Session Establishment
This clause describes the MA PDU Session Establishment, with support for QUIC-PROXY steering functionality. The call flow below is only showing a subset of the messages 

Figure 6.13.3.1-1. MA PDU Session Establishment
The procedure is based on rel-16 MA PDU Session Establishment procedure, with the following differences:
1. The UE indicates support for QUIC-PROXY steering functionality
3a.	The SMF determines the MA PDU Session capability to support QUIC-PROXY, based on UE capabilities and local configuration
3b.	The PCF authorizes the use of QUIC-PROXY and provides PCC Rules, including steering information for QUIC-PROXY
4a.	The SMF initiates N4 Session Establishment and indicates to UPF the use of QUIC-PROXY
4b.	The UPF provides QUIC-PROXY information to the SMF (proxy IP address)
5.	The SMF sends Namf_Communication_N1N2MessageTransfer with a PDU Session Establishment Accept. The PDU Session Establishment Accept contains ATSSS information such as QUICK proxy address and ATSSS Rules with steering information for QUIC-PROXY.
6-7.	The PDU Session Establishment Accept is sent to the UE
8.	The leg over non-3GPP access is added to the MA PDU Session
9. 	QUIC Connection(s) are established between UE and UPF. In order to allow the UPF to use a QUIC connection for downlink traffic before UE needs it for uplink traffic, the UE should initiate QUIC Connection establishment after MA PDU Session Establishment, even if the UE does not have uplink traffic for that QUIC Connection. 

[bookmark: _Hlk46935337][bookmark: _Toc50381043]6.13.3.2	Proxy related signalling
This clause describes the procedure for 1) how the UE requests proxying of UDP packets, and 2) notifies the UPF about the QoS Flow – QUIC Connection association. This signalling takes place via a QUIC Connection of the MA PDU Session user plane.


Figure 6.13.3.2-1. Proxy related signalling
1. 	The UE determines that there is a need to request proxying towards a new destination IP address / port, or to notify the UPF about the QFI associated with a newly established QUIC Connection. 
2. 	The UE sends a HTTP Request over a specific QUIC Connection. To request proxying of PDUs, the UE sends a HTTP Request with the proxy information (destination address and port), as described in draft-schinazi-masque-connect-udp [19]. To notify the UPF about the QFI for a newly established QUIC Connection, the UE sends a HTTP Request including the QFI. 
3. 	The UPF sets up the appropriate proxying state, and/or stores the QFI associated to the QUIC Connection, depending on the content of step 2. The UPF replies with a HTTP Response. If step 2 was a request for proxying, the UPF provides a Datagram-Flow-Id in the response. 
4. 	User data is carried between UE and UPF via the QUIC Connection, and proxied by UPF.
NOTE: 	As described in the draft-schinazi-masque-connect-udp [19], step 4 may be done before step 3 to reduce delays.

[bookmark: _Toc50381044]6.13.4 	Impacts on services, entities, interfaces and IETF protocols
The solution has the following impacts:
Services/Interfaces
Extensions will be needed to SM NAS protocol, Npcf service and N4 protocol to support the new QUIC-PROXY steering functionality
Network Functions and entities
UE
-	Support QUIC protocol and the use of QUIC proxy in the network, based on IETF protocols described below
SMF
-	Support for handling new Steering Functionality towards PCF, UPF and UE
UPF
-	Support for QUIC protocol and QUIC proxy (MASQUE), based on IETF protocols described below.
PCF
-	Support for handling new Steering Functionality 
	
IETF protocols
The solution is dependent on the following IETF drafts:
1.	The QUIC protocol specified in draft-ietf-quic-transport [6] along with the loss detection and congestion control specified in draft-ietf-quic-recovery [7]; and
2.	The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport.
3. 	The QUIC proxy extensions specified in draft-schinazi-masque-connect-udp [19] for support of proxying UDP payload
In order to support IP proxying (for any type of IP payload, not only UDP) and Ethernet PDU Sessions, additional work is needed. 

[bookmark: _Toc50381045]6.14	Solution #14: Proxy based solution using MP-QUIC
[bookmark: _Toc50381046]6.14.1	Introduction
This solution describes a new ATSSS steering functionality called based on proxying of end-user traffic in UPF. In particular, the UE uses QUIC (and HTTP/3) to request the UPF to forward packets to a final destination based on the MASQUE framework being developed in the IETF. 
The solution enables UDP payload to be carried over QUIC between the UE and the UPF, and then proxied by the UPF towards the final destination. Support for general IP payload is expected to be added once the IETF MASQUE work provides support for IP proxying (part of MASQUE WG charter). Support for Ethernet PDU Sessions can also be added, if needed. The solution is hereafter called MP-QUIC-PROXY, but it should be noted that the solution is not based on proxying MP-QUIC connections; it is based on MP-QUIC between UE and UPF to carry payload via MP-QUIC and this payload is then forwarded by UPF to the destination (see further details below). The payload of the UDP datagrams may contain anything, including a e2e QUIC connection between the UE and a remote server on the DN.
It is a "Low Layer" steering functionality because it operates below the UE IP layer (such as ATSSS-LL), in contrast to a high layer steering functionality that operates above the IP layer (such as MPTCP).
The solution is based on:
1.	The QUIC protocol specified in draft-ietf-quic-transport [6] along with the loss detection and congestion control specified in draft-ietf-quic-recovery [7]; and
2.	The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport.
3.	Multipath extensions for QUIC, as defined in draft-deconinck-quic-multipath [10]
4. 	The QUIC proxy extensions specified in draft-schinazi-masque-connect-udp [19] for support of proxying UDP payload. This draft has been adopted by the MASQUE WG.
Note that support for proxying of both UDP and general IP payload is part of the IETF MASQUE WG charter. According to the charter, the WG will first deliver a solution for UDP proxying, and then a solution for IP proxying.
Editor’s note: It is FFS whether a MASQUE solution for IP proxying will be available in time for rel-17.
Support for proxying of Ethernet traffic is not part of the MASQUE WG charter but could be added as a 3GPP-specific extension or be added based on later IETF work. 
[bookmark: _Toc50381047]6.14.2 	High-level Description
This clause provides a brief overview of how the solution operates and how it is applied to support ATSSS for a MA PDU Session.
The Figures are on purpose made similar to some existing figures in the TR, to simplify comparison with existing solutions in the TR.
Control plane aspects
1.	During the establishment of the MA PDU Session, the UE indicates whether it supports MPQUIC-PROXY and the network selects whether MPQUIC-PROXY will be used for routing (some or all) traffic of the MA PDU Session across 3GPP and non-3GPP accesses.
UP model
2.	There are separate MP-QUIC connections per QoS Flow. Each QUIC connection is mapped to one QoS Flow. So, if for example two QoS Flows are assigned to the MA PDU Session (as shown Figure 6.X.2-1), then two MP-QUIC connections are established between the UE and the UPF.
3. 	The UE initiates a new MP-QUIC Connections, one per QoS Flow, when there are ATSS Rules utilizing MP-QUIC and when a new QoS Flow is created, i.e. when a QFI us used for which no MP-QUIC Connection exists. This is triggered either when the UE receives a QoS Rule from the network with a new QFI, or when a derived QoS Rule is created with a new QFI. 
	Alternatively, the network explicitly requests creation of a new MP QUIC Connection by providing the UE with "QUIC Connection Setup information" similar to as is proposed in TBD. 
4.	The protocol used for MASQUE (HTTP) may be also used to coordinate the mapping between QoS Flow and MP-QUIC Connection between UE and UPF. Alternatively, the UE encodes the QFI into the Connection ID that is provided to UPF during the QUIC Connection setup (which would require that the QUIC implementation in the UE is able to select QUIC Connection ID based on QFI). This ensures that UE and UPF will use the same QUIC Connection for a given QoS Flow (QFI) in both uplink and downlink directions.
Editor’s note: Whether to use the option to notify UPF about QFI via the MASQUE protocol or encode it in the Connection ID provided by the UE is FFS. 
NOTE 1:	The MP-QUIC protocol can multiplex several PDUs in a single QUIC packet. By using a separate QUIC connection for each QoS Flow, we ensure that PDUs belonging to different QoS Flows cannot be multiplexed in the same QUIC packet. Furthermore, the UE and UPF will use the same QUIC Connection for a given QoS Flow in uplink and downlink directions. This ensures that e.g. downlink ACK frames are sent with the same QoS as the uplink data packets.



Figure 6.14.2-1. Proxying MA PDU traffic via different QUIC connections

Sending of uplink data
5.	The UE applies the ATSSS rules to steer each PDU to a specific access and the QoS Rules to steer each PDU to a QoS Flow. 
6. 	To request proxy forwarding the UE sends a request (a HTTP message) for proxying to the UPF via the User Plane. The UE includes information about the IP address and port of the final destination, as well as a request for a “Datagram-Flow-Id”, as described in draft-schinazi-masque-connect-udp [19]. The “Datagram-Flow-Id” represents a flow of datagrams within a single QUIC connection, allowing multiplexing of multiple UDP “flows” on a single MP-QUIC connection. The proxying request needs to be sent by the UE over the MP-QUIC connection where the traffic will be carried, i.e. over the MP-QUIC connection corresponding to the appropriate QoS Flow. Therefore, when a PDU is steered to a specific MP-QUIC connection and the UE has not yet requested proxy forwarding for this destination server IP address and port (for UDP) for this MP-QUIC connection, the UE sends a HTTP request to UPF, to requests the proxy connection. 
	The UE and UPF stores state information for each UDP flow sent over a QUIC connection, including a Datagram-Flow-Id.
The lifetime of the proxy state is bound to the lifetime of the stream used for the HTTP request. A UE and UPF can close the stream to terminate the forwarding for that specific flow.
7.	Sending of PDUs: The MP-QUIC connection carries QUIC packets and each QUIC packet carries one or more datagram frames (defined in draft-ietf-quic-datagram [8]). The UE encapsulates the payload of the UDP packet (of the PDU) in a QUIC datagram frame, together with the “Datagram-Flow-Id”. Each QUIC datagram frame thus contains the payload of a UDP packet, the payload of an IP packet, or an Ethernet frame, depending of the type of traffic being proxied. Since the QUIC datagram service is used, the QUIC connection provides an unreliable transport service between the UE and the UPF.
The MP-QUIC connection carries QUIC packets via MP-QUIC uniflows. Each uniflow is associated with an access (3GPP access or non-3GPP access) and has its own congestion control state, as described in draft-deconinck-quic-multipath [10].
Editor’s note: The usage of MASQUE with MP-QUIC has not been discussed in IETF. Whether and how the CONNECT-UDP method and use of Datagram-Flow-Id will be impacted is FFS. The MP-QUIC draft in [10] is not mature in IETF and changes to different aspects are likely to happen.
8. 	Once the UPF receives the QUIC packet with the QUIC datagram frame, the UPF extracts the UDP payload, adds (re-creates) the appropriate UDP/IP headers based on the “Datagram-Flow-Id”, as described in draft-schinazi-masque-connect-udp [X], and forwards the PDU via N6. 
	The protocol stack in Figure 6.14.2-2 illustrates the content “on the wire” for different interfaces.


Figure 6.14.2-2. UP protocol stack

9.	To coordinate what MP-QUIC Connection to use for a given QoS Flow, the UE sends a HTTP message to the UPF (possibly together with the proxy request described in bullet 4 above) including the QFI for which the MP-QUIC Connection is used. Alternatively, the UE encodes the QFI into the Connection ID that is provided to UPF during the QUIC Connection setup. This allows the UE and UPF to associate the same QUIC Connection to the QoS Flow.
10.	Figure 6.14.2-3 explains (via an example) how the MPQUIC-PROXY steering functionality is applied to route the traffic of an MA PDU Session in uplink:
a.	The UE is assigned with three IP addresses: The IP@3, which is the IP address of the MA PDU Session, and two link-specific IP addresses, one for 3GPP access (IP@1) and one for non-3GPP access (IP@2). The scope of the link-specific IP addresses is local, i.e. they are used only for UE-UPF communication.
b.	In the example scenario shown in Figure 6.14.2-3, it is assumed that two QoS flows are assigned to the MA PDU Session. Hence, two QUIC connections are established between UE and UPF. The UE uses the IP@1 to establish MP-QUIC UL uniflows over 3GPP access and uses the IP@2 to establish MP-QUIC UL uniflows over non-3GPP access. The UPF uses IP@1 and IP@2 to establish DL uniflows over 3GPP access and non-3GPP access, respectively
c.	The UP processing is schematically described below, taking an example with up-link traffic and UDP-based application in the UE. On the UE side, each IP packet that enters the IP interface associated with the MA PDU Session (refer to Figure 6.14.2-3 for the “step numbers”):
(1).	First, the IP packet goes through QoS Flow selection based on the QoS Rules. This is similar to rel-16 ATSSS functionality. 
(2).	Then, the IP packet goes through the MP-QUIC Connection Selection/Creation. A MP-QUIC Connection associated with the selected QoS Flow is used to carry the IP packet. 
(3).		The IP packet then goes through the MASQUE functionality. In case a proxy state for the given UDP flow (destination address + port) has not yet been requested on this MP-QUIC Connection, the UE sends a proxy request (HTTP request) to the UPF and includes destination server name + port. The UPF replies with a 200 OK, and includes a new Datagram-Flow-Id. In case a new MP-QUIC Connection was established in step 2, the UE also notifies the UPF about the QFI for this MP-QUIC Connection. This step is further described in clause 6.14.3.2.
QUIC datagram payload is generated with the UDP payload of the IP packet, and the Datagram-Flow-Id.
(4-6). Then the packet goes through the MP-QUIC protocol. The MP-QUIC protocol selects an uniflow with a certain access type based on the ATSSS Rules (steering mode etc) and measurements to send the packet i.e. a uniflow over the selected access type is used for transmitting the QUIC packet.
The QUIC datagram frame is included in a QUIC packet (possibly with other datagram frames of the same MP-QUIC connection) and goes to an access interface (3GPP or non-3GGP) via the UDP/IP layers. The outer IP packet has source address IP@1 or IP@2 and destination address an IP address of UPF, which is provided to UE during the MA PDU Session establishment.
(7-8).	When the UPF receives the GTP-tunneled packet, it identifies the N4 Session based on the PDR, as normal. The UPF processes the MP-QUIC protocol and delivers the QUIC datagram content to the MASQUE application.
(9).	The UPF identifies the UDP flow based on the Datagram-Flow-Id in the QUIC datagram frame and adds the appropriate UDP/IP headers based on the proxy state. 
(10). The UPF executes the QER, URR, FAR processing and sends the packet onto N6 interface.
NOTE: 	The purpose of the stepwise description above is to explain and exemplify the solution. Internal interfaces of UE and UPF are not to be standardized by ATSSS.

Figure 6.14.2-3. Illustration of User-Plane operation (uplink direction, UDP based application/PDU)

Sending of downlink data
11.	Downlink data is steered in a similar way, with the difference that UPF uses N4 rules in order to determine the appropriate access and QoS Flow. Once the UPF has determined the QoS Flow based on the QER(s), the UPF uses the association between QoS Flow and MP-QUIC Connection established as described in bullet 7 (above) to select the suitable MP-QUIC Connection. The MP-QUIC protocol in UPF selects an uniflow with a certain access type based on the N4 Rules (steering mode etc) and measurements to send the packet i.e. a uniflow over the selected access type is used for transmitting the downlink QUIC packet. An example of UPF processing is shown in Figure 6.14.2-4.
When the UE receives the packet, the UE delivers the UDP payload to the application.


Figure 6.14.2-4. Illustration of UPF User-Plane operation (downlink direction, UDP based application/PDU)
Other aspects
12.	Packet splitting is supported based on MP-QUIC functionality
13.	Round-trip and packet loss measurements per MP-QUIC uniflow is supported, as specified in draft-ietf-quic-transport [6] and draft-deconinck-quic-multipath [10]. Since each QUIC connection is transmitted on a specific QoS Flow, this means that QUIC-PROXY supports round-trip measurements per QoS Flow and packet loss measurements per QoS Flow.
14. Since the original IP header (IP@3) is not included in the packets sent between UE and UPF, IP fragmentation is not supported. A suitable MTU would need to be provided to the UE to avoid the need for IP fragmentation. Handling of other parameters carried via IP and UDP headers, such as ECN, DSCP, IPv6 Extension headers, is discussed in draft-westerlund-masque-transport-issues [20].  
Editor's note:	It is FFS whether this solution needs double-layer security between the UE and the 5GS (radio level security + QUIC mandatory security). If that is the case, it needs to be clarified how QUIC/DTLS security is set-up. 

[bookmark: _Toc50381048]6.14.3 	Procedures
[bookmark: _Toc50381049]6.14.3.1 	MA PDU Session Establishment
This clause describes the MA PDU Session Establishment, with support for MPQUIC-PROXY steering functionality. The call flow below is only showing a subset of the messages 

Figure 6.14.3.1-1. MA PDU Session Establishment
The procedure is based on rel-16 MA PDU Session Establishment procedure, with the following differences:
1. The UE indicates support for MPQUIC-PROXY steering functionality
3a.	The SMF determines the MA PDU Session capability to support MPQUIC-PROXY, based on UE capabilities and local configuration
3b.	The PCF authorizes the use of MPQUIC-PROXY and provides PCC Rules, including steering information for QUIC-PROXY
4a.	The SMF initiates N4 Session Establishment and indicates to UPF the use of MPQUIC-PROXY
4b.	The UPF provides MPQUIC-PROXY information to the SMF (proxy IP address)
5.	The SMF sends Namf_Communication_N1N2MessageTransfer with a PDU Session Establishment Accept. The PDU Session Establishment Accept contains ATSSS information such as MP-QUICK proxy address and ATSSS Rules with steering information for MPQUIC-PROXY.
6-7.	The PDU Session Establishment Accept is sent to the UE
8.	The leg over non-3GPP access is added to the MA PDU Session
9. 	QUIC Connection(s) are established between UE and UPF. In order to allow the UPF to use a QUIC connection for downlink traffic before UE needs it for uplink traffic, the UE should initiate QUIC Connection establishment after MA PDU Session Establishment, even if the UE does not have uplink traffic for that QUIC Connection.

[bookmark: _Toc50381050]6.14.3.2	Proxy related signalling
This clause describes the procedure for 1) how the UE requests proxying of UDP packets, and 2) notifies the UPF about the QoS Flow – MP-QUIC Connection association. This signalling takes place via a MP-QUIC Connection of the MA PDU Session user plane.


Figure 6.14.3.2-1. Proxy related signalling
1. 	The UE determines that there is a need to request proxying towards a new destination IP address / port, or to notify the UPF about the QFI associated with a newly established MP-QUIC Connection. 
2. 	The UE sends a HTTP Request over a specific MP-QUIC Connection. To request proxying of PDUs, the UE sends a HTTP Request with the proxy information (destination address and port), as described in draft-schinazi-masque-connect-udp [19]. To notify the UPF about the QFI for a newly established MP-QUIC Connection, the UE sends a HTTP Request including the QFI. 
3. 	The UPF sets up the appropriate proxying state, and/or stores the QFI associated to the MP-QUIC Connection, depending on the content of step 2. The UPF replies with a HTTP Response. If step 2 was a request for proxying, the UPF provides a Datagram-Flow-Id in the response. 
4. 	User data is carried between UE and UPF via the MP-QUIC Connection and proxied by UPF.
NOTE: 	As described in the draft-schinazi-masque-connect-udp [19], step 4 may be done before step 3 to reduce delays.
[bookmark: _Toc50381051]6.14.4 	Impacts on services, entities, interfaces and IETF protocols
The solution has the following impacts:
Services/Interfaces
· Extensions will be needed to SM NAS protocol, Npcf service and N4 protocol to support the new QUIC-PROXY steering functionality
Network Functions and entities
UE
-	Support MP-QUIC protocol and the use of QUIC proxy in the network, based on IETF protocols described below
SMF
-	Support for handling new Steering Functionality towards PCF, UPF and UE
UPF
-	Support for MP-QUIC protocol and QUIC proxy (MASQUE), based on IETF protocols described below.
PCF
-	Support for handling new Steering Functionality 
IETF protocols
The solution is dependent on the following IETF drafts:
1.	The QUIC protocol specified in draft-ietf-quic-transport [6] along with the loss detection and congestion control specified in draft-ietf-quic-recovery [7]; and
2.	The QUIC extensions specified in draft-ietf-quic-datagram [8] for supporting unreliable datagram transport.
3. 	The QUIC proxy extensions specified in draft-schinazi-masque-connect-udp [19] for support of proxying UDP payload
4.	The multipath extensions for QUIC, as defined in draft-deconinck-quic-multipath [10]
Editor’s note: Two of these drafts are individual drafts. IETF WG adoption of draft-deconinck-quic-multipath is still FFS. The draft-schinazi-masque-connect-udp has been adopted by the MASQUE WG.  
In order to support IP proxying (for IP-based PDU Session types) and Ethernet PDU Sessions, additional work is needed. 
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Editor's note:	This clause lists the key issue(s) addressed by this solution.
[bookmark: _Toc16839384][bookmark: _Toc21087543]
[bookmark: _Toc23326077][bookmark: _Toc23517598][bookmark: _Toc23519157][bookmark: _Toc43336556][bookmark: _Toc43708110][bookmark: _Toc43708184][bookmark: _Toc43708260][bookmark: _Toc44670886][bookmark: _Toc50381054]6.X.2	High-level Description
Editor's note:	This clause outlines solution principles, assumptions and high-level architectures, etc.
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Editor's note:	This clause describes services and related high-level procedures for the solution.
[bookmark: _Toc16839386][bookmark: _Toc21087545]
[bookmark: _Toc23326079][bookmark: _Toc23517600][bookmark: _Toc23519159][bookmark: _Toc43336558][bookmark: _Toc43708112][bookmark: _Toc43708186][bookmark: _Toc43708262][bookmark: _Toc44670888][bookmark: _Toc50381056]6.X.4	Impacts on services, entities, interfaces and IETF protocols
Editor's note:	This clause describes impacts to existing services and interfaces.
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Editor's note:	This clause will provide a general evaluation of the solutions.
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Editor's note:	This clause will capture conclusions from the study.
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