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Abstract of the contribution: Data notification solution in VIAPA scenario. 
1. Introduction
This paper propose a solution for data notification in VIAPA scenario.
2. Proposal
It is proposed to include following solution into TR 23.700-07.
FIRST CHANGE (NEW TEXT)
[bookmark: _Toc31114358][bookmark: _Toc31120381][bookmark: _Toc22552197][bookmark: _Toc22930370][bookmark: _Toc22987240][bookmark: _Toc23256826][bookmark: _Toc25353554][bookmark: _Toc25918800][bookmark: _Toc31011419][bookmark: _Toc31176932]6.X	Solution #X: Data notification for SNPN/PLMN support VIAPA
[bookmark: _Toc16839383][bookmark: _Toc21087542][bookmark: _Toc23326076][bookmark: _Toc25934682][bookmark: _Toc26337062][bookmark: _Toc31114359][bookmark: _Toc31120382]6.X.1	Introduction
This solution addresses KI#2 "NPN support for Video, Imaging and Audio for Professional Applications (VIAPA)". This solution is for SNPN case.
[bookmark: _Toc16839384][bookmark: _Toc21087543][bookmark: _Toc23326077][bookmark: _Toc25934683][bookmark: _Toc26337063][bookmark: _Toc31114360][bookmark: _Toc31120383]The security tunnel between UE and N3IWF is established using IKE protocol, which will periodically exchange messages for keeping alive. This is not ideal for UE to access SNPN via 3GPP access and interact with PLMN or vice versa.
6.X.2	Functional Description
To avoid periodically wake up the UE only for keeping alive, the key idea of this solution is that N3IWF and UE retain the context of the security tunnel (IKE and IPSec) between the UE and the N3IWF when the security tunnel is released. When the security tunnel with the UE is released, the N3IWF can retain the N3 tunnel with UPF, hence the AMF considers the UE is still in CM-CONNECTED state over non-3GPP access, or the N3IWF can release the N3 tunnel with UPF, hence the AMF considers the UE is in CM-IDLE state over non-3GPP access.
The following procedures illustrate the flows for UE having PDU sessions in PLMN when accessing SNPN, which is similar with UE having PDU sessions in SNPN when accessing PLMN.
[bookmark: _Toc16839385][bookmark: _Toc21087544][bookmark: _Toc23326078][bookmark: _Toc25934684][bookmark: _Toc26337064][bookmark: _Toc31114361][bookmark: _Toc31120384]6.X.3	Procedures
The following figure 6.X.3-1 illustrates the procedure of data notification from PLMN when UE accessing SNPN. 


Figure 6.X.3-1: Data notification from PLMN when UE accessing SNPN
1.	The UE is accessing SNPN and has established security tunnel with the PLMN N3IWF. The UE has established PDU sessions in PLMN, the PDU session establishment procedure may be through SNPN or not. The PDU sessions in the PLMN may be inactive now.
2.	UE to PLMN AMF: N1 message (non-3GPP reachability).
The N1 message is sent via the SNPN UP and PLMN N3IWF. The non-3GPP reachability indicates that the UE supports retain the context of the security tunnel between the UE and the PLMN N3IWF when the security tunnel is released. The non-3GPP reachability shall not be included when the UE access PLMN/SNPN via WLAN.
The N1 message in step 2 may be involved in different procedure with the N1 message in step 3, e.g. the N1 message in step 2 may be the Registration Request of a registration procedure while the N1 message in step 3 may be a DL NAS message in service request procedure.
3.	PLMN AMF to PLMN N3IWF: N2 message (release assistance info, N1 message (reachability indicator)).
The PLMN AMF determines, based on the received non-3GPP reachability, subscription data (whether the user reachability is needed or not when accessing SNPN/PLMN) or information of the existing PDU sessions (whether the DL data notification is needed or not when accessing SNPN/PLMN) for the user, capability of the PLMN N3IWF, etc., to indicate the release assistance info to the PLMN N3IWF and indicate the reachability indicator to the UE for making the UE reachable via non-3GPP access.
The release assistance info indicates the PLMN N3IWF to retain the context of the security tunnel for the UE as well as whether to make the UE in CM-IDLE when the security tunnel is released. The reachability indicator indicates the UE to retain the context of the security tunnel with the PLMN N3IWF when the security tunnel is released.
4.	PLMN N3IWF forward the N1 message (reachability indicator) over SNPN UP to the UE.
5.	When the security tunnel between the UE and the PLMN N3IWF is released, the UE retains the context of the security tunnel according to the reachability indicator. The PLMN N3IWF retains the context of the security tunnel and may trigger the AN release procedure to make the UE in CM-IDLE state over non-3GPP access according to the release assistance info.
6.	When DL data of a PDU session in the PLMN is arrived, the PLMN tries to notify the UE of the data arrival. 
6a.	If the PLMN UPF does not have corresponding FAR for the DL data, the PLMN UPF notifies the PLMN SMF of the DL data, the PLMN SMF triggers the PLMN AMF to notify the UE, the PLMN AMF determines that the UE is reachable over non-3GPP access, then sends a N1 message to the UE via the PLMN N3IWF. 
6b.	If the PLMN UPF has corresponding FAR for the DL data over non-3GPP access, the PLMN UPF sends the DL data to the PLMN N3IWF.
7.	The PLMN N3IWF finds out the retained context for the security tunnel based on the received N2 message or the DL data, e.g. 5G-GUTI in the N2 message or destination IP of the DL data, and encapsulates the received N1 message or DL data in an IPSec protocol data destined to the UE with the context, e.g. encapsulation with the destination IP in the context, encryption and/or integrity protection with the keys, algorithms, and parameters in the context.
8.	The PLMN N3IWF sends out the IPSec protocol data, which will be routed to the SNPN UPF.
9.	The SNPN performs the network triggered service request procedure with the UE, i.e. page the UE if UE is in CM-IDLE state in the SNPN, or notify the UE over NAS if UE is in CM-CONNECTED state in the SNPN.
10.	After the PDU session for delivering the IPSec protocol data has been established in the SNPN, the SNPN UPF forwards the IPSec protocol data to the UE via the PDU session in the SNPN.
11.	The UE finds out the retained context for the security tunnel based on the source IP of the received IPSec protocol data, and uses the corresponding context to handle the IPSec protocol data, e.g. decryption and/or integrity check with the keys, algorithms, and parameters in the context.
12.	If the N1 message or the DL data from PLMN is successfully received, the UE and the PLMN N3IWF use the retained context to activate the security tunnel until it has been expired. In this case, the UE establish a new security tunnel with the PLMN N3IWF for further message or data transmission. The PLMN N3IWF may determine to establish a new security tunnel and release the original security tunnel with the UE based on policy.
[bookmark: _Toc16839386][bookmark: _Toc21087545][bookmark: _Toc23326079][bookmark: _Toc25934685][bookmark: _Toc26337065][bookmark: _Toc31114362][bookmark: _Toc31120385]If N1 message from PLMN is received, the UE initiates service request procedure with the PLMN via the SNPN to activate corresponding PDU session in the PLMN.
The UE and PLMN N3IWF shall remove the retained context after the new security tunnel has been established.
6.X.4	Impacts on services, entities and interfaces
Editor's note:	This clause lists impacts to services, entities and interfaces.
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