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Proposal

It is proposed to update TS 23.715 as follows.
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References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.101: "3rd Generation Partnership Project; Technical Specification Group Services and Systems Aspects; Service aspects; Service principles".

[3]
3GPP TS 22.115: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Service aspects; Charging and billing".

[4]
3GPP TS 22.228: "3rd Generation Partnership Project; Service requirements for the IP multimedia core network subsystem".

[5]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[6]
3GPP TS 23.203: "Policies and Charging control architecture; Stage 2".
[7]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[8]
3GPP TS 23.167: "3rd Generation Partnership Project; Technical Specification Group Services and Systems Aspects; IP Multimedia Subsystem (IMS) emergency sessions".
[9]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[x]
3GPP TS 22.011: “Technical Specification Group Services and System Aspects; Service accessibility”.
NEXT CHANGE
8
Evaluation

Editor's note:
This clause will provide a general evaluation of the solutions.
	Key Issue #EPC-1: Network indicating support for Restricted Local Operator Services and related UE behaviour
	Description
	Advantages
	Drawbacks

	Solution #1
	1)A new SIB provided by E-UTRAN indicates that the PLMN is configured to supports Restricted Local Operator Services. 
2)The PLMNs where RLOS is supported may be stored in UICC (or ME)
3)Whether automatic PLMN selection needs to be supported for RLOS will be confirmed by CT WG1.
	1)It is the only way to prevent UEs to even send a message.
2)In line with SA1

	None

	Solution #9
	1)New SIB: same as solution #1

2)PLMN selection by user or configured in ME
	1)Same
	1)None for new SIB. 

2)PLMN selection configured in ME would require more specification work.


	Key Issue #EPC-2: RLOS request indication
	Description
	Advantages
	Drawbacks

	Solution #2
	RLOS indication in Attach (UE-CN)
	For entering RLOS EPC procedures
	None

	Solution #4
	RLOS indication in Attach (UE-CN)
	For entering RLOS EPC procedures
	None

	Solution #9
	RLOS RRC establishment cause (UE-RAN)
	For admission control in RAN
	RAN impacts


	Key Issue #EPC-3: Support of unauthenticated UEs access to RLOS (congestion issue)
	Description
	Advantages
	Drawbacks

	Solution #1
	An operator may decide to unset the SIB indicator e.g. using OAM to prevent access attempts from UEs for RLOS e.g. in case of network congestion
	No impacts to the specs
	1) RLOS for all UEs or no UEs

2)Slow mechanism

3)Cannot be extended to CN congestion situations

	Solution #9
	The E-UTRAN may reject the RRC connection establishment with extended wait timer for RLOS attempts
	1)Per UE mechanism

2)Fast and proportional to the level of congestion

3)Can also apply before congestion

4)Can be extended to CN overload by adding S1 overload message
	RAN impacts


	Key Issue #EPC-3: Support of unauthenticated UEs access to RLOS (EPC access issue)
	Description
	Advantages
	Drawbacks

	Solution #6
	Partial solution:

Enabling VoLTE calls after initial attachment:

· First option: the RLOS APN can lead to a portal that guides the user to various services. Alternatively, if the UE attached to RLOS APN can be IMS authenticated, the UE can use IMS APN to re-(register) in IMS

· In the second option, the RLOS APN may lead directly to the IMS network to initiate the requested RLOS VoLTE service

· SIP signalling may not acquire the QCI 5 that would typically be associated with an APN dedicated for IMS
	The text related to QCI=5 might not be used should be captured
	Not a full solution

Apart from non-roamers UEs in limited service state, UEs cannot be authenticated. So, text is incorrect.



	Solution #2
	RLOS attach with RLOS indication, no authentication, configured APN for RLOS, P-CSCF address in PCO, PGW shall block any traffic that is not from or to addresses of network entities (e.g. P-CSCF, captive portal), UE and Network shall implicitly detach without NAS signalling transactions.
	Basic solution.


	Some aspects are missing

	Solution #4
	Same as solution #2 plus charging, location services, mobility aspects.

Difference is that authentication is performed for non-roaming UEs in limited service state in order to use credentials (see key issue EPC#4). 


	Charging aspects, ARP aspects, PCC deployments considerations. 
	None


	Key Issue #EPC-4: Support of authenticated UEs access to RLOS
	Description
	Advantages
	Drawbacks

	Solution #2
	UE requesting RLOS is authenticated but in limited state: MME skips the authentication
	Simple; authentication is always skipped when RLOS indication is present
	No integrity protection nor ciphering for control and user planes

	Solution #4
	UE requesting RLOS is authenticated and non-roamer but in limited state: MME performs the authentication to get credentials
	It allows to integrity protect and cipher control and user planes.
	More complex than solution #2

	
	
	
	


	Key Issue #EPC-6: Collection of charging information
	Description
	Advantages
	Drawbacks

	Solution #4
	Charging of RLOS PDN connections can be performed by OFCS and OCS as for regular PDN connections. The rating group provided by PCRF should just be a RLOS specific rating group
	No changes. Only configuration for RLOS.
	None


	Key Issue #EPC-7: Level of security
	Description
	Advantages
	Drawbacks

	Solution #2 
	Mimics emergency calls for unauthenticated UEs per 23.617 annex K.3.

Treats all RLOS requests as for unauthenticated UEs.
	The solution supports the requirement "Level of security should not be less than that which is currently applied to existing equivalent network access methods (e.g., unauthenticated emergency calling)".
	Does not protect customer from false base station attacks.

	Solution #4 
	Mimics emergency calls for unauthenticated UEs per 23.617 annex K.3. 

In addition, for UEs in limited service state for which subscribers belong to the local PLMN, integrity protection is ensured for signalling and ciphering is possible for control and user plane.
	The solution supports the requirement "Level of security should not be less than that which is currently applied to existing equivalent network access methods (e.g., unauthenticated emergency calling)".
For UEs of the local PLMN (but which are in limited service state) it allows to integrity protect control plane and cipher the control and user planes.

	Does not protect customer from false base station attacks.

	Solution #11
	In order to reduce the fraud risks associated with RLOS, the UE shall not offer RLOS services to the user unless the serving cell has a Mobile Country Code from the set {310, …, 316}
	Simple additional mechanism only impacting the ME to protect customer from false base station attacks.
	List needs to be extended if other countries require to use RLOS. UEs need to be updated (e.g. via over the air updates).
Does not protect against fraud risks when MCC = {310, …, 316}

Should it be GSMA decision?


	Key Issues #IMS-1: Support for unauthenticated and authenticated user

#IMS-2: Identification of Restricted Local Operator Services at IMS layer 

#IMS-3: Handling IMS session for Restricted Local Operator Services
	Description
	Advantages
	Drawbacks

	Solution #3
	RLOS indication in SIP REGISTER.

In line with S8HR emergency calls specified in 23.167 Annex K3.

No authentication at IMS layer since 23.167 Annex K3 is for unauthenticated UEs.
	Minimal changes if 23.167 Annex K.3 is reused as is.
	No integrity protection nor ciphering for non-roaming UEs in limited service state.

	Solution #5
	Same as solution #3 but where the non-roaming UEs in limited service state are authenticated only to retrieve credentials. 
	It allows to integrity protect and cipher control and user planes.
	More complex than solution #3

	Solution #7
	In the first scenario (unauthenticated UEs), RLOS UEs are allowed to make VoLTE calls even if their IMS registration cannot be successful.

In the second scenario (authenticated UEs), RLOS UEs are registered in IMS with identities specially assigned for RLOS that allow them to make VoLTE calls
	To capture: based on operator policy, be configured with a limited set of destinations
	No clear description. Looks like solution #5 but does not state whether 23.167 is reused or if it rely on new procedures (which would have more impacts)


	Solution #10
	Skipping IMS registration as for emergency calls. 
	
	Not in line with S8HR emergency calls specified in 23.167 Annex K3


	Key issue #IMS-4: Support of emergency services by UEs attached for RLOS
	Description
	Advantages
	Drawbacks

	Solution #3
	Not described


	
	

	Solution #5
	UE does not detach to initiate an emergency call: the P-CSCF will route the emergency call to E-CSCF
	No need to detach from RLOS APN to obtain emergency call. Minimal changes to P-CSCF.
	None

	Solution #8
	The UE may detach from RLOS and then do emergency Attach, or the UE may decide to stay RLOS attached and to establish an emergency PDN connectivity towards the emergency APN.
	
	Not clear which procedure is intended. Complexity / more impacts if we have to implement both. 
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Conclusions

Editor's note:
This clause will capture agreed conclusions from the study.

For Key Issue EPC#1 (Network indicating support for Restricted Local Operator Services and related UE behaviour), it is agreed that: 

-
A new SIB provided by E-UTRAN indicates that the PLMN is configured to supports Restricted Local Operator Services.

-
The PLMNs where RLOS is supported may be stored in UICC (or ME).

-
In automatic PLMN selection, if registration cannot be achieved on any PLMN and at least one PLMN offering restricted local operator services has been found, the UE shall behave as stated in TS 22.011 [x] clause 3.2.2.2.

For Key Issue EPC#2 (RLOS request indication), it is agreed that: 

-
The UE shall indicate in the Attach Request that the attachment is for RLOS.

-
During the RRC connection establishment procedure, the UE indicates in the RRC signalling that the RRC connection is for RLOS access, using RLOS RRC establishment cause, per solution #9.

For Key Issues EPC#3 (Support of unauthenticated UEs access to RLOS) and EPC#4 (Support of authenticated UEs access to RLOS), it is agreed that: 

-
For congestion issue, solution #9 is adopted.

-
For EPC access issue, solution #4 is adopted with the following clarifications:

-
Authentication for EPC access for roaming UEs in limited state may be performed based on local operator policy;

-
 MME initiated detach based on RRC release or implicit detach timer is excluded;

-
Handling related to End of RLOS session is excluded (as “End of RLOS session” is not defined);
-
The following PGW function proposed in solution #2 is adopted: duration of PDN connection for RLOS is controlled through local policies in PGW;
-
For configuring access to IMS after initial attachment to EPC, solution #6 is adopted.
For Key Issue EPC#6 (collection of charging information), it is agreed that:
-
Solution #4 is adopted.

For Key Issue EPC#7 (level of security), it is agreed that:
-
Solution #4 is adopted.
For Key Issues IMS#1 (Support for unauthenticated and authenticated user), IMS#2 (Identification of Restricted Local Operator Services at IMS layer) and IMS#3 (Handling IMS session for Restricted Local Operator Service), it is agreed that:
-
For UEs unauthenticated at IMS layer (manual roamers) and for UEs whose IMSI belongs to the local operator, the solution 7 is adopted complemented with the solution 5 optional capabilities for security checks, with the following clarification:

-
Whether the P-CSCF may be configured to consider UEs whose IMSI belongs to the local operator as unauthenticated UEs will be decided by SA3.

For Key Issue IMS#4 (Support of emergency services by UEs attached for RLOS), it is agreed that:
-
Solution in clause 7.8.2.1 “UE performs detach from RLOS and then do emergency Attach” is adopted to support emergency service for a RLOS attached UE.
END OF CHANGES
�Should be decided whether to keep or remove depending on the acceptable impacts to E-UTRAN: RAN has NOT planned any budget for PARLOS up to now and we should minimize the impacts (the impacts to UTRAN will be listed one by one in the coversheet for TR presentation).


�I would suggest that the operator would have the possibility to consider all UEs as unauthenticated UEs, but SA3 may require some security for the UEs belonging to the local operator. They have a Work Item for that. 
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