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Abstract of the contribution: This paper discusses the changes to bring to the Sx parameters structure: clarifying the numbers of PDRs, the numbers of FARs per PDR, the buffering parameters, the Source and Destination Interfaces and proposes to add an Apply Action parameter to avoid affecting all the PDRs of the Sx session when a UE changes between IDLE mode and CONNECTED mode.  
1 Discussion
1.1 Current status

The structure of the rules provided over Sx was agreed at SA2#117 meeting in S2-166273 and it is shown below.
Table 7.3-1: Attributes within Packet Detection Rule

	Attribute
	Description
	Comment
	Applicability

	
	
	
	SGW


	PDN GW
	TDF

	Session ID
	Identifies the session associated to this PDR
	
	X
	X
	X

	Rule ID
	Unique identifier to identify this information.
	
	X
	X
	X

	Precedence
	Determines the order, in which the detection information of all rules is applied
	
	
	X
	X

	Packet Detection information
	PDN instance
	Identifies the PDN instance associated with the incoming packet. Needed e.g. in case one UP function supports multiple APN with overlapping IP addresses.
	
	
	X
	X

	
	Source interface 
	Contains at least the values “access side”, “core side” or "SGi-LAN"
	Identifies whether the rule applies to incoming packets from the access side (i.e. up-link), the core side (i.e. down-link) or the SGi-LAN side (the packet has experienced SGi-LAN Service Functions)


	X
	X
	X

	
	UE IP address 
	One IPv4 address and/or one IPv6 prefix with prefix length
	Combination of UE IP address, F-TEID, SDF filters, application ID for traffic detection:


	
	X
	X

	
	Local F-TEID 
	
	
	X
	X
	

	
	SDF Filter
	
	
	
	X
	X

	
	Application ID
	
	
	
	X
	X

	List of Forwarding Action Rule ID(s)
	Every Forwarding action Rule ID identifies a forwarding action that has to be applied to a packet matching this rule.
	
	X
	X
	X

	List of Reporting Rule ID(s)
	Every Reporting Rule ID identifies a measurement action that has to be applied to a packet matching this rule.
	
	X
	X
	X

	List of QoS Enforcement Rule ID(s)
	Every QoS Enforcement Rule ID identifies a QoS enforcement action that has to be applied to a packet matching this rule. 
	
	
	X
	X

	Notification of start/stop
	Used by CP function to instruct UP function to report application's start or stop.
	
	
	X
	X


The use cases are depicted in the following figure. 
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The use cases for a combined SGW/PGW are (this does not include the duplication for Lawful Interception):
For uplink:

· Access to SGi-LAN

· SGi-LAN to SGi? no
· Access to CP: DHCP, IPv6 RA
· CP to SGi-LAN? no
· CP to  SGi: Radius/Diameter signalling
For downlink:

· SGi to SGi-LAN

· SGi-LAN to Access

· SGi-LAN to local buffering

· SGi-LAN to CP

· SGi to Access

· SGi to CP

· SGi to local buffering

· CP to Access

Observation 1: It is stated in clause 7.3 that there is one separate PDR per direction, e.g. a PDR for UL direction and a PDR for DL direction. But there is only one Source Interface per PDR. This means as many PDRs as Source Interfaces.  
Observation 2a: The Source Interface comprises 3 values: “access side”, “core side” or "SGi-LAN". There is traffic from the Control Plane, which needs to be linked to a set of FAR/URR/QER rules. Hence a new value "CP" should be added. CP interface can be identified by a specific F-TEID, which can identify whether it is UL-CP or DL-CP:
	Source Interface/Destination Interface
	Access
	SGi 
	SGi-LAN
	CP
	Can "Source Interface" alone determine a unique set of rules?

	Access
	N/A
	UL
	UL
	UL
	Yes

	SGi
	DL
	N/A
	DL
	DL
	Yes

	SGi-LAN
	DL
	N/A
	N/A
	DL
	Yes

	CP
	DL
	UL
	N/A
	N/A
	Not alone: via the FTEID, which is different for UL and for DL


Observation 2b: Packet Detection information, which includes a combination of UE IP address, F-TEID, SDF filters, application ID for traffic detection is different when a packet comes from the "access side" and  the "CP" thanks to the FTEIDs. It is assumed that the UP can distinguish a packet coming from "SGi-LAN" from a packet coming from "SGi" thanks to UP local configuration e.g. using the VLAN-ID. Therefore, SGi-LAN PDR and SGi PDR will have the same PDI, but different Source Interfaces.
Observation 3: Let's take the example of a specific downlink traffic. There are two possible ways forward: 
Either using:

· One FAR for traffic identified by the PDI and Source Interface = Core, which can be a "forward" FAR to SGi-LAN permanently or, if combo SGW/PGW: either a "forward" FAR to Access, a "forward" FAR to CP for CP-buffering or a "buffer and report" FAR, depending on whether the UE is in IDLE mode or CONNECTED mode;
· Or one FAR for traffic identified by the PDI  and Source interface = SGi-LAN, which can be, if combo SGW/PGW, either a "forward" FAR to Access, or a "forward" FAR to CP for CP-buffering or a "buffer and report" FAR.
· Optionally one FAR for Lawful Interception as a "forward" FAR.

Or using:

· One FAR for all traffic identified by the PDI, containing all the forwarding rules (including buffering);
· Optionally one FAR for Lawful Interception as a "forward" FAR.

· An Apply-Action parameter per  FAR to apply to the traffic. 
The advantage of the Apply-Action is two-folds:

· The FARs are installed at the first Sx Session Request, and when the UE changes between IDLE mode and CONNECTED mode, only the Apply-Action parameter in the FARs need to be changed. Without Apply-Action, there would be a need to provide the "FAR for buffering" when UE enters IDLE mode, and then to remove the "FAR for buffering" and to provide the "FAR for forwarding" and the "FAR for duplication" when the UE enters CONNECTED mode.
· The FARs can apply to all the PDRs of an Sx session (called "global Sx session FARs" below). This is the case for a UE that changes between IDLE and CONNECTED mode. 
Without Apply-Action parameter:

a) When the UE enters IDLE mode, the "global Sx session FAR for buffering" needs to be provided to the UP function. Then, all the PDRs shall be modified to refer to that new "global Sx session FAR for buffering". 
b) When the UE enters CONNECTED mode, the "global Sx session FAR for buffering" is removed, and the "global Sx session FAR for forwarding" and to the "global Sx session FAR for Lawful Interception " are provided to the UP function. Then, all the PDRs shall be modified to refer to those new "global Sx session FARs".

With Apply-Action parameter:
a) When the UE enters IDLE mode, the Apply-Action is just changed to "buffer" or "buffer and report" in the main FAR. It will automatically apply to all the PDRs referring to that FAR;

b) When the UE enters CONNECTED mode, the Apply-Action is just changed to "forward" in the main FAR and in the Lawful Interception FAR. It will automatically apply to all the PDRs referring to that FAR.
1.2 Proposed PDR structure

	Attribute
	Description
	Comment
	Applicability

	
	
	
	SGW


	PDN GW
	TDF

	Session ID
	
	
	X
	X
	X

	Rule ID
	
	
	X
	X
	X

	Precedence
	
	
	
	X
	X

	Packet Detection information
	PDN instance
	
	
	
	X
	X

	
	Source Interface
	Access, Core, CP, SGi-LAN
	The Source Interface identifies whether the rule applies to incoming packets from the access side (i.e. up-link), the core side (i.e. down-link) or the SGi-LAN side (the packet has experienced SGi-LAN Service Functions). 

It is assumed that the UP can distinguish a packet coming from "SGi-LAN" from a packet coming from "SGi" thanks to UP local configuration e.g. using the VLAN-ID.
	
	
	

	
	UE IP address 
	
	
	
	X
	X

	
	Local F-TEID 
	
	
	X
	X
	

	
	SDF Filter
	
	
	
	X
	X

	
	Application ID
	
	
	
	X
	X

	List of Forwarding Action Rule IDs
	This list contains one or several ordered list of FARs to apply in sequence.                                                       


	A PDR may be associated to up to two FARs, e.g:

- One FAR with 

- For downlink: FAR parameters for FMSS and FAR parameters for forwarding or buffering (combo SGW/PGW) after SGi-LAN experience (see clause 7.5);

- For uplink: FAR parameters for forwarding

- One additional FAR may be added for Lawful Interception for uplink and downlink.
	X
	X
	X

	List of Reporting Rule ID(s)
	
	
	
	X
	X

	List of QoS Enforcement Rule ID(s)
	
	
	
	X
	X

	
	
	
	
	
	


The FARs could be installed at the first Sx Session Request (or at any time), and then, in SGW or combo SGW/PGW, only the Apply-Action of the global Sx session are changed when the UE changes between IDLE mode and CONNECTED mode.

With a FAR structure as follows:

	Attribute
	Description
	Comment
	Applicability

	
	
	
	SGW


	PDN GW
	TDF

	Session ID
	
	
	X
	X
	X

	Rule ID
	
	
	X
	X
	X

	Precedence
	
	
	X
	X
	X

	PDN instance
	
	
	
	X
	X

	Apply-Action
	Identifies the action to apply to the packets identified by the Packet Detection information for a particular Source Interface. 

Contains one value among: “forwarding", "buffering", "buffering with report", "drop"


	Apply Action values:

- "Forward" (SGW, PGW, TDF): UP applies the FARs configured in the PDR.

- "Drop" (SGW): UP drops the packet. This is applicable e.g. for throttling of  DDNs.

-  "Buffer and Report" (SGW): UP buffers the packet and notifies the CP about DL packet arrival. This is applicable e.g. for regular buffering in UP.

-  "Buffer" (SGW): UP buffers the packet and does not notify the CP about DL packet arrival. This is applicable e.g. for Extended buffering in UP.

	X
	X
	X

	Forwarding parameters (only applied by UP if AA="forward")

0…1 instance

	Destination interface
	Contains one value among: “access side”, “core side”, "SGi-LAN", "CP"

	Identifies the interface for outgoing packets in case Apply-Action is "forwarding"
	X
	X
	X

	Outer header removal 
	
	
	X
	X
	

	Outer header creation 
	
	
	X
	X
	

	Outer header marking 
	
	
	X
	X
	

	Forwarding policy 
	
	
	
	X
	X

	Container for header enrichment
	
	
	
	X
	X

	Buffering parameters (only applied by UP if AA="buffer" or "buffer and report")

0…1 instance

	Delay Downlink Packet Notification Information 


	D parameter
	· Only if Apply Action is "Buffer and Report" 


	X
	
	

	Extended buffering Information

	DL Data Buffer Expiration Time
	· Only if Apply Action is "Buffer" 
	X
	
	

	
	DL Suggested Packet Count
	· Only if Apply Action is "Buffer"
	x
	
	

	DDN Throttling Information


	Throttling Factor
	· Only if Apply Action is "Buffer and Report"
	x
	
	

	NOTE 1: The TSP ID action is enforced after Outer header removal and before the Outer header creation actions.


2 Proposal
It is proposed to agree to the above proposed PDR structure. A companion CR implements the corresponding changes in TS 23.214.
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