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1
Discussion

The contribution is seeking clarification on the notion of affiliation among users performing Public Safety Discovery.

1.1
Group Member Discovery

It is currently unclear whether Group Member Discovery is restricted to users that are affiliated at ProSe Group level i.e. that share a common ProSe Layer-2 Group ID and an associated group security credential.

Consider the following use case. There is a major terrorist attack in the subway of Metropolis causing a total disruption in the cellular communications service in the subway system. A group of police officers from Metropolis enter the subway tunnels in search of terrorists who are suspected to be hiding there. The police officers from Metropolis are affiliated with each other at ProSe Group level i.e. they all belong to group P1 and share a common group security credential. When the radio conditions in the tunnels allow it, the UEs that are members of group P1 are able to discover each other using ProSe discovery. Despite the potential presence of terrorists in the tunnels, the ProSe discovery can be performed safely due to the use of a common group credential, thus preventing any terrorist from masquerading as a P1 member.

In the meanwhile, two other police groups (P2 and P3 from neighbouring counties) are dispatched on the spot to assist members of group P1. As these groups come from other counties, their UEs are not configured with the ProSe Group parameters of group P1. Nevertheless, they all have a credential (e.g. digital certificate or identity-based cryptography) that can be traced to a common root of trust (e.g. the Ministry of Internal Affairs).

One of the objectives of the additional police forces (P2 and P3) is to be able to discover members from P1 in the subway tunnels in view of coordinating the search operation.

The remainder of the use case is described with the call flow in Figure 1.
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Figure 1: Example of Group Member Discovery with Model B among unaffiliated members
1.
Every police officer from groups P2 and P3 (including John Doe from group P2) enters the following wildcard identifier “*@P1” (i.e. “Is there any member of group P1 out there?”) in his/hers UE under the “Active Search Target” menu.

2.
John Doe from police group P2 also takes part in the search. His UE periodically issues a Solicitation message with the Discoverer parameter set to the user’s asserted identity (e.g. “JD@P2”) and a security parameter that serves as a proof of identity. The Target Info parameter in the Solicitation message is set to “*@P1” (i.e. “Is there any member of group P1 out there?”).

3.
Eventually the UE of Bob Smith, an officer from group P1, receives the Solicitation message and checks the proof of identity of the Discoverer. If the check is successful, the UE prompts Bob Smith with the following message on the UE’s display “User JD from group P2 is seeking to know if you are around. Would you like to respond (Y/N)?”. It should be noted that Bob Smith does not need to know who John Doe is; he only needs to know that the person who claims to be “JD from group P2” has a valid proof for its claim.
4.
Bob Smith presses the “Y” button, which triggers his UE to respond with a Response message including the Discoveree parameter set to the user’s asserted identity (“BS@P1”) and an associated proof of identity.

5.
At the reception of the Response message, John Doe’s UE checks the asserted identity (“BS@P1”) with the associated proof of identity. If the check is successful, the UE prompts John Doe with the following message “User BS from P1 is around”. After successful discovery, John Doe from P2 and Bob Smith from P1 may decide to engage in communication.

The purpose of the previous description is to show that Group Member Discovery among unaffiliated members may be desirable and is certainly feasible.

Observation 1: Group Member Discovery among unaffiliated members is desirable and feasible. 

It should be noted in the example above that, by using Model B discovery, it is possible to effectively mitigate identity probing by rogue users, because the Discoverer needs to present a valid proof of identity in the Solicitation message in order to receive any Response message.

Observation 2: Protecting discovery messages for Model B Group Member Discovery among unaffiliated members allows for mitigation of identity probing by rogue users.

Similar observation applies to Model A discovery: by using a proof of identity in the Announcement message it is possible to mitigate attacks whereby a rogue user may masquerade as being somebody else.
Observation 3: Protecting discovery messages for Model A Group Member Discovery among unaffiliated members allows for mitigation of attacks whereby a rogue user masquerades as being somebody else.

While the work on security solutions is in SA3 scope, it is proposed to agree that it shall be possible to support Group Member Discovery for users that are not affiliated at ProSe Group level.

Proposal 1: It is proposed to agree that it shall be possible to support Group Member Discovery for users that are not affiliated at ProSe Group level.

1.2
UE-NW Relay Discovery

It is currently unclear whether UE-NW Relay Discovery is restricted to users that are affiliated at ProSe Group level i.e. that share a common ProSe Layer-2 Group ID and an associated group security credential.

Consider the following use case. On a major incident spot in an area with no cellular coverage (e.g. tunnel, rural area) involves public safety officers from the police, the firefighters and medical staff. Each of the three public safety teams use LTE-based ProSe and are organised into ProSe Groups, as follows:

· the police officers are configured for operation in ProSe Groups P1 (from county A), P2 (also from county A) and P3 (from a neighbouring county B),

· the firefighter brigades are configured with ProSe Groups F1 and F2, and

· the medical staff uses ProSe Group M1.

The police officers from county A have set up a high-power vehicle-mounted UE-NW relay at the tunnel entrance that can provide ProSe relay services. The relay is affiliated with both ProSe Group P1 and P2, and therefore all police officers from county A (i.e. affiliated with ProSe Group P1 or ProSe Group P2 or both) are able to use the relay services, as they are already configured with a common security credential with the relay.
What about the other public safety officers on the incident spot (P3, F1, F2, M1)? Should they also be able to use the relay services?

In our opinion they clearly should. However, it is our understanding that in real life use cases it is unlikely that these groups (P3, F1, F2, M1) will be configured with a security credential that is associated with groups P1 and/or P2. Note that this observation applies not only to the firefighters and medical staff, but also applies to P3 i.e. the police group from a different county.
There are security solutions that allow two entities to authenticate each other and establish secure direct communication without having to rely on pre-configured security credentials, as long as they have a security credential (e.g. digital certificates or identity-based cryptography) that can be traced to a common root of trust (e.g. the Ministry of Internal Affairs). There are parameters available in the Public Safety Discovery call flows (e.g. Announcer Info, Discoverer Info, Discoveree Info) that can be used as an asserted identity.
Consider the case where a firefighter (John Doe) from the firefighter group F1 wishes to use the police relay (refer to Figure 2).
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Figure 2: Example of UE-NW Relay Discovery with Model B among unaffiliated members

1.
Firefighter John Doe’s UE issues a Solicitation message with the Discoverer parameter set to the user’s asserted identity (e.g. “JD@F1”) and a security parameter that serves as a proof of identity. The message also includes Relay selection parameters that are not considered in detail here.
2.
The relay UE receives the Solicitation message and checks the proof of identity of the Discoverer. If the check is successful, the relay UE prompts the police officer in charge of the relay (Bob Smith) with the following message on the relay’s display “User JD from F1 is seeking an authorisation for using the relay. Would you like to accept (Y/N)?”.

3.
The police officer in charge of the relay (Bob Smith) presses the “Y” button, which triggers the relay UE to respond with a Response message including the Discoveree parameter set to the relay user’s asserted identity (“BS@P1”) and an associated proof of identity.
4.
At the reception of the Response message, the firefighter’s UE checks the asserted identity (“BS@P1”) with the associated proof of identity. If the check is successful, the UE prompts the user with the following message “User BS from P1 has accepted your request”.
5.
As part of the mutual authentication the two UEs can dynamically agree on common key material that will be used for subsequent secure communication between the Remote UE and the Relay UE.
The purpose of the previous description is to show that UE-NW Relay Discovery among unaffiliated members may be desirable and is certainly feasible.

Observation 4: UE-NW Relay Discovery among unaffiliated members is desirable and feasible. 

It should be noted in the example above that, by using Model B discovery, it is possible to prevent any rogue users from performing identity probing (in addition to preventing them from accessing the relay), because the remote user needs to present a valid proof of identity in the Solicitation message in order to receive any Response message.
Observation 5: Protecting discovery messages for Model B UE-NW Relay Discovery among unaffiliated members allows for mitigation identity probing by rogue users.

Similar observation applies to Model A discovery: by using a proof of identity in the Announcement message it is possible to mitigate DoS attacks whereby a rogue user may masquerade as being a relay and steer Remote UEs away into a series of unsuccessful attempts for connecting to a non-existing relay.

Observation 6: Protecting discovery messages for Model A UE-NW Relay Discovery among unaffiliated members allows for mitigation of DoS attacks whereby a rogue user steers Remote UEs away into a series of unsuccessful attempts for connecting to a non-existing relay.

It may be argued that the discovery phase among unaffiliated users could be performed without any security, the argument being that the Remote UE’s user could be fully authenticated in the next step when the Remote UE attempts to establish a secure layer-2 link with UE-NW Relay. However, in our view this may be too late because non-protected discovery messages may lead to DoS attacks (Model A) or user identity probing (Model B), as explained previously.
While the work on security solutions is in SA3 scope, it is proposed to agree that it shall be possible to support UE-NW Relay discovery for users that are not affiliated at ProSe Group level.
Proposal 2: It is proposed to agree that it shall be possible to support UE-NW Relay discovery for users that are not affiliated at ProSe Group level.

2
Proposal

It is proposed to agree the following for inclusion in TR 23.713.

It is proposed to send an LS reply to SA3 to this effect.

##################### START OF CHANGE ##############################

6.1
Solution for Direct Discovery (public safety use)

6.1.1
Functional Description

6.1.1.1
General

Both Model A and Model B discovery are supported:
-
Model A uses a single discovery protocol message (Announcement).

-
Model B uses two discovery protocol messages (Solicitation and Response).

6.1.2
Procedures

6.1.2.1
General

The following use cases for public safety discovery are supported:
-
UE-to-Network Relay Discovery.

-
Determination is needed regarding within the ProSe Communication which user(s) are in ProSe Communication range at any given time (shortly referred to as "Group Member Discovery").

-
UE-to-UE Relay Discovery.

The use of UE-to-Network Relay Discovery and Group Member Discovery is not restricted to users that are affiliated at ProSe Group level (i.e. that share a common ProSe Layer-2 Group ID and an associated group security credential).
Editor's Note: The security aspects of using UE-to-Network Relay Discovery and Group Member Discovery among users that are not affiliated at ProSe group level is in the scope of SA3.

The following parameters are common to all of UE-to-Network Relay Discovery, Group Member Discovery and UE-to-UE Relay Discovery:

-
Message type: Announcement (Model A) or Solicitation/Response (Model B).

-
Discovery type: indicates whether this is UE-to-Network Relay Discovery, Group Member Discovery or UE-to-UE Relay Discovery.

The following parameters are used for UE-to-Network Relay Discovery:

-
ProSe Relay UE ID: link layer identifier that is used for direct communication and is associated with a PDN connection the ProSe UE-to-Network Relay has established.

-
Announcer/Discoverer info: provides information about the announcing or discoverer user.

-
Discoveree info (Model B): provides information about the discoveree.

-
PLMN ID: 

Editor's Note: It is FFS which PLMN ID is to be advertised and for which purpose.
-
Connectivity Info: For Model A, parameter identifying connectivity the ProSe UE-to-Network Relay provides (e.g. including APN information). For Model B, information about connectivity that the discoverer UE is interested in.
-
Status/maintenance flags (e.g. indicating whether the relay is temporarily without connectivity or battery running low so the Remote UEs can seek/reselect another Relay).

-
Group Info: contains information about the group(s) that the UE-to-Network Relay is currently relaying (Model A) or the group(s) for which the Remote UE is seeking a UE-to-Network Relay (Model B).

-
ProSe UE ID: link layer identifier of the discoverer that is used for direct communication (Model B).
-
Radio Layer Information: contains information about the radio layer information, e.g. radio conditions between the eNB and the UE-to-Network Relay, to assist the Remote UE selecting the proper UE-to-Network Relay.

Editor's Note: The details of Radio Layer Information parameters are to be identified and if agreed then to be defined by RAN WGs.

The following parameters are used for Group Member Discovery:

-
ProSe UE ID: link layer identifier that is used for direct communication.

-
Announcer/Discoverer info: provides information about the announcing or discoverer user.

-
Discoveree info (Model B): provides information about the discoveree.

-
Target Info (Model B): provides information about the targeted discoverees (single user or group). The discoverer may or may not be affiliated at ProSe Group level with the single user or a group of users designated in the Target Info parameter.
The following parameters are used for UE-to-UE Relay Discovery:

-
ProSe UE ID: link layer identifier that is used for direct communication.

-
Announcer/Discoverer info: provides information about the announcing or discoverer user.

-
Remote User Info: provides information about the user of a Remote UE.

-
Discoveree info (Model B): provides information about the discoveree.

##################### END OF CHANGE ##############################
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