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1. Overall Description:

SA2 thanks SA3 for the LS on security requirements for LTE/SAE. SA2 agree with SA3 that security aspects influence the architecture definition. Currently also security aspects cause a need in SA2 to decide between different architectural approaches. This means SA2 cannot provide a complete architecture for consideration by SA3. SA2 asks SA3 to contribute to this comparison. From architectural point of view the main differentiation by security functionality seems between two approaches: a) encryption/integrity protection in the base station or b) encryption/integrity protection further back in the network. SA2 assumes no major difference, depending on whether b) performs these functions in a RNC, SGSN, or a new defined network entity. 

SA2 asks SA3 to provide information to allow SA2 to compare the main architectural approaches a) and b). For this comparison SA2 would like to know for each of the two approaches the set of functions required from security point of view. SA2 understands from the SA3 reply LS that additional means are required, e.g. to secure a base station and/or transmission links when encryption/integrity protection is performed in the base station, and/or to exchange counter information, and/or provide some integrity protection separately from encryption, and/or to utilize application level security. And, SA2 would like to know any potential service impact by each of the two approaches, e.g. when due to mobility ciphering/integrity protection is relocated in the network between base stations or between entities further back in the network, assuming a mechanism to provide key material is available such that the material is independent between entities. SA2 would need for each of the two approaches and for each entity, i.e. the base station and the entity higher up in the network, the set of security functions and potential service impacts allowing for a comparison of the overall architectural approaches in terms of efficiency and complexity/costs or feasibility. 

SA2 understands from the reply LS that user data encryption and encryption of signalling messages, or parts of messages, with user identities that can be associated to the user, are required. Current SA2 assumptions on other signalling are given below to answer SA3 questions related to encryption or integrity protection of other signalling.

Following answers on SA3’s questions are given based on current SA2 assumptions:

SA3 question:

SA3 requests that SA2/RAN2/RAN3 provide further information on the likely error characteristics of the channels (e.g. protocol layer, end points, etc) that might be candidates for being integrity protected in order to determine whether a cost effective integrity protection mechanism for user plane data could be developed for the LTE/SAE system. 

SA2 answer:

SA2 assume RAN2/3 to provide detailed information.

SA3 question:

SA3 would like to remind SA2 that UMTS provides encryption of RRC signalling as an integral part of the UMTS encryption mechanism. However, SA3 understands that if protection of user plane data and CN signalling is terminated in the core network, then the equivalent of RRC signalling may be exposed in the access network unless otherwise protected. SA3 has found it difficult to determine whether there is a need to integrity protect and/or encrypt such RAN network signalling due to a lack of knowledge about the type of information and procedures that make up RAN network signalling. However, it would be reasonable to assume that any RRC like functions in an LTE/SAE system would require a similar level of protection as is provided in UMTS. Details on the make up of RAN network signalling are needed before it can be determined which messages, or parts of messages, need to be protected. Certainly, if information that could reveal the user’s identity or location is revealed, then there is a good chance that encryption of that information would be required. SA3 requests SA2/RAN2/RAN3 to provide further information about RAN network signalling so that corresponding security requirements can be identified.

SA2 answer: 

SA2 assumes that any user service signalling messages, or parts of messages, with permanent user identities terminate further back in the network and not in the base station. Furthermore, SA2 assumes that entities further back in the network will perform admission control for granting radio resources at least for resources better than best effort.

SA3 question:

Similar issues as for question (b) arise – it is difficult to determine whether there is a need to integrity protect and/or encrypt such CN network signalling due to a lack of knowledge about the type of information and procedures that make up CN network signalling. However, it would be reasonable to assume that any mobility management and call/session control functions in an LTE/SAE system would require a similar level of protection as is provided in UMTS. SA3 requests SA2/RAN2/RAN3 to provide further information about CN signalling so that corresponding security requirements can be identified.

SA2 Answer: 

The SAE system is PS only, it provides mainly IP packet bearer services. Therefore any signalling is mobility management signalling and packet bearer service signalling. SA2 assumes that temporary identities are used when available, i.e. typically always besides the first attachment. In addition SMS like services may be provided. These messages may contain permanent user identities.

Any other types of user services, e.g. IMS services, are using the packet bearer service. All control or session control of these services are carried in user data packets, i.e. encryption of the user plane secures that type of control signalling with access security and/or application level security mechanism.

2. Actions:

To SA3: 

SA2 would like to know for each of the two approaches a) and b) and for each entity, i.e. the base station and the entity higher up in the network, the set of security functions and potential service impacts coming from security functionality. The answer shall allow for a comparison of the overall architectural approaches in terms of efficiency and complexity/costs or feasibility. Despite SA2 not being able to provide error characteristics information SA2 would also like SA3 to consider the feasibility of designing an integrity protection mechanism from UE over radio and transport links to a node further back in the network. 
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