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1. Introduction

SA2 thanks SA3 for their LS on Security requirements. The feedback from SA3 was much appreciated and the points raised in the LS have been discussed extensively within the joint SA2-RAN2-RAN3 meeting in September and also in the SA2 ad hoc meeting in October. The working groups have now agreed that SA2 coordinates the further development of security concepts for the LTE/SAE system architecture with SA3.

The SA3 response LS requested further information on the following questions:

· Provide further information on the likely error characteristics of an LTE/SAE system so that SA3 can determine whether a cost effective integrity protection mechanism for user plane data could be developed.

· Provide further information about RAN network signalling so that corresponding security requirements can be identified.

· Provide further information about CN signalling so that corresponding security requirements can be identified.

· Provide a summary of the current architectural alternatives.

SA2 presents in this document its understanding of the aspects SA2 believes are immediately relevant for addressing the security issues at hand. Due to the ambitious schedule for the LTE/SAE work, and the fact that architecture decisions in several working groups are pending further understanding of the security requirements, SA2 hopes that SA3 could provide its response feedback directly to SA2, RAN2 and RAN3.

2. Description of LTE/SAE architecture targets

Many companies in the SA2 and the RAN Working Groups interpreted the SA3 response in such a way that user plane data encryption must not be terminated in the BTS site under any circumstances because an attacker can tamper with the BTS equipment and gain access to all key material and user data traffic. Some companies are of the opinion that such a categorical preclusion would fundamentally subvert any attempts to pursue IP centric system evolution, and should therefore be carefully reconsidered taking into account all of its consequences.

The LTE/SAE is designing a packet-based system capable of utilizing IP protocols and networks, including IP routability. The support for CS bearers has been dropped from the LTE/SAE system. IP header compression of user plane data is being considered for at least the radio link. If ciphering needs to be performed on compressed packets, IP header information is not visible between the ciphering end points.

The LTE/SAE system is intended to utilize as far as feasible the functionality provided by existing IP protocol family instead of designing 3GPP specific mechanisms that provide similar functionality. An absolute requirement for terminating access security further back in the network would implicitly force the evolved system to be very similar to the current system, with no significant L3 awareness of the user data in the access network. This would affect packet classification for policy control and QoS purposes; IP routing and forwarding; IP based load balancing; and IP based multicasting, among other things.

Furthermore, being intended for use over an extended duration of time in the near future, the LTE/SAE system is expected to provide high data rate packet based services for a variety of current and especially future applications with versatile requirements in terms of performance and security. Feasible operation of such services could be more easily achieved if the minimum level of access services, including security, can be differentiated according to the application requirements. 

3. Actions

To SA3.

ACTION: SA2 kindly asks SA3 to answer the questions below, preferably by sending their answers directly to SA2, RAN2 and RAN3. In order to conclude the high-level architecture in LTE/SAE, it would be preferable to receive the response in time for the SA2 meeting on 7-11 November but it is acknowledged that the next SA3 meeting is held after the SA2 meeting.

a) Review the existing security requirements such as those in TS 33.120, TS 21.133 and TS 33.102, and indicate how they should be applied in the context of the high-level targets of the LTE/SAE work described in this LS.
In particular, there seem to be negative consequences of the access network nodes not having access to the IP header information. In order to assess alternative solutions, SA2 would like SA3 to consider the feasibility of designing an integrity protection mechanism from UE over multiple hops to an access gateway. In this work it is sensible to assume the error characteristics of a combination of a radio link and a multi-hop access network is similar to Internet. Both radio link and the multihop access network may be congested because only DiffServ type differentiation is available for scheduling and prioritizing session or UE specific packets.

b) If possible, confirm that there exist encryption protocols that would not be negatively affected by similar radio link and a multi-hop access network error characteristics when performed in combination with a header compression protocol such as ROHC ([RFC 3409], [RFC 3095]).

c) Answer on a high level whether the BTS site can contain any key material for use in RAN signalling and for user plane data, especially if such key material is independent between BTS sites, is not exchanged over the radio link, and is not exchanged in the clear over the access network interfaces.

d) Answer on a high level whether the BTS site can terminate some of the access security associations, i.e. ciphering, for user plane data, if all of the user plane data is sent to the 3GPP specific core network element using a separate security mechanism (and separate security association) across the access network with the BTS site and the 3GPP specific core network element as its end points.

3. Date of forthcoming meetings

SA2 #49

7–11 November 2005
Yokosuka, Japan

RAN2, RAN3  #49
7–11 November 2005
Seoul, Korea
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