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Introduction

There has earlier been raised questions concerning the suitability to terminate UP security in radio base-station, both from security and other aspects. There have been a number of contributions in different SAE/LTE related meetings regarding the drawbacks of such selection. These concerns have been reaffirmed by the LS response from SA3 (REV-05173) with clear indications on the security placement and continuing the UMTS security principles regarding location of security functions. 

In this contribution we bring up some concrete issues related to the Nokia proposal regarding placement of Security functions in the radio base station.

Discussion
To start with,  the fundamentals of [S2-052012], see figure below.
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Figure 1: High-level Security Architecture.

The basic properties are

1. Session Key (SK) management is based on a Master key (MSK) produced during the initial access authentication and transferred from the AAA server to the SN-C. 

2. SN-C shares keys with its associated BSs, see Figure 2.

3. Using a “Kerberos” type encapsulation, SN-C can derive BS/UE specific keys session keys (SK) in such a way that one BS cannot deduce information about a BS/UE specific keys for another “neighbour” BS, e.g. based on including specific identities and using cryptographic functions. These keys are transferred from SN-C to the BSs.
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Figure 2: Security Associations between BSs and SN-C.

The key derivation in step 3 will not be discussed further as we believe it, in itself, can be done with sufficient security. We also believe that “Kerberos” approach is a nice idea, given the proposed placement of security processing. However, we would like to open a discussion on some remarks and statements made in [S2-052012], reproduced as quotes below.

“The lifetime of a SK is bound to the authenticated session lifetime. The secure key creation facilitates even long lifetimes (e.g. one or two days), which improves scalability and reduces the signalling load between the SN-C and BSs.”

It seems a bit unclear what “improves scalability and reduces the signalling load” refers to. It appears that in the current 3G architecture there is no such signalling or scalability issue at all, since there is no need for such key management at all.

Next, it is stated

“UE derives the Master Key from the MSK when it knows the SN-C identity, and BS specific SKs from the Master Key when it knows the corresponding BS identities. For example, it derives the Session Key between UE and BS Y (SKUE_BSY) from the Master Key using the BS Y identity. This way the UE does not have to keep multiple keys for each BS, but derive them when needed.”

We do not see that it is an advantage in comparison to today’s architecture where the keys are shared between RNC and UE and therefore independent of any BS.

We proceed by noting

“As a result of this key hierarchy, a BS cannot derive keys for other BSs. This is a useful feature in a case where a BS is overtaken by an attacker. Due to the binding of the SKs to the BS identities, the UE authenticates a BS by verifying that the BS has the same key as itself, and the BS authenticates a UE in the same way.”

If one acknowledges the risk for a BS to be overtaken, we wish to point out that

· Overtaking a single BS in a “hot spot” location (e.g. airport or “3G-in-office” type scenarios) is very serious in itself, even if it does not impact neighbouring BSs. That is, facing threat of BS capture, this feature seems necessary, but it is not sufficient.

· The presently adopted 3G architecture is completely insensitive to BS capture from user plane confidentiality point of view.

Next,

“Because each BS has a separate Session Key with the UE, there is less need to synchronize the security contexts during the handoff (i.e. no ciphering state machine information synchronization etc.).”

Again, it is not clear what “less” is comparing to, since the present 3G security architecture has no such synchronization issues.

“End-to-end security, where user plane packets are encrypted between the UE and another node such as a VPN gateway or Media gateway, further improves overall security.”

If this “improvement” is considered desirable, it adds lot of complexity compared to the present 3G architecture’s termination UP security further into the network, which provides this level of protection at no extra cost.

Finally, a conclusion made in the contribution is
“The current UMTS security model is followed and improved upon. For example the threat of a rogue BS is lowered and a threat of a malicious BS is mitigated with mutual authentication between the UE and the BS. In addition, the subscriber credentials are not transferred outside AAA home server when using challenge-response pairs.”

The first part of this statement appears incorrect. A rouge BS is not possible in the present RNC-terminated 3G architecture, and our understanding is that the proposal lowers the overall security at increased complexity. However we also believe that the protection of credentials in the home is a nice feature, but this feature could be pursued and investigated also by building on the present 3G architecture.

Conclusions

We would like to open up a discussion and clarification on the analysis made in [S2-052012]. It is our opinion that the proposal is quite complex but still lands short of the present 3G security architecture in almost all aspects. We finally note that the appropriateness of the present security architecture was re-confirmed as being valid by SA3 in the recent LS [S3-050602]. We propose to include this contribution to LS response towards SA3, where these aspects might be further analyzed based on architectural information made available by SA2.
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