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1. Introduction

At the last RAN WGs/SA WG2 joint meeting an answer [1] to the LS to SA WG3 on security requirements for LTE/SAE was received. The LS brings some clarity in the discussion of where to terminate different security related functions and this paper proposes to agree and document architecture requirements accordingly.
2. Conclusion from LS from SA WG3

One question raised to SA WG3 was on the importance of not terminating security related UE functions in the base station. The question and answer is restated below. 

“d) 
The joint meeting believes that, for R’99 SA 3 felt that it was important to NOT terminate the UE encryption at the BTS site. Does SA 3 (still) believe that it is important that the UE’s User Plane Data encryption is NOT terminated in the BTS site?

SA3 strongly recommends that encryption of user plane data, and possibly some forms of signalling protection, are not terminated right at the edge of the “fixed” part of the network. This is due to the assumptions by SA3 that the LTE/SAE system will consist of smaller, lower cost radio site equipment, which will be deployed in increasingly vulnerable locations, and that less trusted types of transmission links will be used to interconnect that equipment to the “core network”. Terminating access security further back in the network protects against attacks (e.g. user traffic eavesdropping and theft of service) on the radio site equipment and on the transmission links that are used to interconnect radio sites to the “core network”. An advantage of terminating access security further back in the network is that it can allow requirements on the security of the radio site equipment, and on the transmission links, to be relaxed.”

From this is answer it is clear that security related UE functions, such as ciphering or integrity protection should not be located at the BTS site and should therefore not be performed by the base station.

4 Proposal

Based on the discussion above it is proposed to agree that:

· Ciphering for user plane data terminating in the UE shall not be terminated in the base station

· Ciphering for CN signalling terminating in the UE shall not be terminated in the base station

· Ciphering for RAN signalling terminating in the UE shall not be terminated in the base station

· Integrity protection for CN signalling terminating in the UE shall not be terminated in the base station

· Integrity protection for RAN signalling terminating in the UE shall not be terminated in the base station

In addition it is proposed to capture the agreed requirements in TR 23.882 [2]. If any of the requirements cannot be agreed it is proposed that SA2 send additional information and questions to SA3 (and possibly other groups) in order to clarify the requirements.
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