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In discussions regarding the pros and cons of the 2 methods that are candidates for VCC, the assertion was made (although not supported by any technical documentation) that the IMS Controlled Method would not support lawful interception capabilities, while there were no issues with the ODC method.

To understand the issues, a brief primer on LEA is in order.

To begin with, there are two types of interception: signalling and content.  In the former, the various information about the call is passed to LEA (CI).  This data includes time, calling and called parties, etc.  A complete list is in TS 33.108.  In the latter, the actual voice conversation is also included.  Regardless of where in the intercepting system the information is kept, it is correlated at a collection point and then fed to the LEA.

So, if a caller is subject to interception, there will be taps in both the CS and IMS systems.for VCC customers who may make/receive calls in either system.  With this background, we now examine the call flows of each method in detail, using TR23.806, 6.3.6.1 & 2 and 6.4.6.1 and 2 as the basis for analysis.

First, for the IMS control method.  

With a call up in the IMS system, there will be a tap there, with either the IRI or CII being presented to the LEA.  If the call is routed to a VMSC where there is also a tap, it will also be presented to the correlation function, which will have to merge the two streams to either present a single stream to the LEA, or present two different streams under two different tap identities.  (It will likely be the latter, but this is for SA3 LI to determine).  At the time of VCC, there will be an additional set of information and another call created due to the subject making the call to the PSI of CCCF .  Eventually, the 2nd leg of the call will be released (either by the IMS or the VMSC), but the tap will be intact on the 1st leg, as well as the leg created for the VCC.  Since the MSISDN is the same the correlation function can pick up this new leg and continue to deliver the required information from the first leg.

For the ODC method.

There will only be a single stream captured for the original call, as the call is routed to the serving domain.  In the CS to IMS direction, there will be a HO, which will be duly reported.  However, on the IMS side there will be no capture of the invite from the MSC to the HO # as neither number will not have a tap associated with it. Then, when the call comes through to the UE from the CCCF, it will appear as a new call from the IMS side, but not from the MSC side.  And, since the first call was never expressly released, the correlation function will not be able to tie the two calls together.  

In the IMS to CS direction, everything will work as expected, except that the issue of coiling of the call legs with repeated transitions will also appear to have an impact on the LEA collection function.

Of course, this can be fixed, but that is an additional impact that has not been identified.

In reality, therefore, there appears to be additional work needed for both methods.  For the IMS control method there will have to be a (possible) correlation between two distinct calls, if that is the LI decision.  For the ODC method, there will have to be some work done necessary to somehow equate a GSM HO to a new call.  Regardless, there will have to be some correlation done to equate the two calls.  The reader is invited to judge which of the two will require the most work.
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