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1 Introduction

Recently, SA3 sent an LS on security for LTE/SAE, which is S3-050602 “Reply LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution, SA3”.

This contribution discusses the SA3 LS especially for user plane data encryption in the BTS site (i.e. E-Node B). 

2 Discussion
The LS contains the followings;
d) 
The joint meeting believes that, for R’99 SA 3 felt that it was important to NOT terminate the UE encryption at the BTS site. Does SA 3 (still) believe that it is important that the UE’s User Plane Data encryption is NOT terminated in the BTS site?

SA3 strongly recommends that encryption of user plane data, and possibly some forms of signalling protection, are not terminated right at the edge of the “fixed” part of the network. This is due to the assumptions by SA3 that the LTE/SAE system will consist of smaller, lower cost radio site equipment, which will be deployed in increasingly vulnerable locations, and that less trusted types of transmission links will be used to interconnect that equipment to the “core network”. Terminating access security further back in the network protects against attacks (e.g. user traffic eavesdropping and theft of service) on the radio site equipment and on the transmission links that are used to interconnect radio sites to the “core network”. An advantage of terminating access security further back in the network is that it can allow requirements on the security of the radio site equipment, and on the transmission links, to be relaxed.

In short, SA3 has a concern to have ciphering of user plane data in E-Node B. It is mainly because the E-Node B is generally located in outdoor environment, while RNC, which is responsible for user data ciphering in the legacy system, is placed in the operator’s premise. But the LS does not clearly state which kind of attack is main concerns.

Possible attacks for the case of E-Node B ciphering are;

· Eavesdropping by tapping the connection between E-Node B and the upper node.

· Connecting a bogus E-Node B to retrieve keys and data.

· Breaking in the E-Node B to get the keys and unencrypted data.

The first two bullet points can be solved by adopting security measure for the link between E-Node B and the upper node such as IPSec. Note that IPSec also guarantees mutual authentication between two nodes.
The last bullet point is theoretically possible, i.e. there may be some points in the E-Node B where the unencrypted data is exposed between two encrypted data pipes. But this kind of attack can be protected with physical security measures such as alarm systems to protect unauthorized opening of the E-Node B service door. Note that many of today’s equipment already have similar protective measures.
Another thing to be considered is that keys for integrity protection and/or ciphering shall be passed to the E-Node B for radio signalling protection.  It is yet to be decide whether ciphering of RAN signalling needs to be ciphered or not, but when integrity protection is provided, it is not difficult to do ciphering. Please refer the excerpts from the SA3 LS.

SA3 would also like to point out that if integrity protection is applied then it would be a relatively small step to add encryption due to the fact that the necessary key management support would already be in place.
In result, the E-Node B will be highly likely to have keys for both ciphering and integrity protection. Then it will not be that difficult to do ciphering of not only signalling but also user traffic. 
3 Conclusion and Proposal
Although SA3 expressed its concerns on ciphering in E-Node B, it is not clear the exact reason for that. If it is just because the E-Node B will be placed out of operator’s premise, there will be other measures to alleviate threat from possible attacks.
The location of user plane ciphering has a lot to do with other user plane protocol configuration. So in this stage it would be better to open different possibilities for the location of user traffic encryption, if the security concerns can be relieved by other measures.

We propose to send a reply LS to SA3 to clarify what is the main concerns on the issue and their opinions on discussion in this paper.
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