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10 Security Features

With respect to the GSM security mechanisms the following additional features may be implemented for UMTS
Release 99phase-1-ifrequired-by-SMG10-:

1) Mutua authentication between user a
serving-hetwork-and home environment;

2) Possibility for auser to verify that a serving network is authorized by the user’s HE to offer servicesto that
user;

32)Confidentiality of user and signalling data between M S and RNC te-and-within-the-aceess-hetwork-(and
possibly into the core network);

4) Integrity of critical signalling data between MS and RNC (and possibly into the core network);

5) Periodicin-call integrity protection of signalling data to prevent channel hijack.




