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1. [bookmark: _Toc89260971][bookmark: _Toc122434488][bookmark: _Toc295288959]Corrections required
0.1 [bookmark: _Toc89260972]Correction to function f_EUTRA_InitAS_KeyChaining_KeyRefresh
	Functionname
	f_EUTRA_InitAS_KeyChaining_KeyRefresh

	Reason for change
	When run test case with LTE band66, we found the ARFCN is 66886 which is larger than 65535, this will lead to ttcn error .

	Summary of change
	Use ARFCN_ValueEUTRA_r9 instand of ARFCN_ValueEUTRA

	TTCN module
	EUTRA_SecurityFunctions.ttcn

	MCC160 Comment
	  



Before Change:
	 function f_EUTRA_InitAS_KeyChaining_KeyRefresh(PhysCellId p_TargetPhysicalCellIdentity,
                                                 ARFCN_ValueEUTRA p_EARFCN_DL,  // @sic R5s100138 sic@
                                                 EUTRA_SecurityParams_Type p_Auth_Params,
                                                 NextHopChainingCount p_NCC) return EUTRA_SecurityParams_Type
  { // @sic R5s100138 sic@
    var EUTRA_SecurityParams_Type v_Auth_Params := p_Auth_Params;
    // initialise to  received as parameter
    if (v_Auth_Params.NCC == p_NCC) {  // Refresh of KeNB; Horizontal key derivation
      v_Auth_Params.KENB := f_EUTRA_NB_Authentication_S13(v_Auth_Params.KDF,
                                                          v_Auth_Params.KENB,
                                                          v_Auth_Params.NH,
                                                          p_TargetPhysicalCellIdentity, p_EARFCN_DL);          // @sic R5s100138, R5s160711 sic@
    }
    else {  //Chaining of KeNB; Vertical Key derivation
      while (v_Auth_Params.NCC != p_NCC)  {
        if (v_Auth_Params.NCC != 0) { // NH for NCC =1 is already derived in initial AS Key derivation
          v_Auth_Params.NH := f_EUTRA_NB_Authentication_S12(v_Auth_Params.KDF,
                                                            v_Auth_Params.KASME,
                                                            v_Auth_Params.NH); //@sic R5s100496, R5s160711 sic@
          // Derive NH and store in v_Auth_Params.KENB
        }
        v_Auth_Params.NCC := (v_Auth_Params.NCC + 1) mod 4;
      }
      v_Auth_Params.KENB := f_EUTRA_NB_Authentication_S13(v_Auth_Params.KDF,
                                                          v_Auth_Params.KENB,
                                                          v_Auth_Params.NH,
                                                          p_TargetPhysicalCellIdentity,
                                                          p_EARFCN_DL, true);    // @sic R5s100138 R5s100496 R5s160711 sic@
      //Derive KENB* which will be KENB from NH stored in v_Auth_Params.KENB
    }
    v_Auth_Params.AS_Ciphering.KRRCenc := f_EUTRA_NB_Authentication_S15(tsc_RRC_Enc_Alg,
                                                                        f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),
                                                                        v_Auth_Params.KENB,
                                                                        v_Auth_Params.KDF);
    // Derives KRRCenc key
    v_Auth_Params.AS_Integrity.KRRCint := f_EUTRA_NB_Authentication_S15(tsc_RRC_Int_Alg,
                                                                       fl_AS_IntegrityInfo_GetIntAlg(v_Auth_Params.AS_Integrity),  // @sic R5-126020 sic@
                                                                       v_Auth_Params.KENB,
                                                                       v_Auth_Params.KDF);
    // Derives KRRCenc key
    v_Auth_Params.AS_Ciphering.KUPenc := f_EUTRA_NB_Authentication_S15 (tsc_UP_Enc_Alg,
                                                                      f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),
                                                                      v_Auth_Params.KENB,
                                                                      v_Auth_Params.KDF);
    // Derives KRRCenc key;
    // Ciphering algorithm for UP is same as RRC
    return v_Auth_Params;
  };



After Change:
	 function f_EUTRA_InitAS_KeyChaining_KeyRefresh(PhysCellId p_TargetPhysicalCellIdentity,
                                                 ARFCN_ValueEUTRA_r9 p_EARFCN_DL,  // @sic R5s100138 sic@
                                                 EUTRA_SecurityParams_Type p_Auth_Params,
                                                 NextHopChainingCount p_NCC) return EUTRA_SecurityParams_Type
  { // @sic R5s100138 sic@
    var EUTRA_SecurityParams_Type v_Auth_Params := p_Auth_Params;
    // initialise to  received as parameter
    if (v_Auth_Params.NCC == p_NCC) {  // Refresh of KeNB; Horizontal key derivation
      v_Auth_Params.KENB := f_EUTRA_NB_Authentication_S13(v_Auth_Params.KDF,
                                                          v_Auth_Params.KENB,
                                                          v_Auth_Params.NH,
                                                          p_TargetPhysicalCellIdentity, p_EARFCN_DL);          // @sic R5s100138, R5s160711 sic@
    }
    else {  //Chaining of KeNB; Vertical Key derivation
      while (v_Auth_Params.NCC != p_NCC)  {
        if (v_Auth_Params.NCC != 0) { // NH for NCC =1 is already derived in initial AS Key derivation
          v_Auth_Params.NH := f_EUTRA_NB_Authentication_S12(v_Auth_Params.KDF,
                                                            v_Auth_Params.KASME,
                                                            v_Auth_Params.NH); //@sic R5s100496, R5s160711 sic@
          // Derive NH and store in v_Auth_Params.KENB
        }
        v_Auth_Params.NCC := (v_Auth_Params.NCC + 1) mod 4;
      }
      v_Auth_Params.KENB := f_EUTRA_NB_Authentication_S13(v_Auth_Params.KDF,
                                                          v_Auth_Params.KENB,
                                                          v_Auth_Params.NH,
                                                          p_TargetPhysicalCellIdentity,
                                                          p_EARFCN_DL, true);    // @sic R5s100138 R5s100496 R5s160711 sic@
      //Derive KENB* which will be KENB from NH stored in v_Auth_Params.KENB
    }
    v_Auth_Params.AS_Ciphering.KRRCenc := f_EUTRA_NB_Authentication_S15(tsc_RRC_Enc_Alg,
                                                                        f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),
                                                                        v_Auth_Params.KENB,
                                                                        v_Auth_Params.KDF);
    // Derives KRRCenc key
    v_Auth_Params.AS_Integrity.KRRCint := f_EUTRA_NB_Authentication_S15(tsc_RRC_Int_Alg,
                                                                       fl_AS_IntegrityInfo_GetIntAlg(v_Auth_Params.AS_Integrity),  // @sic R5-126020 sic@
                                                                       v_Auth_Params.KENB,
                                                                       v_Auth_Params.KDF);
    // Derives KRRCenc key
    v_Auth_Params.AS_Ciphering.KUPenc := f_EUTRA_NB_Authentication_S15 (tsc_UP_Enc_Alg,
                                                                      f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),
                                                                      v_Auth_Params.KENB,
                                                                      v_Auth_Params.KDF);
    // Derives KRRCenc key;
    // Ciphering algorithm for UP is same as RRC
    return v_Auth_Params;
  }; 



