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1. [bookmark: _Toc122434485][bookmark: _Toc61291839]Overview
This document lists all the changes needed to correct issues in the ATS iWD-TTCN3-B2020-09_D20wk50 related to the title of this CR.
Contact:	Shaun Harry
	shaun.harry@keysight.com
1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc61291840]Corrections required


[bookmark: _Toc278558114][bookmark: _Toc279399112][bookmark: _Toc370291978][bookmark: _Toc370840834][bookmark: OLE_LINK8][bookmark: OLE_LINK9][bookmark: OLE_LINK12][bookmark: OLE_LINK15][bookmark: OLE_LINK57][bookmark: OLE_LINK58][bookmark: _Toc61291841]2.1 Change 1
	Function name
	fl_TC_8_2_2_3_1_ENDC_EUTRA_TestBody

	Reason for change
	At step 3 of the test case, SS shall send a reconfiguration message on SRB3. SRB3 is configured using KgNB as per the reconfiguration message at step 1 but the keys are not yet applied on the SS. It is required to send KgNB keys from EUTRA PTC to NR PTC and apply the keys for SRB3.

	Summary of change
	At step3, function f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys() is called with SKCounter value 1 to send security keys for SRB3 to NR PTC

	TTCN module
	RRCReconfig_ENDC_EUTRA.ttcn

	MCC160 Comment
	



Before Change

function fl_TC_8_2_2_3_1_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC
  {// @sic R5-202647, R5-206340, R5s201348 sic@
    var template (omit) octetstring v_NR_SCGConfig := omit;
    var template (omit) octetstring v_NR_RBConfig := omit;
    var template (value) RRCConnectionReconfiguration_v890_IEs v_RRCConnectionReconfiguration_v890_IEs;
    var EUTRA38_SecurityParamsExtd_Type v_Security_Params := f_EUTRA38_Security_Get();
    
    // @siclog "Steps 1-2" siclog@
    f_EUTRA38_ReconfigureSRBs_NR_PDCPSplit(eutra_Cell1, true, (v_Security_Params.SK_Counter + 1), false);
    
    // @siclog "Step 3" siclog@
    // The SS transmits on SRB3/SCG an NR RRCReconfiguration message to reconfigure SCG DRB.
    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);
    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);
    
    // @siclog "Step 5" siclog@
    // The SS transmits over split SRB1 SCG path/NR Cell 1 an RRCConnectionReconfiguration message to release SRB3.
    v_NR_SCGConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "Reconfig");
    v_NR_RBConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "RB");
    v_RRCConnectionReconfiguration_v890_IEs := f_EUTRA38_508_BuildRRCConnReconfig_NR_Config_Setup (v_NR_SCGConfig, v_NR_RBConfig);
    SRB.send(cas_SRB1_RrcNasPduList_REQ(eutra_Cell1,
                                        cs_TimingInfo_Now,
                                        cs_RRCConnectionReconfiguration_Common(tsc_RRC_TI_Def,-,-,-,-,v_RRCConnectionReconfiguration_v890_IEs),
                                        omit));
    // @siclog "Step 6" siclog@
    SRB.receive(car_SRB_RrcPdu_IND_Common(eutra_Cell1,tsc_SRB1, cr_RRCConnectionReconfigurationComplete_r15, -, crs_RlcBearerRouting_Eutra(eutra_Cell1)));
    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 6");

    // @siclog "Step 7" siclog@
    // The SS transmits an RRCConnectionReconfiguration message to release SRB1 over SCG path/NR Cell 1
    // Keep split SRB configured at SS side to ensure UE is not using the SCG path
    v_NR_SCGConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "Reconfig");
    v_RRCConnectionReconfiguration_v890_IEs := f_EUTRA38_508_BuildRRCConnReconfig_NR_Config_Setup (v_NR_SCGConfig);
    SRB.send(cas_SRB1_RrcNasPduList_REQ(eutra_Cell1,
                                        cs_TimingInfo_Now,
                                        cs_RRCConnectionReconfiguration_Common(tsc_RRC_TI_Def,-,-,-,-,v_RRCConnectionReconfiguration_v890_IEs),
                                        omit));
    // @siclog "Step 8" siclog@
    // Check: Does the UE send RRCConnectionReconfigurationComplete containing NR RRCReconfigurationComplete message on SRB1 over the MCG path?
    SRB.receive(car_SRB_RrcPdu_IND_Common(eutra_Cell1, tsc_SRB1, cr_RRCConnectionReconfigurationComplete_r15, -, crs_RlcBearerRouting_Eutra(eutra_Cell1)));
    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 8");

  }



After Change

function fl_TC_8_2_2_3_1_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC
  {// @sic R5-202647, R5-206340, R5s201348 sic@
    var template (omit) octetstring v_NR_SCGConfig := omit;
    var template (omit) octetstring v_NR_RBConfig := omit;
    var template (value) RRCConnectionReconfiguration_v890_IEs v_RRCConnectionReconfiguration_v890_IEs;
    var EUTRA38_SecurityParamsExtd_Type v_Security_Params := f_EUTRA38_Security_Get();
    
    // @siclog "Steps 1-2" siclog@
    f_EUTRA38_ReconfigureSRBs_NR_PDCPSplit(eutra_Cell1, true, (v_Security_Params.SK_Counter + 1), false);
    
    // @siclog "Step 3" siclog@
    // The SS transmits on SRB3/SCG an NR RRCReconfiguration message to reconfigure SCG DRB.
    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);
    // Initiate SgNB Keys 
    f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR,1);
    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);
    
    // @siclog "Step 5" siclog@
    // The SS transmits over split SRB1 SCG path/NR Cell 1 an RRCConnectionReconfiguration message to release SRB3.
    v_NR_SCGConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "Reconfig");
    v_NR_RBConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "RB");
    v_RRCConnectionReconfiguration_v890_IEs := f_EUTRA38_508_BuildRRCConnReconfig_NR_Config_Setup (v_NR_SCGConfig, v_NR_RBConfig);
    SRB.send(cas_SRB1_RrcNasPduList_REQ(eutra_Cell1,
                                        cs_TimingInfo_Now,
                                        cs_RRCConnectionReconfiguration_Common(tsc_RRC_TI_Def,-,-,-,-,v_RRCConnectionReconfiguration_v890_IEs),
                                        omit));
    // @siclog "Step 6" siclog@
    SRB.receive(car_SRB_RrcPdu_IND_Common(eutra_Cell1,tsc_SRB1, cr_RRCConnectionReconfigurationComplete_r15, -, crs_RlcBearerRouting_Eutra(eutra_Cell1)));
    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 6");

    // @siclog "Step 7" siclog@
    // The SS transmits an RRCConnectionReconfiguration message to release SRB1 over SCG path/NR Cell 1
    // Keep split SRB configured at SS side to ensure UE is not using the SCG path
    v_NR_SCGConfig := f_EUTRA_NR_WaitForCoOrd_Data(NR, "Reconfig");
    v_RRCConnectionReconfiguration_v890_IEs := f_EUTRA38_508_BuildRRCConnReconfig_NR_Config_Setup (v_NR_SCGConfig);
    SRB.send(cas_SRB1_RrcNasPduList_REQ(eutra_Cell1,
                                        cs_TimingInfo_Now,
                                        cs_RRCConnectionReconfiguration_Common(tsc_RRC_TI_Def,-,-,-,-,v_RRCConnectionReconfiguration_v890_IEs),
                                        omit));
    // @siclog "Step 8" siclog@
    // Check: Does the UE send RRCConnectionReconfigurationComplete containing NR RRCReconfigurationComplete message on SRB1 over the MCG path?
    SRB.receive(car_SRB_RrcPdu_IND_Common(eutra_Cell1, tsc_SRB1, cr_RRCConnectionReconfigurationComplete_r15, -, crs_RlcBearerRouting_Eutra(eutra_Cell1)));
    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 8");

  }


[bookmark: _Toc61291842]2.2 Change 2
	Function name
	fl_TC_8_2_2_3_1_ENDC_NR_TestBody

	Reason for change
	1. Template cs_NR_RlcBearerConfig_AM is used to configure SS side SRB. This will end up using template to configure IE “sn_FieldLength” with value snSize18. For Signalling bearers sn_FieldLength shall be set as snSize12.

2. At step 3 of the test case, SS shall send a reconfiguration message on SRB3. SRB3 is configured using KgNB as per the reconfiguration message at step 1 but the keys are not yet applied on the SS. It is required to send KgNB keys from EUTRA PTC to NR PTC and apply the keys for SRB3.

	Summary of change
	1. New template cs_NR_RlcBearerConfig_AM_SRB  is used to configure SS at step #1

2. At step 3, function f_ENDC_GetKeysActivateSecurity() Is called to wait for KgNB Keys from EUTRA and apply the Keys on SRB3.

	TTCN module
	RRCReconfig_ENDC_NR.ttcn

	MCC160 Comment
	



Before Change

function fl_TC_8_2_2_3_1_ENDC_NR_TestBody() runs on ENDC_NR_PTC
  {// @sic R5-202647, R5-206340, R5s201348 sic@
    var template (value) CellGroupConfig v_SCGConfig;
    var template (value) RadioBearerConfig v_RadioBearerConfig1;
    var template (value) RadioBearerConfig v_RadioBearerConfig2;
    var template (omit) octetstring v_EncodedSCG_Config := omit;
    var template (value) SRB_ToAddModList v_SRB_ToAddModList;
    var template (value) NR_RLC_BearerToAddModList_Type v_RLC_BearerToAddModList;
    var template (value) NR_RadioBearerList_Type v_RadioBearerList;
    var boolean v_IsFR1 := f_NR_CellInfo_GetIsFR1(nr_Cell1);
    var template (value) UL_AM_RLC v_ParametersTX := f_NR_UL_AM_RLC(v_IsFR1);
    var template (value) DL_AM_RLC v_ParametersRX := f_NR_DL_AM_RLC(v_IsFR1);
    
    // @siclog "Step 1" siclog@
    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_OctetData (bit2oct(f_NR_ConvertCiphAlg2Bitstring(f_NR_AS_CipheringAlgorithm_Get())), "NR Ciphering Alg"));
    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_OctetData (bit2oct(f_NR_ConvertIntAlg2Bitstring(f_NR_AS_IntegrityAlgorithm_Get())), "NR Integrity Alg"));
    //Set the NR ENDC Configuration for SRB1
    v_SRB_ToAddModList := {
      cs_NR_SRB_ToAddMod_ReestablishPDCP(tsc_SRB1, cs_NR_PDCP_Config_SplitSRB(-, f_NR_LogicalChannelId_SRB(tsc_SRB1))),
      cs_NR_SRB_ToAddMod_ReestablishPDCP(tsc_SRB2)
    };

    v_RadioBearerConfig1 := cs_38508_RadioBearerConfigDef({cs_NR_SRB_ToAddMod(tsc_SRB3)}, -, -, cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get(), f_NR_AS_IntegrityAlgorithm_Get()), secondary));
    v_RadioBearerConfig2 := cs_38508_RadioBearerConfigDef(v_SRB_ToAddModList, -, -, cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get(), f_NR_AS_IntegrityAlgorithm_Get()), master));
    v_RLC_BearerToAddModList := {
      cs_RLC_BearerConfig_SRB_ReestablishRLC(tsc_SRB1),
      cs_38508_RLC_BearerConfig_SRB(tsc_SRB3),
      cs_38508_RLC_BearerConfig_DRB(tsc_NR_DRB2,
                                    cs_38508_RLC_Config_AM_DRB(v_ParametersTX, v_ParametersRX),
                                    cs_38508_LogicalChannelConfig_DRB,
                                    true_)
    };
    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, v_RLC_BearerToAddModList);
    //SS : configure SRB1 with RLCAckProhibit
    v_RadioBearerList := {
      cs_NR_SS_RadioBearer_Config(tsc_NR_RbId_SRB1, cs_NR_PDCP_Configuration_Proxy(crs_RlcBearerRouting_Eutra(eutra_Cell1)), cs_NR_RlcBearerConfig_AM(v_IsFR1 ,-, f_NR_LogicalChannelId_SRB(tsc_SRB1))),
      cs_NR_SS_SRB3_Config
    };

    f_NR_SS_CommonRadioBearerConfig(nr_Cell1, v_RadioBearerList, cs_TimingInfo_Now); //Configure SRB1 in NR with PDCP set to proxy + SRB3 on NR
    f_NR_SendRRCReconfigurationContentsToEUTRA (v_RadioBearerConfig1, v_SCGConfig, -, -, false);  // Now send octetstrings to EUTRA
    f_NR_SendRRCReconfigurationContentsToEUTRA (v_RadioBearerConfig2, omit);  // Now send octetstrings to EUTRA
   
    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);

   // @siclog "Step 3" siclog@
   // SS transmits an NR RRCReconfiguration message to reconfigure SCG DRB on SRB3/NR Cell 1
    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, -, -, cs_NR_MAC_CellGroupConfig(-, -, cs_NR_BSR_ConfigDef(sf5, sf40)));
    v_EncodedSCG_Config := bit2oct(encvalue(v_SCGConfig));
    SRB.send(cas_NR_SRB3_RrcPdu_REQ(nr_Cell1, -, cs_38508_RRCReconfiguration(tsc_NR_RRC_TI_Def, -, v_EncodedSCG_Config)));
    
    // @siclog "Step 4" siclog@
    // Check: Does the UE transmit an NR RRCReconfigurationComplete message on SRB3/NR Cell 1?
    SRB.receive(car_NR_SRB3_RrcPdu_IND(nr_Cell1, cr_38508_RRCReconfigurationComplete));
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger);

    // @siclog "Step 5" siclog@
    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, -, { f_NR_LogicalChannelId_SRB(tsc_SRB3) });
    // Now send octetstrings to EUTRA
    f_NR_SendRRCReconfigurationContentsToEUTRA (cs_NR_RadioBearer_ReleaseSRB3, v_SCGConfig, -, -, false);

    // @siclog "Step 7-8" siclog@
    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, -, { f_NR_LogicalChannelId_SRB(tsc_SRB1) });
    f_NR_SendRRCReconfigurationContentsToEUTRA (omit, v_SCGConfig, -, -, false); // Now send octetstrings to EUTRA

  }


After Change

function fl_TC_8_2_2_3_1_ENDC_NR_TestBody() runs on ENDC_NR_PTC
  {// @sic R5-202647, R5-206340, R5s201348 sic@
    var template (value) CellGroupConfig v_SCGConfig;
    var template (value) RadioBearerConfig v_RadioBearerConfig1;
    var template (value) RadioBearerConfig v_RadioBearerConfig2;
    var template (omit) octetstring v_EncodedSCG_Config := omit;
    var template (value) SRB_ToAddModList v_SRB_ToAddModList;
    var template (value) NR_RLC_BearerToAddModList_Type v_RLC_BearerToAddModList;
    var template (value) NR_RadioBearerList_Type v_RadioBearerList;
    var boolean v_IsFR1 := f_NR_CellInfo_GetIsFR1(nr_Cell1);
    var template (value) UL_AM_RLC v_ParametersTX := f_NR_UL_AM_RLC(v_IsFR1);
    var template (value) DL_AM_RLC v_ParametersRX := f_NR_DL_AM_RLC(v_IsFR1);
    
    // @siclog "Step 1" siclog@
    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_OctetData (bit2oct(f_NR_ConvertCiphAlg2Bitstring(f_NR_AS_CipheringAlgorithm_Get())), "NR Ciphering Alg"));
    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_OctetData (bit2oct(f_NR_ConvertIntAlg2Bitstring(f_NR_AS_IntegrityAlgorithm_Get())), "NR Integrity Alg"));
    //Set the NR ENDC Configuration for SRB1
    v_SRB_ToAddModList := {
      cs_NR_SRB_ToAddMod_ReestablishPDCP(tsc_SRB1, cs_NR_PDCP_Config_SplitSRB(-, f_NR_LogicalChannelId_SRB(tsc_SRB1))),
      cs_NR_SRB_ToAddMod_ReestablishPDCP(tsc_SRB2)
    };

    v_RadioBearerConfig1 := cs_38508_RadioBearerConfigDef({cs_NR_SRB_ToAddMod(tsc_SRB3)}, -, -, cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get(), f_NR_AS_IntegrityAlgorithm_Get()), secondary));
    v_RadioBearerConfig2 := cs_38508_RadioBearerConfigDef(v_SRB_ToAddModList, -, -, cs_38508_SecurityConfig(cs_38508_SecurityAlgorithmConfig(f_NR_AS_CipheringAlgorithm_Get(), f_NR_AS_IntegrityAlgorithm_Get()), master));
    v_RLC_BearerToAddModList := {
      cs_RLC_BearerConfig_SRB_ReestablishRLC(tsc_SRB1),
      cs_38508_RLC_BearerConfig_SRB(tsc_SRB3),
      cs_38508_RLC_BearerConfig_DRB(tsc_NR_DRB2,
                                    cs_38508_RLC_Config_AM_DRB(v_ParametersTX, v_ParametersRX),
                                    cs_38508_LogicalChannelConfig_DRB,
                                    true_)
    };
    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, v_RLC_BearerToAddModList);
    //SS : configure SRB1 with RLCAckProhibit
    v_RadioBearerList := {
      cs_NR_SS_RadioBearer_Config(tsc_NR_RbId_SRB1, cs_NR_PDCP_Configuration_Proxy(crs_RlcBearerRouting_Eutra(eutra_Cell1)), cs_NR_RlcBearerConfig_AM_SRB( f_NR_LogicalChannelId_SRB(tsc_SRB1))),
      cs_NR_SS_SRB3_Config
    };

    f_NR_SS_CommonRadioBearerConfig(nr_Cell1, v_RadioBearerList, cs_TimingInfo_Now); //Configure SRB1 in NR with PDCP set to proxy + SRB3 on NR
    f_NR_SendRRCReconfigurationContentsToEUTRA (v_RadioBearerConfig1, v_SCGConfig, -, -, false);  // Now send octetstrings to EUTRA
    f_NR_SendRRCReconfigurationContentsToEUTRA (v_RadioBearerConfig2, omit);  // Now send octetstrings to EUTRA
   
    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);
    // Get Security info from EUTRA, calculate latest keys and configure SS
    f_ENDC_GetKeysActivateSecurity(nr_Cell1, EUTRA);

   // @siclog "Step 3" siclog@
   // SS transmits an NR RRCReconfiguration message to reconfigure SCG DRB on SRB3/NR Cell 1
    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, -, -, cs_NR_MAC_CellGroupConfig(-, -, cs_NR_BSR_ConfigDef(sf5, sf40)));
    v_EncodedSCG_Config := bit2oct(encvalue(v_SCGConfig));
    SRB.send(cas_NR_SRB3_RrcPdu_REQ(nr_Cell1, -, cs_38508_RRCReconfiguration(tsc_NR_RRC_TI_Def, -, v_EncodedSCG_Config)));
    
    // @siclog "Step 4" siclog@
    // Check: Does the UE transmit an NR RRCReconfigurationComplete message on SRB3/NR Cell 1?
    SRB.receive(car_NR_SRB3_RrcPdu_IND(nr_Cell1, cr_38508_RRCReconfigurationComplete));
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger);

    // @siclog "Step 5" siclog@
    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, -, { f_NR_LogicalChannelId_SRB(tsc_SRB3) });
    // Now send octetstrings to EUTRA
    f_NR_SendRRCReconfigurationContentsToEUTRA (cs_NR_RadioBearer_ReleaseSRB3, v_SCGConfig, -, -, false);

    // @siclog "Step 7-8" siclog@
    v_SCGConfig := cs_38508_CellGroupConfig(tsc_NR_CellGroupId_SCG, -, { f_NR_LogicalChannelId_SRB(tsc_SRB1) });
    f_NR_SendRRCReconfigurationContentsToEUTRA (omit, v_SCGConfig, -, -, false); // Now send octetstrings to EUTRA

  }


[bookmark: _Toc61291843]2.3 Change 3
	Function name
	New template cs_NR_RlcBearerConfig_AM_SRB

	Reason for change
	Template cs_NR_RlcBearerConfig_AM is used to configure SS side SRB. This will end up using template to configure IE “sn_FieldLength” with value snSize18. For Signalling bearers sn_FieldLength shall be set as snSize12.


	Summary of change
	New template cs_NR_RlcBearerConfig_AM_SRB  to configure SS for SRB3


	TTCN module
	RRCReconfig_ENDC_NR.ttcn

	MCC160 Comment
	




New template 

template (value) NR_RlcBearerConfig_Type cs_NR_RlcBearerConfig_AM_SRB(template (omit) NR_LogicalChannelId_Type p_LogicalChannelId) :=
  /* @status    APPROVED (ENDC, NR5GC, NR5GC_IRAT) */
  //@sic R5s190109 change 8: added p_LogicalChannelId sic@
   cs_NR_RlcBearerConfig_Common(cs_NR_SS_RLC_Configuration_AM(cs_38508_UL_RLC_SRB, cs_38508_DL_RLC_SRB), p_LogicalChannelId); 




