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1. Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test cases 6.2.3.1 which is part of the NR5GC test suite in the ‘iwd-TTCN3-B2019-06_D19wk38’ ATS delivery. 

With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence.
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3. Verification Test Summary

Test Case:
6.2.3.1
Test Group:
\NR5GC_IRAT\6_2_3\

ATS Version:
iwd-TTCN3-B2019-06_D19wk38
System Simulator used:
Starpoint SP9500 Test system 5G Protocol Conformance Test System
UE used:
HiSilicon Balong 5000
Verification Status:
PASS


4. Corrections required for NR5GC test case 6.2.3.1 using wk38
Change 4.1

	Function name
	f_TC_6_2_3_1_NR5GC_EUTRA()

	Reason for change
	Since the max power of cell1 is -80, maxreferencepower should be set.

	Summary of change
	Set cell1 reference power to -80

	TTCN module
	\NR5GC_IRAT\6_2_3\Idle_CellReSelection_NR5GC_EUTRA.ttcn

	MCC160 Comment
	


Before change

      function f_TC_6_2_3_1_NR5GC_EUTRA() runs on EUTRA_5GS_PTC

  { // Inter-RAT cell reselection / From E-UTRA_Idle to NR RRC_IDLE (lower priority & higher priority, Srxlev based)

    var EUTRA_NR_CoOrd_SysInfo_Type v_CoOrd_SysInfo;

    var template(value) CarrierFreqListNR_r15 v_CarrierFreqListNR;

    var template (value) SystemInformationBlockType24_r15 v_SIB24;

    var template(value) MTC_SSB_NR_r15 v_MTC_SSB_NR_r15;

    var CarrierFreqNR_r15.subcarrierSpacingSSB_r15 v_SCS;

    var P_MaxNR_r15 v_P_MaxNR;

    f_EUTRA38_IRAT_Init(c31);  // System information combination 31 as defined in TS 36.508-1 clause 4.4.3.1 is used in E-UTRA Cell

......

}
After change

 function f_TC_6_2_3_1_NR5GC_EUTRA() runs on EUTRA_5GS_PTC

  { // Inter-RAT cell reselection / From E-UTRA_Idle to NR RRC_IDLE (lower priority & higher priority, Srxlev based)

    var EUTRA_NR_CoOrd_SysInfo_Type v_CoOrd_SysInfo;

    var template(value) CarrierFreqListNR_r15 v_CarrierFreqListNR;

    var template (value) SystemInformationBlockType24_r15 v_SIB24;

    var template(value) MTC_SSB_NR_r15 v_MTC_SSB_NR_r15;

    var CarrierFreqNR_r15.subcarrierSpacingSSB_r15 v_SCS;

    var P_MaxNR_r15 v_P_MaxNR;

    f_EUTRA38_IRAT_Init(c31);  // System information combination 31 as defined in TS 36.508-1 clause 4.4.3.1 is used in E-UTRA Cell

f_EUTRA_CellInfo_InitMaxReferencePower (eutra_Cell1, -80);

......

}
Change 4.2

	Function name
	fl_TC_6_2_3_1_NR5GC_EUTRA_TestBody()

	Reason for change
	According to 24.501 4.4.2.3, UE shall transmit a TRACKING AREA UPDATE REQUEST message integrity protected with the current 5G NAS security context. Therefore current 5G NAS UL counter should be incremented.

According to 33.501 8.5, MME will send the received TAU Request to AMF and AMF shall use the 5G NAS security context to verify the TAU Request. Therefore, TTCN should use 5G NAS security context to integrity check TAU Request message.

	Summary of change
	Add TRACKING AREA UPDATE REQUEST test procedure 

	TTCN module
	\NR5GC_IRAT\6_2_3\Idle_CellReSelection_NR5GC_EUTRA.ttcn

	MCC160 Comment
	


Before change

   function fl_TC_6_2_3_1_NR5GC_EUTRA_TestBody(EUTRA_NR_CoOrd_SysInfo_Type p_CoOrd_SysInfo) runs on EUTRA_5GS_PTC

  {

    var template(value) MTC_SSB_NR_r15 v_MTC_SSB_NR_r15;

    var CarrierFreqNR_r15.subcarrierSpacingSSB_r15 v_SCS;

    var P_MaxNR_r15 v_P_MaxNR;

    var template(value) CarrierFreqListNR_r15 v_CarrierFreqListNR;

    var template (value) SystemInformationBlockType24_r15 v_SIB24; 

    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(NR);

    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (NR); // catched authentication and NR sysinfo parameters

    var template (value) MobileIdentity v_MappedGUTI := f_EUTRA38_NR_Convert5G_CoOrdToEPS_GUTI (v_CoOrd_Guti, omit);

    var integer v_T1_T3_Cell1_RS_EPRE_FR1 := -95;

    var integer v_T1_T3_Cell1_RS_EPRE_FR2 := -95; // FR2 FFS

    var integer v_T2_Cell1_RS_EPRE_FR1 := -80;

    var integer v_T2_Cell1_RS_EPRE_FR2 := -80; 

    //@siclog "Step 1" siclog@

    //The SS adjusts the E-UTRAN and NR Cell power levels according to row "T1" in table 6.2.3.1.3.2-1/2.

    f_EUTRA38_SetCellPower(eutra_Cell1, v_T1_T3_Cell1_RS_EPRE_FR1, v_T1_T3_Cell1_RS_EPRE_FR2);

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);  // let NR go on and sync for Step3

    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

    // Generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 take place and UE is camped on NR Cell 1

    f_EUTRA38_NR5GC_S1ToN1_IdleMode(eutra_Cell1);

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);  // let NR go on and wait until next power level change

    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

    //@siclog "Step 5" siclog@

    // The SS adjusts the E-UTRAN and NR Cell power levels according to row "T2" in table 6.2.3.1.3.2-1/2.

    f_EUTRA38_SetCellPower(eutra_Cell1, v_T2_Cell1_RS_EPRE_FR1, v_T2_Cell1_RS_EPRE_FR2);

    // @siclog "Step 7" siclog@

    // The test result of generic test procedure in TS 38.508-1 Table 4.9.7.2.2-1 indicate that the UE is camped on E-UTRAN Cell 1.

    f_EUTRA38_TrackingAreaUpdateFromN1 (eutra_Cell1, tsc_RRC_TI_Def, v_SecurityRx, v_MappedGUTI);
  ......

}
After change

 function fl_TC_6_2_3_1_NR5GC_EUTRA_TestBody(EUTRA_NR_CoOrd_SysInfo_Type p_CoOrd_SysInfo) runs on EUTRA_5GS_PTC

  {

    var template(value) MTC_SSB_NR_r15 v_MTC_SSB_NR_r15;

    var CarrierFreqNR_r15.subcarrierSpacingSSB_r15 v_SCS;

    var P_MaxNR_r15 v_P_MaxNR;

    var template(value) CarrierFreqListNR_r15 v_CarrierFreqListNR;

    var template (value) SystemInformationBlockType24_r15 v_SIB24;

    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(NR);

    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (NR); // catched authentication and NR sysinfo parameters

    var template (value) MobileIdentity v_MappedGUTI := f_EUTRA38_NR_Convert5G_CoOrdToEPS_GUTI (v_CoOrd_Guti, omit);

    var integer v_T1_T3_Cell1_RS_EPRE_FR1 := -95;

    var integer v_T1_T3_Cell1_RS_EPRE_FR2 := -95; // FR2 FFS

    var integer v_T2_Cell1_RS_EPRE_FR1 := -80;

    var integer v_T2_Cell1_RS_EPRE_FR2 := -80; 

    //@siclog "Step 1" siclog@

    //The SS adjusts the E-UTRAN and NR Cell power levels according to row "T1" in table 6.2.3.1.3.2-1/2.

    f_EUTRA38_SetCellPower(eutra_Cell1, v_T1_T3_Cell1_RS_EPRE_FR1, v_T1_T3_Cell1_RS_EPRE_FR2);

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);  // let NR go on and sync for Step3

    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

    // Generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 take place and UE is camped on NR Cell 1

    f_EUTRA38_NR5GC_S1ToN1_IdleMode(eutra_Cell1);

    f_EUTRA_NR_SendCoOrd (NR, cms_EUTRA_NR_Trigger);  // let NR go on and wait until next power level change

     v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (NR); 

    f_EUTRA38_MappedContextFromN1_InitNAS_onlyNAS(eutra_Cell1,v_SecurityRx,false);
    v_SecurityRx.NASCount := f_NasSecurity_IncrementCOUNT(v_SecurityRx.NASCount);  //  count +1  
    f_EUTRA_NR_WaitForCoOrd_Trigger(NR);

    //@siclog "Step 5" siclog@

    // The SS adjusts the E-UTRAN and NR Cell power levels according to row "T2" in table 6.2.3.1.3.2-1/2.

    f_EUTRA38_SetCellPower(eutra_Cell1, v_T2_Cell1_RS_EPRE_FR1, v_T2_Cell1_RS_EPRE_FR2);

    // @siclog "Step 7" siclog@

    // The test result of generic test procedure in TS 38.508-1 Table 4.9.7.2.2-1 indicate that the UE is camped on E-UTRAN Cell 1.

    f_EUTRA38_TrackingAreaUpdateFromN1 (eutra_Cell1, tsc_RRC_TI_Def, v_SecurityRx, v_MappedGUTI);
......

}
Change 4.3

	Function name
	 f_EUTRA38_TrackingAreaUpdateFromN1()

	Reason for change
	The TAU request type can be other value such as combined TALA

	Summary of change
	Change request type with more possible value

	TTCN module
	\NR5GC_IRAT\Common\EUTRA38_NR5GCProcedures.ttcn

	MCC160 Comment
	


Before change

   function f_EUTRA38_TrackingAreaUpdateFromN1(EUTRA_CellId_Type p_CellId,

                                              RRC_TransactionIdentifier p_RRC_TI,

                                              EUTRA_NR_CoOrd_Security_Type p_NR_Auth_Params,

                                              template (present) MobileIdentity p_MobileId,

                                              template TrackingAreaId p_TAI:= cr_TAI_Any ifpresent,

                                              N1ToS1_SecurityContext_Type p_CxtType := MAPPED_CXT,

                                              RRCConnectionReleaseRequired_Type p_ReleaseRequired := rrcConnectionRelease,

                                              template (omit) PLMN_List p_EPLMNlist := omit) runs on EUTRA_PTC return NasCount_Type

{

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (NORMAL);

    var NAS_MSG_Indication_Type v_NasInd;

    var EUTRA_SecurityParams_Type v_SecurityParams;

    /* Steps 1-3 */

    //Receive RRC Connection Setup Complete with piggy-backed NAS message on SRB1 (DCCH):

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas(p_CellId,

                                               p_RRC_TI,

                                               mo_Signalling,

                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                                 cdr_TAU_Request_N1ToS1(tsc_EpsUpdate_TaUpdate,

                                                                                        p_NR_Auth_Params.KSI,

                                                                                        cr_DRXparameter_Any ('5C'O) ifpresent,

                                                                                        v_AdditionalUpdateType,

                                                                                        p_MobileId,

                                                                                        p_TAI)));

    // If we need a new algorithm, have to store the new values before calling this

    v_SecurityParams := f_EUTRA38_MappedContextFromN1_InitNAS(p_CellId, p_NR_Auth_Params, false);

    f_EUTRA_Security_Set(v_SecurityParams);

    return f_EUTRA38_TrackingAreaUpdateFromN1_WithoutReq(p_CellId,

                                                          p_RRC_TI,

                                                          v_NasInd,

                                                          p_CxtType,

                                                          p_ReleaseRequired,

                                                          p_EPLMNlist);

  }
After change

  function f_EUTRA38_TrackingAreaUpdateFromN1(EUTRA_CellId_Type p_CellId,

                                              RRC_TransactionIdentifier p_RRC_TI,

                                              EUTRA_NR_CoOrd_Security_Type p_NR_Auth_Params,

                                              template (present) MobileIdentity p_MobileId,

                                              template TrackingAreaId p_TAI:= cr_TAI_Any ifpresent,

                                              N1ToS1_SecurityContext_Type p_CxtType := MAPPED_CXT,

                                              RRCConnectionReleaseRequired_Type p_ReleaseRequired := rrcConnectionRelease,

                                              template (omit) PLMN_List p_EPLMNlist := omit) runs on EUTRA_PTC return NasCount_Type

{

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (NORMAL);

    var NAS_MSG_Indication_Type v_NasInd;

    var EUTRA_SecurityParams_Type v_SecurityParams;

    /* Steps 1-3 */

    //Receive RRC Connection Setup Complete with piggy-backed NAS message on SRB1 (DCCH):

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas(p_CellId,

                                               p_RRC_TI,

                                               mo_Signalling,

                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                                 cdr_TAU_Request_N1ToS1((tsc_EpsUpdate_TaUpdate,tsc_EpsUpdate_Combined_TaLaUpdate),

                                                                                        p_NR_Auth_Params.KSI,

                                                                                        cr_DRXparameter_Any ('5C'O) ifpresent,

                                                                                        v_AdditionalUpdateType,

                                                                                        p_MobileId,

                                                                                        p_TAI)));

    // If we need a new algorithm, have to store the new values before calling this

    v_SecurityParams := f_EUTRA38_MappedContextFromN1_InitNAS(p_CellId, p_NR_Auth_Params, false);

    f_EUTRA_Security_Set(v_SecurityParams);

    return f_EUTRA38_TrackingAreaUpdateFromN1_WithoutReq(p_CellId,

                                                          p_RRC_TI,

                                                          v_NasInd,

                                                          p_CxtType,

                                                          p_ReleaseRequired,

                                                          p_EPLMNlist);

  }  

Change 4.4

	Function name
	f_EUTRA38_MappedContextFromN1_InitNAS()

	Reason for change
	1、NAS  Count Set error，so  the init value of  NAS  Count should be'FFFFFFFF'O
2、SS AS  security  is not necessary to be configured, it should be configured when AS SMC procedure starts.

	Summary of change
	1、Update NAS Count,

2、Remove SS AS security configuration

	TTCN module
	\NR5GC_IRAT\Common\EUTRA38_NR5GCProcedures.ttcn

	MCC160 Comment
	


Before change

    function f_EUTRA38_MappedContextFromN1_InitNAS(EUTRA_CellId_Type p_CellId,

                                               EUTRA_NR_CoOrd_Security_Type p_NR_Auth_Params,

                                               boolean p_Handover )  runs on EUTRA_PTC return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var NasCount_Type v_NasCountUL;

    v_SecurityParams.KASME := f_NG_Authentication_A14(p_Handover,

                                                      p_NR_Auth_Params.NASCount,

                                                      p_NR_Auth_Params.Key,

                                                      v_SecurityParams.KDF);

    // Derives KNASenc key

    v_SecurityParams.NAS_Ciphering.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    // Derives KNASint key

    v_SecurityParams.NAS_Integrity.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    v_SecurityParams.KSIsgsn := v_SecurityParams.AuthParams.KeySeq ;

    // Derives KNASint key

    //As per 33.401 clause 9.2.2.2

    v_NasCountUL := 'FFFFFFFF'O;

    v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S11 (v_SecurityParams.KDF, v_SecurityParams.KASME, v_NasCountUL); // @sic R5s160711 sic@

    //Derive KenB

    v_SecurityParams.AS_Ciphering.KRRCenc := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Enc_Alg,

                                                                       f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Integrity.KRRCint := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Int_Alg,

                                                                       fl_AS_IntegrityInfo_GetIntAlg(v_SecurityParams.AS_Integrity),  // @sic R5-126020 sic@

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Ciphering.KUPenc := f_EUTRA_NB_Authentication_S15 (tsc_UP_Enc_Alg,

                                                                      f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                      v_SecurityParams.KENB,

                                                                      v_SecurityParams.KDF);

    // Now update the SS

    f_EUTRA_NB_SS_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering); // @sic R5s120686 sic@

    f_EUTRA_NB_SS_NAS_CountSet(NASCTRL, '00000000'O, omit);
    f_EUTRA_SS_RRC_EnableIntProt_CiphULandDL(p_CellId,

                                             v_SecurityParams.AS_Integrity,

                                             v_SecurityParams.AS_Ciphering,

                                             cs_TimingInfo_Now);

    return v_SecurityParams;

  }
After change

  function f_EUTRA38_MappedContextFromN1_InitNAS(EUTRA_CellId_Type p_CellId,

                                               EUTRA_NR_CoOrd_Security_Type p_NR_Auth_Params,

                                               boolean p_Handover)  runs on EUTRA_PTC return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var NasCount_Type v_NasCountUL;

    v_SecurityParams.KASME := f_NG_Authentication_A14(p_Handover,

                                                      p_NR_Auth_Params.NASCount,

                                                      p_NR_Auth_Params.Key,

                                                      v_SecurityParams.KDF);

    // Derives KNASenc key

    v_SecurityParams.NAS_Ciphering.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    // Derives KNASint key

    v_SecurityParams.NAS_Integrity.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    v_SecurityParams.KSIsgsn := v_SecurityParams.AuthParams.KeySeq ;

    // Derives KNASint key

    //As per 33.401 clause 9.2.2.2

    v_NasCountUL := 'FFFFFFFF'O;

    v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S11 (v_SecurityParams.KDF, v_SecurityParams.KASME, v_NasCountUL); // @sic R5s160711 sic@

    //Derive KenB

    v_SecurityParams.AS_Ciphering.KRRCenc := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Enc_Alg,

                                                                       f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Integrity.KRRCint := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Int_Alg,

                                                                       fl_AS_IntegrityInfo_GetIntAlg(v_SecurityParams.AS_Integrity),  // @sic R5-126020 sic@

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Ciphering.KUPenc := f_EUTRA_NB_Authentication_S15 (tsc_UP_Enc_Alg,

                                                                      f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                      v_SecurityParams.KENB,

                                                                      v_SecurityParams.KDF);

    // Now update the SS

    f_EUTRA_NB_SS_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering); // @sic R5s120686 sic@

      f_EUTRA_NB_SS_NAS_CountSet(NASCTRL, 'FFFFFFFF'O, omit);  

    return v_SecurityParams;

  }

Change 4.5

	Function name
	f_EUTRA38_TrackingAreaUpdateFromN1_WithoutReq()

	Reason for change
	 TAU Accept  type  should be set according to TAU request type, not the fixed value.

	Summary of change
	Update TAU Accept  type based on TAU request type

	TTCN module
	\NR5GC_IRAT\Common\EUTRA38_NR5GCProcedures.ttcn

	MCC160 Comment
	


Before change

   function f_EUTRA38_TrackingAreaUpdateFromN1_WithoutReq(EUTRA_CellId_Type p_CellId,

                                                         RRC_TransactionIdentifier p_RRC_TI,

                                                         NAS_MSG_Indication_Type p_NasInd,

                                                         N1ToS1_SecurityContext_Type p_CxtType := MAPPED_CXT,

                                                         RRCConnectionReleaseRequired_Type p_ReleaseRequired := rrcConnectionRelease,

                                                         template (omit) PLMN_List p_EPLMNlist := omit) runs on EUTRA_PTC return NasCount_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var GutiParameters_Type v_GutiParams:= f_EUTRA_CellInfo_GetGuti(p_CellId);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);

    if (p_CxtType == NEW_CXT) {

      //4a1 4a2: Authentication Procedure

      /* Authentication Procedure according to 24.301 cl. 5.4.2 */

      v_SecurityParams := f_EUTRA_NAS_Authentication(p_CellId,

                                                     tsc_SRB1,

                                                     v_SecurityParams,

                                                     tsc_SHT_NoSecurityProtection,

                                                     (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected),

                                                     v_PLMN);

      f_EUTRA_Security_Set(v_SecurityParams);

    }

    if (p_CxtType == NEW_CXT or p_CxtType == EXISTING_CXT) {

      // 4a3 4a4/4b1 4b2

      f_EUTRA_NAS_ActivateSecurity(p_CellId, v_SecurityParams);

    }

    /* Step 4 - 5: send TAU ACCEPT and receive TAU COMPLETE */

    f_EUTRA_TrackingAreaUpdate_Accept_Complete(p_CellId,

                                               v_GutiParams,

                                               tsc_EpsUpdate_TaUpdate,

                                               p_NasInd.Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.epsBearerContextStatus,

                                               p_NasInd.Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.addUpdateType,

                                               NORMAL,

                                               p_EPLMNlist,

                                               cs_EPS_NwkFtSup_NR);

      /* Step 8: Release RRC connection */

      if (p_ReleaseRequired == rrcConnectionRelease) {

        f_EUTRA_RRC_ConnectionRelease(p_CellId, p_RRC_TI);

      }

    return p_NasInd.SecurityProtection.NasCount;

  }
After change

  function f_EUTRA38_TrackingAreaUpdateFromN1_WithoutReq(EUTRA_CellId_Type p_CellId,

                                                         RRC_TransactionIdentifier p_RRC_TI,

                                                         NAS_MSG_Indication_Type p_NasInd,

                                                         N1ToS1_SecurityContext_Type p_CxtType := MAPPED_CXT,

                                                         RRCConnectionReleaseRequired_Type p_ReleaseRequired := rrcConnectionRelease,

                                                         template (omit) PLMN_List p_EPLMNlist := omit) runs on EUTRA_PTC return NasCount_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var GutiParameters_Type v_GutiParams:= f_EUTRA_CellInfo_GetGuti(p_CellId);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);

    if (p_CxtType == NEW_CXT) {

      //4a1 4a2: Authentication Procedure

      /* Authentication Procedure according to 24.301 cl. 5.4.2 */

      v_SecurityParams := f_EUTRA_NAS_Authentication(p_CellId,

                                                     tsc_SRB1,

                                                     v_SecurityParams,

                                                     tsc_SHT_NoSecurityProtection,

                                                     (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected),

                                                     v_PLMN);

      f_EUTRA_Security_Set(v_SecurityParams);

    }

    if (p_CxtType == NEW_CXT or p_CxtType == EXISTING_CXT) {

      // 4a3 4a4/4b1 4b2

      f_EUTRA_NAS_ActivateSecurity(p_CellId, v_SecurityParams);

    }

    /* Step 4 - 5: send TAU ACCEPT and receive TAU COMPLETE */

    f_EUTRA_TrackingAreaUpdate_Accept_Complete(p_CellId,

                                               v_GutiParams,

                                          p_NasInd.Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.epsUpdateType.typeValue,                                                  p_NasInd.Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.epsBearerContextStatus,

                                               p_NasInd.Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.addUpdateType,

                                               NORMAL,

                                               p_EPLMNlist,

                                               cs_EPS_NwkFtSup_NR);

      /* Step 8: Release RRC connection */

      if (p_ReleaseRequired == rrcConnectionRelease) {

        f_EUTRA_RRC_ConnectionRelease(p_CellId, p_RRC_TI);

      }

    return p_NasInd.SecurityProtection.NasCount;

  }

Change 4.6

	Function name
	f_TC_6_2_3_1_NR5GC()

	Reason for change
	Since the max power of cell1 is -80, so maxreferencepower should be set to -80

	Summary of change
	Set cell1reference power to -80

	TTCN module
	\NR5GC_IRAT\6_2_3\Idle_CellReSelection_NR5GC_NR.ttcn

	MCC160 Comment
	


Before change

  function f_TC_6_2_3_1_NR5GC() runs on NR5GC_PTC

  { // Inter-RAT cell reselection / From E-UTRA_Idle to NR RRC_IDLE (lower priority & higher priority, Srxlev based)

    f_NR5GC_IRAT_Init(NR_6);  // System information combination NR-6 as defined in TS 38.508-1 clause 4.4.3.1.3 is used in NR Cell

    f_EUTRA_NR_SendSysinfoCoOrd(EUTRA, f_NR5GC_IRAT_ListOfFrequencies());  // sends Freq. Info to the other RAT

......

}
After change

   function f_TC_6_2_3_1_NR5GC() runs on NR5GC_PTC

  { // Inter-RAT cell reselection / From E-UTRA_Idle to NR RRC_IDLE (lower priority & higher priority, Srxlev based)

    f_NR5GC_IRAT_Init(NR_6);  // System information combination NR-6 as defined in TS 38.508-1 clause 4.4.3.1.3 is used in NR Cell

    f_NR_CellInfo_InitMaxReferencePower(nr_Cell1,-80,-80);

    f_EUTRA_NR_SendSysinfoCoOrd(EUTRA, f_NR5GC_IRAT_ListOfFrequencies());  // sends Freq. Info to the other RAT

......

}
Change 4.7

	Function name
	fl_TC_6_2_3_1_TestBody()

	Reason for change
	1  Accroding to TS 24.501 6.4.2, after the first inter-system change from S1 mode to N1 mode, if the UE is operating in single-registration mode in the network supporting N26 interface, UE will need send PDU session modification request. The parameter true indicates pdusession modification
1、 According to  CR  R5-198854 Summary of change 1:use  native 5G NAS security context parsing TAU
2、 Release Signaling included in f_NR5GC_IRAT_S1ToN1_IdleMode() function

	Summary of change
	add and modify procedure

	TTCN module
	\NR5GC_IRAT\6_2_3\Idle_CellReSelection_NR5GC_NR.ttcn

	MCC160 Comment
	


Before change

  function fl_TC_6_2_3_1_TestBody() runs on NR5GC_PTC

  {

    // Send both authentication and NR sysinfo parameters to EUTRA that will be used throughout the test

    f_NR5GC_Send_IRATParametersToEUTRA(nr_Cell1);

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA); // wait power change on EUTRA first to do the steps only on NR side

    //@siclog "Step 1" siclog@

    //The SS adjusts the E-UTRAN and NR Cell power levels according to row "T1" in table 6.2.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -80, -80); // FR2 FFS

    //@siclog "Step 2" siclog@

    // Wait for 1 second to allow UE to recognise the change.

    f_Delay(1.0);

    //@siclog "Step 3" siclog@

    // Check: Does the test result of generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 indicate that the UE is camped on NR Cell 1?

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger);

    f_NR5GC_IRAT_S1ToN1_IdleMode(nr_Cell1);

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 3");

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);  // back from step 3

    //@siclog "Step 4" siclog@

    // The SS transmits RRCRelease message on NR Cell 1

    SRB.send(cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, -, cs_38508_RRCRelease (tsc_NR_RRC_TI_Def)));

    //@siclog "Step 5" siclog@

    // The SS adjusts the E-UTRAN and NR Cell power levels according to row "T2" in table 6.2.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -95, -95);

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger);

    //@siclog "Step 6" siclog@

    // Wait for 1 second to allow UE to recognise the change.

    f_Delay(1.0);

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);  // change power levels on NR side, step 11

    // @siclog "Step 11" siclog@

    // The SS re-adjusts the E-UTRAN and NR Cell levels according to row "T3" in table 6.2.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -80, -80);

    // @siclog "Step 12" siclog@

    // Check: Does the test result of generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 indicate that the UE is camped on NR Cell 1?

    f_NR5GC_IRAT_S1ToN1_IdleMode(nr_Cell1);

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    // @siclog "Step 13" siclog@

    // The SS transmits RRCRelease message on NR Cell 1.

    SRB.send(cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, -, cs_38508_RRCRelease (tsc_NR_RRC_TI_Def)));

  }

After change

   function fl_TC_6_2_3_1_TestBody() runs on NR5GC_PTC

  {

    // Send both authentication and NR sysinfo parameters to EUTRA that will be used throughout the test

    f_NR5GC_Send_IRATParametersToEUTRA(nr_Cell1);

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA); // wait power change on EUTRA first to do the steps only on NR side

    //@siclog "Step 1" siclog@

    //The SS adjusts the E-UTRAN and NR Cell power levels according to row "T1" in table 6.2.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -80, -80); // FR2 FFS

    //@siclog "Step 2" siclog@

    // Wait for 1 second to allow UE to recognise the change.

    f_Delay(1.0);

    //@siclog "Step 3" siclog@

    // Check: Does the test result of generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 indicate that the UE is camped on NR Cell 1?

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger);

    f_NR5GC_IRAT_S1ToN1_IdleMode(nr_Cell1,-,-,-,-,-,true); //need TTCN CR


f_NR5GC_Send_AuthParametersToEUTRA();  
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 3");

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);  // back from step 3

    //@siclog "Step 4" siclog@

    // The SS transmits RRCRelease message on NR Cell 1

  //  SRB.send(cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, -, cs_38508_RRCRelease (tsc_NR_RRC_TI_Def)));

    //@siclog "Step 5" siclog@

    // The SS adjusts the E-UTRAN and NR Cell power levels according to row "T2" in table 6.2.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -95, -95);

    f_EUTRA_NR_SendCoOrd(EUTRA, cms_EUTRA_NR_Trigger);

    //@siclog "Step 6" siclog@

    // Wait for 1 second to allow UE to recognise the change.

    f_Delay(1.0);

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);  // change power levels on NR side, step 11

    // @siclog "Step 11" siclog@

    // The SS re-adjusts the E-UTRAN and NR Cell levels according to row "T3" in table 6.2.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -80, -80);

    // @siclog "Step 12" siclog@

    // Check: Does the test result of generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 indicate that the UE is camped on NR Cell 1?

    f_NR5GC_IRAT_S1ToN1_IdleMode(nr_Cell1);

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    // @siclog "Step 13" siclog@

    // The SS transmits RRCRelease message on NR Cell 1.

    //SRB.send(cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, -, cs_38508_RRCRelease (tsc_NR_RRC_TI_Def)));

  }  

Change 4.8

	Function name
	f_NR5GC_IRAT_S1ToN1_IdleMode()

	Reason for change
	Modify function ,add pass parameter

	Summary of change
	Modify function ,add pass parameter

	TTCN module
	\NR5GC_IRAT\NR5GC_IRAT_CommonFunctions.ttcn

	MCC160 Comment
	


Before change

 function f_NR5GC_IRAT_S1ToN1_IdleMode(NR_CellId_Type p_CellId,

                                        RRCConnectionReleaseRequired_Type p_ReleaseConnection := rrcConnectionRelease,

                                        template (omit) NG_MobileIdentity p_GUTIFromPreamble := omit,

                                        template NG_TrackingAreaId p_TAI := *,

                                        template (omit) NG_MobileIdentity p_GUTIToSend := omit,

                                        template (omit) NG_TrackingAreaIdList p_TAIList := omit)  runs on NR5GC_PTC

  {

    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (p_CellId);

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (p_CellId);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var template (value) NG_MobileIdentity v_GUTIFromPreamble;

    var template NG_TrackingAreaId v_TAI;

    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();

    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(EUTRA);

    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (EUTRA);

    if (isvalue(p_GUTIFromPreamble)) {

      v_GUTIFromPreamble := valueof(p_GUTIFromPreamble);

    } else {

      v_GUTIFromPreamble := f_NG_GutiParameters2MobileIdentity (v_PLMN, v_GutiParams);

    }

    if (isvalue(p_TAI)) {

      v_TAI := valueof(p_TAI);

    } else {

      v_TAI := f_LastVisited_TAI (p_CellId);

    }

   f_NR5GC_IRAT_MobilityRegistration (p_CellId,

                                       v_SecurityRx,

                                       f_NR_Convert_CoOrdTo5G_GUTI(v_CoOrd_Guti, omit),

                                       cs_NAS_KeySetIdentifier_lv(v_NAS_SecurityParams.KSIamf, tsc_NasKsi_MappedSecurityContext), // last KSI value calculated on NR cell

                                       v_GUTIFromPreamble,

                                       v_TAI,

                                       p_GUTIToSend,

                                       p_TAIList,

                                       p_ReleaseConnection);

  }
After change

   function f_NR5GC_IRAT_S1ToN1_IdleMode(NR_CellId_Type p_CellId,

                                        RRCConnectionReleaseRequired_Type p_ReleaseConnection := rrcConnectionRelease,

                                        template (omit) NG_MobileIdentity p_GUTIFromPreamble := omit,

                                        template NG_TrackingAreaId p_TAI := *,

                                        template (omit) NG_MobileIdentity p_GUTIToSend := omit,

                                        template (omit) NG_TrackingAreaIdList p_TAIList := omit,











boolean p_PDUSessModify := false)  runs on NR5GC_PTC

  {

    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (p_CellId);

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (p_CellId);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var template (value) NG_MobileIdentity v_GUTIFromPreamble;

    var template NG_TrackingAreaId v_TAI;

    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();

    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(EUTRA);

    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (EUTRA);

    if (isvalue(p_GUTIFromPreamble)) {

      v_GUTIFromPreamble := valueof(p_GUTIFromPreamble);

    } else {

      v_GUTIFromPreamble := f_NG_GutiParameters2MobileIdentity (v_PLMN, v_GutiParams);

    }

    if (isvalue(p_TAI)) {

      v_TAI := valueof(p_TAI);

    } else {

      v_TAI := f_LastVisited_TAI (p_CellId);

    }

   f_NR5GC_IRAT_MobilityRegistration (p_CellId,

                                       v_SecurityRx,

                                       f_NR_Convert_CoOrdTo5G_GUTI(v_CoOrd_Guti, omit),

                                       cs_NAS_KeySetIdentifier_lv(v_NAS_SecurityParams.KSIamf, tsc_NasKsi_MappedSecurityContext), // last KSI value calculated on NR cell

                                       v_GUTIFromPreamble,

                                       v_TAI,

                                       p_GUTIToSend,

                                       p_TAIList,

                                       p_ReleaseConnection,










   p_PDUSessModify);

  }

Change 4.9
	Function name
	f_NR5GC_IRAT_MobilityRegistration()

	Reason for change
	According to  CR  R5-198854 modify TSC and  NonCurrentKSI,R5-198868, 

	Summary of change
	add and modify procedure for checking registration request,authentication procedure,pdusession modify procedure and so on.

	TTCN module
	\NR5GC_IRAT\Common\EUTRA38_IRAT_CommonFunctions.ttcn

	MCC160 Comment
	


Before change

      function f_NR5GC_IRAT_MobilityRegistration (NR_CellId_Type p_CellId,

                                              EUTRA_NR_CoOrd_Security_Type p_EUTRA_Auth_Params,

                                              template (present) NG_MobileIdentity p_MappedGUTI,

                                              template (present) NAS_KeySetIdentifier p_NonCurrentKSI,

                                              template (present) NG_MobileIdentity p_GUTIFromPreamble,

                                              template NG_TrackingAreaId p_TAI := *,

                                              template (omit) NG_MobileIdentity p_GUTIToSend := omit,

                                              template (omit) NG_TrackingAreaIdList p_TAIList := omit,

                                              RRCConnectionReleaseRequired_Type p_ReleaseConnection := rrcConnectionRelease)  runs on NR5GC_PTC

{

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    // Steps 1 - 3

    // RRC Connection Setup

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (p_CellId, tsc_NR_RRC_TI_Def, ?);

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo,

                                           v_ReceivedMsg.Pdu,

                                           Mobility,

                                           p_MappedGUTI,

                                           p_EUTRA_Auth_Params.KSI,

                                           '1'B,

                                           omit,

                                           cr_NG_GMM_Cap(?, ?, '1'B),

                                           -,-,

                                           p_TAI,

                                           cdr_NR5GC_UENetworkCap('17'O),

                                           -,

                                           cr_PDU_SessionStatusAny,

                                           -,

                                           cr_UEStatus_S1,

                                           p_GUTIFromPreamble,

                                           -, -, -,

                                           ?)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    // Send TAU Req for checking in EUTRA

    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_OctetData(v_ReceivedMsg.Pdu.Msg.registration_Request.epsMessage.epsMsg, "TAUReq"));

    // Current prose doesn't mention using other security contexts, or doing authentication/SMC FFS

    v_SecurityParams := f_NR5GC_MappedContextFromS1_InitNAS (p_CellId, p_EUTRA_Auth_Params, false);

    f_NR5GC_Security_Set (v_SecurityParams);

    f_NR5GC_MobilityRegistration_Steps4_6(p_CellId,v_GMM_MobilityInfo, p_GUTIToSend, p_TAIList, p_ReleaseConnection);

  }
After change

       function f_NR5GC_IRAT_MobilityRegistration (NR_CellId_Type p_CellId,

                                              EUTRA_NR_CoOrd_Security_Type p_EUTRA_Auth_Params,

                                              template (present) NG_MobileIdentity p_MappedGUTI,

                                              template (present) NAS_KeySetIdentifier p_NonCurrentKSI,

                                              template (present) NG_MobileIdentity p_GUTIFromPreamble,

                                              template NG_TrackingAreaId p_TAI := *,

                                              template (omit) NG_MobileIdentity p_GUTIToSend := omit,

                                              template (omit) NG_TrackingAreaIdList p_TAIList := omit,

                                              RRCConnectionReleaseRequired_Type p_ReleaseConnection := rrcConnectionRelease,

                                               boolean p_PDUSessModify := false)  runs on NR5GC_PTC

  {

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

     var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (p_CellId);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    // Steps 1 - 3

    // RRC Connection Setup

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (p_CellId, tsc_NR_RRC_TI_Def, ?);

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo,

                                           v_ReceivedMsg.Pdu,

                                           Mobility,

                                           p_MappedGUTI,

                                           p_EUTRA_Auth_Params.KSI,

                                           '0'B,

                                           omit,

                                           cr_NG_GMM_Cap(?, ?, '1'B),

                                           -,-,

                                           p_TAI,

                                           cdr_NR5GC_UENetworkCap('17'O),

                                           -,

                                           cr_PDU_SessionStatusAny,

                                           -,

                                           cr_UEStatus_S1,

                                           p_GUTIFromPreamble,

                                           -, -, -,

                                           ?)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    // Send TAU Req for checking in EUTRA

    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_OctetData(v_ReceivedMsg.Pdu.Msg.registration_Request.epsMessage.epsMsg, "TAUReq"));


f_NR5GC_RRC_Idle_Steps5_15_PDUmodfication(v_GMM_MobilityInfo, p_CellId, v_ReceivedMsg, v_PLMN, TESTMode_OFF, Initial_NoSecurity);

 if (p_ReleaseConnection == rrcConnectionRelease) {

      // Release RRC to enter RRC_IDLE

      f_NR_RRCRelease(p_CellId);

    }


  if(p_PDUSessModify)


{ 



 v_ReceivedMsg := f_NR5GC_RRCIdleToConnected_Steps2_4(p_CellId);


f_NR_RRC_ActivateSecurity (p_CellId, valueof(v_ReceivedMsg.SecurityProtection.NasCount)); // Use NasCount returned from Service Req

SRB.send(cas_NR_SRB_NasPdu_REQ(p_CellId, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_SERVICE_ACCEPT(v_ReceivedMsg.Pdu.Msg.service_Request.pduSessionStatus))));

f_NR5GC_MobilityRegistration_Steps7_9(p_CellId, rrcConnectionRelease);

    }

  }
Change 4.10
	Function name
	f_EUTRA_NB_SS_NAS_ConfigureSecurity()

	Reason for change
	According to 33.501 8.5, MME will send the received TAU Request to AMF and AMF shall use the 5G NAS security context to verify the TAU Request. Therefore, TTCN should use 5G NAS security context to integrity check TAU Request message

	Summary of change
	Add  BearerId

	TTCN module
	\Common\NasEmulation\NasEmu_CtrlFunctions.ttcn

	MCC160 Comment
	


Before change

     function f_EUTRA_NB_SS_NAS_ConfigureSecurity(EUTRA_NB_NASCTRL_PORT p_Port,

                                               NAS_SecurityInfo_Type p_NAS_Integrity,

                                               NAS_SecurityInfo_Type p_NAS_Ciphering,

                                               template (omit) Null_Type p_NasCountReset := true)

  { /* @sic R5s100135 R5s120535 sic@ */

    /* @sic R5s160711 BASELINE MOVING 2016 - NBIOT: p_Port sic@ */

    f_EUTRA_NB_SS_NAS_SecurityConfig(p_Port,

                                     cas_NasSecurityStart_REQ(cs_NAS_SecurityInit(p_NAS_Integrity.Algorithm,

                                                                                  p_NAS_Integrity.K_NAS,

                                                                                  p_NAS_Ciphering.Algorithm,

                                                                                  p_NAS_Ciphering.K_NAS,

                                                                                  p_NasCountReset))); //@sic R5s120535 sic@

  }
After change

             function f_EUTRA_NB_SS_NAS_ConfigureSecurity(EUTRA_NB_NASCTRL_PORT p_Port,

                                               NAS_SecurityInfo_Type p_NAS_Integrity,

                                               NAS_SecurityInfo_Type p_NAS_Ciphering,

                                               template (omit) Null_Type p_NasCountReset := true,












   B5_Type         p_BearerId :='00000'B)

  { /* @sic R5s100135 R5s120535 sic@ */

    /* @sic R5s160711 BASELINE MOVING 2016 - NBIOT: p_Port sic@ */

    f_EUTRA_NB_SS_NAS_SecurityConfig(p_Port,

                                     cas_NasSecurityStart_REQ(cs_NAS_SecurityInit(p_NAS_Integrity.Algorithm,

                                                                                  p_NAS_Integrity.K_NAS,

                                                                                  p_NAS_Ciphering.Algorithm,

                                                                                  p_NAS_Ciphering.K_NAS,

                                                                                  p_NasCountReset,

















p_BearerId))); //@sic R5s120535 sic@

  }
Change 4.11
	Function name
	f_NG_Authentication_A14()

	Reason for change
	According to 33501,A14 ,Default code implementation error

	Summary of change
	Modify the error code

	TTCN module
	\Common\Common4G5G\EUTRA_NR_SecurityFunctions.ttcn

	MCC160 Comment
	


Before change

     function f_NG_Authentication_A14(boolean p_Handover,

                                  O4_Type p_Count,

                                  B256_Type p_KAMF,

                                  KDF_Type p_KDF_Type) return B256_Type

  {

    const octetstring const_S73_FC :='73'O;

    const octetstring const_S74_FC :='74'O;

    var octetstring v_S;

    if (p_Handover) {

      // Generation of String

      v_S := const_S73_FC;
      //FC = 0x73

    } else { // mobility registration

      // Generation of String

      v_S := const_S74_FC;
      //FC = 0x74

    }

    v_S :=  (v_S & p_Count);

    //P0 = Count

    v_S :=  (v_S & '0004'O) ;

    //L0 = length of count

    return fx_KeyDerivationFunction(p_KDF_Type, p_KAMF, v_S);

  };
After change

            function f_NG_Authentication_A14(boolean p_Handover,

                                  O4_Type p_Count,

                                  B256_Type p_KAMF,

                                  KDF_Type p_KDF_Type) return B256_Type

  {

    const octetstring const_S73_FC :='73'O;

    const octetstring const_S74_FC :='74'O;

    var octetstring v_S;

    if (p_Handover) {

      // Generation of String

      v_S := const_S74_FC;

      //FC = 0x74

    } else { // mobility registration

      // Generation of String

      v_S := const_S73_FC;

      //FC = 0x73

    }

    v_S :=  (v_S & p_Count);

    //P0 = Count

    v_S :=  (v_S & '0004'O) ;

    //L0 = length of count

    return fx_KeyDerivationFunction(p_KDF_Type, p_KAMF, v_S);

  };
Change 4.12
	Function name
	cs_NAS_SecurityInit

	Reason for change
	According to 33.501 8.5, MME will send the received TAU Request to AMF and AMF shall use the 5G NAS security context to verify the TAU Request. Therefore, TTCN should use 5G NAS security context to integrity check TAU Request message

	Summary of change
	Add  BearerId

	TTCN module
	\Common\NasEmulation\NasEmu_CtrlFunctions.ttcn

	MCC160 Comment
	


Before change

   template (value) NAS_SecurityStartRestart_Type cs_NAS_SecurityInit(B3_Type       p_IntegrityAlgorithm,

                                                                     B128_Key_Type p_K_NASint,

                                                                     B3_Type       p_CipheringAlgorithm,

                                                                     B128_Key_Type p_K_NASenc,

                                                                     template (omit) Null_Type p_NasCountReset := true) :=

  { /* @status    APPROVED (ENDC, IMS, IMS_IRAT, LTE, LTE_A_IRAT, LTE_A_PRO, LTE_A_R10_R11, LTE_A_R12, LTE_IRAT, NBIOT, POS) */

    Integrity := {

      Algorithm := p_IntegrityAlgorithm,

      K_NAS := p_K_NASint

    },

    Ciphering := {

      Algorithm := p_CipheringAlgorithm,

      K_NAS := p_K_NASenc

    },

    NasCountReset := p_NasCountReset

  };
After change

             template (value) NAS_SecurityStartRestart_Type cs_NAS_SecurityInit(B3_Type       p_IntegrityAlgorithm,

                                                                     B128_Key_Type p_K_NASint,

                                                                     B3_Type       p_CipheringAlgorithm,

                                                                     B128_Key_Type p_K_NASenc,

                                                                     template (omit) Null_Type p_NasCountReset := true,


















 B5_Type         p_BearerId :='00000'B ) :=

  { /* @status    APPROVED (ENDC, IMS, IMS_IRAT, LTE, LTE_A_IRAT, LTE_A_PRO, LTE_A_R10_R11, LTE_A_R12, LTE_IRAT, NBIOT, POS) */

    Integrity := {

      Algorithm := p_IntegrityAlgorithm,

      K_NAS := p_K_NASint

    },

    Ciphering := {

      Algorithm := p_CipheringAlgorithm,

      K_NAS := p_K_NASenc

    },

    NasCountReset := p_NasCountReset,


BearerId      := p_BearerId
  };
Change 4.13
	Function name
	 NAS_SecurityStartRestart_Type

	Reason for change
	According to 33.501 8.5, MME will send the received TAU Request to AMF and AMF shall use the 5G NAS security context to verify the TAU Request. Therefore, TTCN should use 5G NAS security context to integrity check TAU Request message

	Summary of change
	Add   BearerId   type define

	TTCN module
	\Common\NasEmulation\NasEmu_CtrlAspTypes.ttcn

	MCC160 Comment
	


Before change

  type record NAS_SecurityStartRestart_Type {

    NAS_SecurityInfo_Type     Integrity     optional,           /* omit: keep integrity protection as it is */

    NAS_SecurityInfo_Type     Ciphering     optional,           /* omit: keep ciphering as it is */

    Null_Type                 NasCountReset optional            /* omit: maintain NAS COUNT */

  };
After change

  type record NAS_SecurityStartRestart_Type {

    NAS_SecurityInfo_Type     Integrity     optional,           /* omit: keep integrity protection as it is */

    NAS_SecurityInfo_Type     Ciphering     optional,           /* omit: keep ciphering as it is */

    Null_Type                 NasCountReset optional,            /* omit: maintain NAS COUNT */


B5_Type                   BearerId      optional           

  };
Change 4.14
	Function name
	a_NasEmu_ConfigurationHandler

	Reason for change
	According to 33.501 8.5, MME will send the received TAU Request to AMF and AMF shall use the 5G NAS security context to verify the TAU Request. Therefore, TTCN should use 5G NAS security context to integrity check TAU Request message

	Summary of change
	Add  BearerId 

	TTCN module
	\Common\NasEmulation\NasEmu_Common.ttcn

	MCC160 Comment
	


Before change

   altstep a_NasEmu_ConfigurationHandler(NASEMU_CTRL_PORT p_Port,

                                        inout NasSecurity_Type p_NasSecurityByRef)

  { /* @sic R5s160711 BASELINE MOVING 2016 - NBIOT: p_Port, p_NasSecurityByRef  sic@ */

    var NAS_CTRL_REQ v_ConfigAsp;

    var NasCountInfo_Type v_NasCountInfo;

    [] p_Port.receive(cr_NAS_CTRL_Security_REQ) -> value v_ConfigAsp {          /* NAS SECURITY */

      if (ischosen(v_ConfigAsp.Request.Security.StartRestart)) {                /* Start NAS Security */

        p_NasSecurityByRef.SecurityStarted := true;

        p_NasSecurityByRef.Integrity := v_ConfigAsp.Request.Security.StartRestart.Integrity;

        p_NasSecurityByRef.Ciphering := v_ConfigAsp.Request.Security.StartRestart.Ciphering;

        if (ispresent(v_ConfigAsp.Request.Security.StartRestart.NasCountReset)) {

          p_NasSecurityByRef.NasCount.UL := f_NasCountInit();

          p_NasSecurityByRef.NasCount.DL := f_NasCountInit();

        }
After change

     altstep a_NasEmu_ConfigurationHandler(NASEMU_CTRL_PORT p_Port,

                                        inout NasSecurity_Type p_NasSecurityByRef)

  { /* @sic R5s160711 BASELINE MOVING 2016 - NBIOT: p_Port, p_NasSecurityByRef  sic@ */

    var NAS_CTRL_REQ v_ConfigAsp;

    var NasCountInfo_Type v_NasCountInfo;

    [] p_Port.receive(cr_NAS_CTRL_Security_REQ) -> value v_ConfigAsp {          /* NAS SECURITY */

      if (ischosen(v_ConfigAsp.Request.Security.StartRestart)) {                /* Start NAS Security */

        p_NasSecurityByRef.SecurityStarted := true;

        p_NasSecurityByRef.Integrity := v_ConfigAsp.Request.Security.StartRestart.Integrity;

        p_NasSecurityByRef.Ciphering := v_ConfigAsp.Request.Security.StartRestart.Ciphering;



p_NasSecurityByRef.BearerId :=  v_ConfigAsp.Request.Security.StartRestart.BearerId;     

        if (ispresent(v_ConfigAsp.Request.Security.StartRestart.NasCountReset)) {

          p_NasSecurityByRef.NasCount.UL := f_NasCountInit();

          p_NasSecurityByRef.NasCount.DL := f_NasCountInit();

        }
Change 4.15
	Function name
	f_EUTRA38_NR_InitialRegistration()

	Reason for change
	According to  CR  R5-198996, Qos, AMBR and Qos Flow should be configured to UE.

According to 24008 10.5.6.3.1 ,pdusession Id  set to “001A”

	Summary of change
	Construct QoS rules, and PASS

	TTCN module
	Common\EUTRA38\EUTRA38_CommonProcedures.ttcn

	MCC160 Comment
	


Before change

     function f_EUTRA38_NR_InitialRegistration(EUTRA_CellId_Type p_CellId,

                                              IDLEUPDATED_STATE_Type p_State,

                                              RRCConnectionReleaseRequired_Type p_ReleaseConnection := rrcConnectionRelease,

                                              template (omit) PLMN_List p_EquivalentPlmnList := omit,

                                              template (omit) AbsoluteCellPower_Type p_AbsoluteCellPowerLevel_FR1 := omit,

                                              template (omit) AbsoluteCellPower_Type p_AbsoluteCellPowerLevel_FR2 := omit) runs on EUTRA_5GS_PTC

  {

    var NAS_MSG_Indication_Type v_NAS_Ind;

    var AbsoluteCellPower_Type v_AbsoluteCellPowerLevel_FR1 := tsc_ServingCellRS_EPRE;

    var AbsoluteCellPower_Type v_AbsoluteCellPowerLevel_FR2 := tsc_ServingCellRS_EPRE_FR2;

    var template (omit) AdditionalUpdateType v_AdditionalUpdateType;

    var NAS_UL_Message_Type v_PdnConnectivityRequest;

    var ProcedureTransactionIdentifier v_EPS_TI;

    var template (value) ProtocolConfigOptions v_PcoToUE;

    var template (omit) ProtocolConfigOptions v_PcoFromUE := omit;  // may be omit

    var boolean v_IPv4AllocationViaNasFlag := f_CheckPCOforIPallocationViaNas(v_PcoFromUE); // See TS 36.508 v.8.2.2 Table 4.7.3_6

    var APNandPCOs_Type v_APNandPCOs;

    var PDN_Index_Type v_PdnIndex := f_EUTRA_InitialRegistrationPdnIndex(firstPDN);

    timer t_GuardTimer := tsc_GuardTimePreamble;

    t_GuardTimer.start;

    if (ispresent(p_AbsoluteCellPowerLevel_FR1) and ispresent(p_AbsoluteCellPowerLevel_FR2)) {

      v_AbsoluteCellPowerLevel_FR1 := valueof(p_AbsoluteCellPowerLevel_FR1);

      v_AbsoluteCellPowerLevel_FR2 := valueof(p_AbsoluteCellPowerLevel_FR2);

    }

    // First switch cell back on

    f_EUTRA38_SetCellPower(p_CellId, v_AbsoluteCellPowerLevel_FR1, v_AbsoluteCellPowerLevel_FR2);

    // Switch on UE

    f_EUTRA_SwitchOnUEandStartIP(p_CellId);

    // Now continue with the procedure

    v_NAS_Ind := f_EUTRA_InitialRegistration_Step1_4(p_CellId, PREAMBLE, NORMAL);

    // @sic R5s-194877 do extra checks now on Attach Req message sic@

    if (not ispresent (v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueAddSecurityCap)){

      f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "ueAddSecurityCap should be present for ENDC");

    }

    select (f_EUTRA38_NR_Config_Get()) {

      case (EN_DC) {

        if (not match (v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability, cdr_EUTRA_UENetworkCap(omit))){

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "ueNetworkCapability does not indicate support for ENDC");

        }

      }

      case else { // other options FFS

        if (not match (v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability, cdr_NR5GC_UENetworkCap(omit))){

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "ueNetworkCapability does not indicate support for NR");

        }

      }

    }

    v_AdditionalUpdateType := v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.addUpdateType;

    v_PdnConnectivityRequest := v_NAS_Ind.Pdu.PiggybackedPduList[0].Msg;

    v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier;

    v_PcoFromUE := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    v_APNandPCOs := f_EUTRA38_NR_InitialRegistration_Step5_13(p_CellId, p_State, v_NAS_Ind);

    if (ispresent(v_APNandPCOs.protocolConfigurationOptions)) {

      v_PcoFromUE := v_APNandPCOs.protocolConfigurationOptions;

      v_IPv4AllocationViaNasFlag := v_IPv4AllocationViaNasFlag and f_CheckPCOforIPallocationViaNas(v_PcoFromUE);

    }

    v_PcoToUE := f_GetDefaultProtocolConfigOptions(v_PcoFromUE, v_PdnIndex);

    f_EUTRA_InitialRegistration_Step14_15(p_CellId,

                                          NORMAL,

                                          v_AdditionalUpdateType,

                                          v_EPS_TI,

                                          v_IPv4AllocationViaNasFlag,

                                          v_PcoToUE,

                                          v_APNandPCOs.accessPointName,

                                          cs_GprsTimer_v_deact,

                                          omit,

                                          omit,

                                          p_EquivalentPlmnList,

                                          0,

                                          omit,

                                          firstPDN);

    f_EUTRA_InitialRegistration_Step16_16c1 (p_CellId);

    // need to keep all PDNs active

    if (p_ReleaseConnection == rrcConnectionRelease) {

      f_EUTRA_RRC_ConnectionRelease(p_CellId);

    }

    t_GuardTimer.stop;

  }
After change

      function f_EUTRA38_NR_InitialRegistration(EUTRA_CellId_Type p_CellId,

                                              IDLEUPDATED_STATE_Type p_State,

                                              RRCConnectionReleaseRequired_Type p_ReleaseConnection := rrcConnectionRelease,

                                              template (omit) PLMN_List p_EquivalentPlmnList := omit,

                                              template (omit) AbsoluteCellPower_Type p_AbsoluteCellPowerLevel_FR1 := omit,

                                              template (omit) AbsoluteCellPower_Type p_AbsoluteCellPowerLevel_FR2 := omit) runs on EUTRA_5GS_PTC

  {

    var NAS_MSG_Indication_Type v_NAS_Ind;

    var AbsoluteCellPower_Type v_AbsoluteCellPowerLevel_FR1 := tsc_ServingCellRS_EPRE;

    var AbsoluteCellPower_Type v_AbsoluteCellPowerLevel_FR2 := tsc_ServingCellRS_EPRE_FR2;

    var template (omit) AdditionalUpdateType v_AdditionalUpdateType;

    var NAS_UL_Message_Type v_PdnConnectivityRequest;

    var ProcedureTransactionIdentifier v_EPS_TI;

    var template (value) ProtocolConfigOptions v_PcoToUE;

    var template (omit) ProtocolConfigOptions v_PcoFromUE := omit;  // may be omit

    var boolean v_IPv4AllocationViaNasFlag := f_CheckPCOforIPallocationViaNas(v_PcoFromUE); // See TS 36.508 v.8.2.2 Table 4.7.3_6

    var APNandPCOs_Type v_APNandPCOs;

    var PDN_Index_Type v_PdnIndex := f_EUTRA_InitialRegistrationPdnIndex(firstPDN);

    timer t_GuardTimer := tsc_GuardTimePreamble;

    var B6_Type v_QFI;


var template (value) QoS_Rule v_QoS_Rule := cs_QoS_Rule('01'O, int2bit(1,6), '00'O);


template (value) Session_AMBR p_Session_AMBR := cs_Session_AMBR (-, '05'O, '0004'O, '05'O, '0004'O);


var template (value) QoS_Flow v_QoS_Flow;


        v_QFI := '000001'B;

        v_QoS_Flow := cs_QoS_Flow (v_QFI, v_QoSParametersList)

    t_GuardTimer.start;

    if (ispresent(p_AbsoluteCellPowerLevel_FR1) and ispresent(p_AbsoluteCellPowerLevel_FR2)) {

      v_AbsoluteCellPowerLevel_FR1 := valueof(p_AbsoluteCellPowerLevel_FR1);

      v_AbsoluteCellPowerLevel_FR2 := valueof(p_AbsoluteCellPowerLevel_FR2);

    }

    // First switch cell back on

    f_EUTRA38_SetCellPower(p_CellId, v_AbsoluteCellPowerLevel_FR1, v_AbsoluteCellPowerLevel_FR2);

    // Switch on UE

    f_EUTRA_SwitchOnUEandStartIP(p_CellId);

    // Now continue with the procedure

    v_NAS_Ind := f_EUTRA_InitialRegistration_Step1_4(p_CellId, PREAMBLE, NORMAL);

    // @sic R5s-194877 do extra checks now on Attach Req message sic@

    if (not ispresent (v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueAddSecurityCap)){

      f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "ueAddSecurityCap should be present for ENDC");

    }

    select (f_EUTRA38_NR_Config_Get()) {

      case (EN_DC) {

        if (not match (v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability, cdr_EUTRA_UENetworkCap(omit))){

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "ueNetworkCapability does not indicate support for ENDC");

        }

      }

      case else { // other options FFS

        if (not match (v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability, cdr_NR5GC_UENetworkCap(omit))){

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "ueNetworkCapability does not indicate support for NR");

        }

      }

    }

    v_AdditionalUpdateType := v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.addUpdateType;

    v_PdnConnectivityRequest := v_NAS_Ind.Pdu.PiggybackedPduList[0].Msg;

    v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier;

v_PcoFromUE := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

for(i:=0;i<lengthof(v_PcoFromUE.pco);i:=i+1)


{



if(v_PcoFromUE.pco[i].protocolID == '001A'O)



{




 v_Content :=valueof( v_PcoFromUE.pco[i].content);




 f_EUTRA_NR_SendCoOrd(NR, cms_EUTRA_NR_OctetData (v_Content, "PCO Content"));



}


}

    v_APNandPCOs := f_EUTRA38_NR_InitialRegistration_Step5_13(p_CellId, p_State, v_NAS_Ind);

    if (ispresent(v_APNandPCOs.protocolConfigurationOptions)) {

      v_PcoFromUE := v_APNandPCOs.protocolConfigurationOptions;

      v_IPv4AllocationViaNasFlag := v_IPv4AllocationViaNasFlag and f_CheckPCOforIPallocationViaNas(v_PcoFromUE);

    }

    v_PcoToUE := f_GetDefaultProtocolConfigOptions(v_PcoFromUE, v_PdnIndex,bit2oct(encvalue(v_QoS_Rule)),bit2oct(encvalue(p_Session_AMBR)),bit2oct(encvalue(v_QoS_Flow)));

    f_EUTRA_InitialRegistration_Step14_15(p_CellId,

                                          NORMAL,

                                          v_AdditionalUpdateType,

                                          v_EPS_TI,

                                          v_IPv4AllocationViaNasFlag,

                                          v_PcoToUE,

                                          v_APNandPCOs.accessPointName,

                                          cs_GprsTimer_v_deact,

                                          omit,

                                          omit,

                                          p_EquivalentPlmnList,

                                          0,

                                          omit,

                                          firstPDN);

    f_EUTRA_InitialRegistration_Step16_16c1 (p_CellId);

    // need to keep all PDNs active

    if (p_ReleaseConnection == rrcConnectionRelease) {

      f_EUTRA_RRC_ConnectionRelease(p_CellId);

    }

    t_GuardTimer.stop;

  }
Change 4.16
	Function name
	f_EUTRA_InitialRegistration_Step1_4()

	Reason for change
	UE should set N1 capability as support, so PCO can be configured to UE

	Summary of change
	Check UE N1 capability

	TTCN module
	Common\EUTRA\EUTRA_InitialRegistration.ttcn

	MCC160 Comment
	


Before change

    function f_EUTRA_InitialRegistration_Step1_4(EUTRA_CellId_Type p_CellId,

                                               IDLEUPDATED_Type p_Type,

                                               EUTRA_ATTACH_Type p_ForcedAttach,

                                               UE_NetworkCap_ToBeTested p_UE_NetworkCap := DEFAULT) runs on EUTRA_PTC return NAS_MSG_Indication_Type

  { /* @sic R5s100780 sic@ */

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(p_ForcedAttach); // @sic R5s110176 sic@

    var B3_Type v_PDNType := f_GetPdnType();

    var NAS_MSG_Indication_Type v_NAS_Ind;

    var template (present) NAS_UL_Message_Type v_AttachReq;

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (p_ForcedAttach);  //used to follow TTCN3 v411 standard @sic R5s110176 sic@

    var template (present) SecurityHeaderType v_AttReqSecurityHeader;

    if (p_Type == PREAMBLE) {

      v_AttReqSecurityHeader := (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected);

    }

    else  {

      v_AttReqSecurityHeader := tsc_SHT_IntegrityProtected;

    }

    if (f_GetTestcaseAttrib_Eutra_SRVCC(testcasename())) { // @sic R5-142882 sic@

      v_AttachReq := cdr_ATTACH_REQUEST_SRVCC(v_AttachType, v_AdditionalUpdateType); // @sic R5-103681, R5s140074, R5-142882 sic@

    } else if (f_GetTestcaseAttrib_Eutra_NSLP(testcasename())) { // @sic R5-152072 sic@

      v_AttachReq := cdr_ATTACH_REQUEST_NSLP(v_AttachType, v_AdditionalUpdateType);

    } else if (f_GetTestcaseAttrib_eDRX(testcasename())) { // @sic R5-155929 sic@

      v_AttachReq := cdr_ATTACH_REQUEST_eDRX(v_AttachType, v_AdditionalUpdateType);

    } else {

      v_AttachReq := cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType); // @sic R5-103681 sic@

    }

    // Receive RRC Connection Setup Complete with

    v_NAS_Ind := f_EUTRA_RRC_ConnEst_DefWithNas(p_CellId,

                                                v_RRC_TI,

                                                cr_EstablishmentCause_Any,

                                                cr_NAS_IndicationWithPiggybacking(v_AttReqSecurityHeader,

                                                                                  v_AttachReq,

                                                                                  cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, v_PDNType)));

    if (p_UE_NetworkCap != DEFAULT) { // @sic R5-160777 sic@

      if (ispresent (v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability)) { // @sic R5-176973 sic@

        if (not f_Check_UE_NetworkCap (v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability, p_UE_NetworkCap)) { // @sic R5-176973 sic@

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "UE Network Cap failed");

        }

      } else {

        f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "UE Network Cap required for ProSe bit check");

      }

    }

    return v_NAS_Ind;

  }
After change

     function f_EUTRA_InitialRegistration_Step1_4(EUTRA_CellId_Type p_CellId,

                                               IDLEUPDATED_Type p_Type,

                                               EUTRA_ATTACH_Type p_ForcedAttach,

                                               UE_NetworkCap_ToBeTested p_UE_NetworkCap := DEFAULT) runs on EUTRA_PTC return NAS_MSG_Indication_Type

  { /* @sic R5s100780 sic@ */

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(p_ForcedAttach); // @sic R5s110176 sic@

    var B3_Type v_PDNType := f_GetPdnType();

    var NAS_MSG_Indication_Type v_NAS_Ind;

    var template (present) NAS_UL_Message_Type v_AttachReq;

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (p_ForcedAttach);  //used to follow TTCN3 v411 standard @sic R5s110176 sic@

    var template (present) SecurityHeaderType v_AttReqSecurityHeader;

    var boolean v_Support_S1ToN1:= false;

    if (p_Type == PREAMBLE) {

      v_AttReqSecurityHeader := (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected);

    }

    else  {

      v_AttReqSecurityHeader := tsc_SHT_IntegrityProtected;

    }

    if (f_GetTestcaseAttrib_Eutra_SRVCC(testcasename())) { // @sic R5-142882 sic@

      v_AttachReq := cdr_ATTACH_REQUEST_SRVCC(v_AttachType, v_AdditionalUpdateType); // @sic R5-103681, R5s140074, R5-142882 sic@

    } else if (f_GetTestcaseAttrib_Eutra_NSLP(testcasename())) { // @sic R5-152072 sic@

      v_AttachReq := cdr_ATTACH_REQUEST_NSLP(v_AttachType, v_AdditionalUpdateType);

    } else if (f_GetTestcaseAttrib_eDRX(testcasename())) { // @sic R5-155929 sic@

      v_AttachReq := cdr_ATTACH_REQUEST_eDRX(v_AttachType, v_AdditionalUpdateType);

    } else {

      v_AttachReq := cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType); // @sic R5-103681 sic@

    }

    // Receive RRC Connection Setup Complete with

    v_NAS_Ind := f_EUTRA_RRC_ConnEst_DefWithNas(p_CellId,

                                                v_RRC_TI,

                                                cr_EstablishmentCause_Any,

                                                cr_NAS_IndicationWithPiggybacking(v_AttReqSecurityHeader,

                                                                                  v_AttachReq,

                                                                                  cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, v_PDNType)));

    if (p_UE_NetworkCap != DEFAULT) { // @sic R5-160777 sic@

      if (ispresent (v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability)) { // @sic R5-176973 sic@

        if (not f_Check_UE_NetworkCap (v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability, p_UE_NetworkCap)) { // @sic R5-176973 sic@

          f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "UE Network Cap failed");

        }

      } else {

        f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "UE Network Cap required for ProSe bit check");

      }

    }

    if (ispresent (v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability)) { // @sic R5-176973 sic@


  if(ispresent(v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability.cIoT_proSeCap)and ispresent(v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability.cIoT_V2X))


  {


     if(match(v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability.cIoT_proSeCap, '1???????'B) and match(v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability.cIoT_V2X, '??1?????'B))


    {




  v_Support_S1ToN1 := true;




  f_EUTRA_MobileInfo_Set_Support_S1ToN1(v_Support_S1ToN1);           



 }


  }


}

    return v_NAS_Ind;

  }
Change 4.17
	Function name
	f_NR5GC_IRAT_PreambleNR_EUTRA

	Reason for change
	Obtain LTE pdusessionId for pdu session modify checking procedure

	Summary of change
	Obtain LTE pdusessionId

	TTCN module
	\NR5GC_IRAT\NR5GC_IRAT_CommonFunctions.ttcn

	MCC160 Comment
	


Before change

    function f_NR5GC_IRAT_PreambleNR_EUTRA (NR_CellId_Type p_CellId) runs on NR5GC_PTC

  {

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    // register on NR

    f_NR_SetCellPower (p_CellId, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR5GC_SwitchOnAndResetIMS();

    // Go to RRC_IDLE

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (p_CellId, tsc_NR_RRC_TI_Def, ?, (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected));

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo,

                                           v_ReceivedMsg.Pdu,

                                           Initial_NoSecurity,

                                           -, -, -, -,

                                           cr_NG_GMM_Cap(?, ?, '1'B),

                                           -, -, -,

                                           cdr_NR_UENetworkCap('17'O))) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo, p_CellId, v_ReceivedMsg, TESTMode_OFF, rrcConnectionRelease, Initial_NoSecurity);

    // Deregister on switch off

    f_NR_UE_DeRegisterOnSwitchOff(p_CellId, STATE_IDLE_1A);

    // Turn power off

    f_NR_SetCellPower (p_CellId, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    // Now tell EUTRA to attach

    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger("Preamble"));

    // Wait until UE has attached on EUTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger (EUTRA, "Preamble");

  }
After change

    function f_NR5GC_IRAT_PreambleNR_EUTRA (NR_CellId_Type p_CellId) runs on NR5GC_PTC

  {

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

     
var GSM_MobilityInfo_Type v_SessionInfo;

var octetstring v_EUTRA_PCO_Content;

    // register on NR

    f_NR_SetCellPower (p_CellId, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR5GC_SwitchOnAndResetIMS();

    // Go to RRC_IDLE

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (p_CellId, tsc_NR_RRC_TI_Def, ?, (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected));

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo,

                                           v_ReceivedMsg.Pdu,

                                           Initial_NoSecurity,

                                           -, -, -, -,

                                           cr_NG_GMM_Cap(?, ?, '1'B),

                                           -, -, -,

                                           cdr_NR_UENetworkCap('17'O))) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo, p_CellId, v_ReceivedMsg, TESTMode_OFF, rrcConnectionRelease, Initial_NoSecurity);

    // Deregister on switch off

    f_NR_UE_DeRegisterOnSwitchOff(p_CellId, STATE_IDLE_1A);

    // Turn power off

    f_NR_SetCellPower (p_CellId, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    // Now tell EUTRA to attach

    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger("Preamble"));


v_EUTRA_PCO_Content := f_EUTRA_NR_WaitForCoOrd_Data(EUTRA, "PCO Content");


if(ispresent(v_EUTRA_PCO_Content))


{



v_SessionInfo.SessionId.sessionId := v_EUTRA_PCO_Content;



v_SessionInfo.SessionId.iei := omit;



v_SessionInfo.SessionType :=omit;



v_SessionInfo.PTI := '07'O;



v_SessionInfo.IMS := false;



v_SessionInfo.DNN := omit;



v_SessionInfo.AlwaysOn := omit;



v_SessionInfo.PCO :=omit;



f_NR5GC_MobileInfo_AddPDUSession(v_SessionInfo);



}    // Wait until UE has attached on EUTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger (EUTRA, "Preamble");

  }
Change 4.18
	Function name
	f_GetDefaultProtocolConfigOptions()

	Reason for change
	1. According to  CR  R5-198996, Qos,AMBR and Qos Flow should be configured to UE
2. v_ProtocolContainerList can be omit.

	Summary of change
	1. Modify function definition

2. Init v_ProtocolContainerList as omit

	TTCN module
	Common\NAS\NAS_AuxiliaryDefsAndFunctions.ttcn

	MCC160 Comment
	


Before change

      function f_GetDefaultProtocolConfigOptions(template (omit) ProtocolConfigOptions p_Pco,

                                             PDN_Index_Type p_PdnIndex := PDN_1) return template (value) ProtocolConfigOptions

  { /* @sic R5s130362 - MCC160 Implementation sic@ */

    /* @sic R5s141127 change 4 - MCC160 Comments: split into f_GetDefaultProtocolConfigOptions and f_GetDefaultProtocolConfigOptionList sic@ */

    var template (value) NAS_ProtocolConfigOptions_Type v_ProtocolContainerListTX := {};

    var NAS_ProtocolConfigOptions_Type v_ProtocolContainerListRX;

    if (isvalue(p_Pco.pco)) { /* @sic R5s170030 change 8 sic@ */

      v_ProtocolContainerListRX := valueof(p_Pco.pco);

      v_ProtocolContainerListTX := f_NAS_GetProtocolConfigOptionList(v_ProtocolContainerListRX, p_PdnIndex);

    }

    return f_NAS_ProtocolConfigOptionsTX(v_ProtocolContainerListTX);

  }
After change

  function f_GetDefaultProtocolConfigOptions(template (omit) ProtocolConfigOptions p_Pco,

                                             PDN_Index_Type p_PdnIndex := PDN_1,












 octetstring  v_QoS_Rule := omit,












 octetstring  p_Session_AMBR  := omit,












 octetstring  v_QoSFlowDescr  := omit) return template (value) ProtocolConfigOptions

  { /* @sic R5s130362 - MCC160 Implementation sic@ */

    /* @sic R5s141127 change 4 - MCC160 Comments: split into f_GetDefaultProtocolConfigOptions and f_GetDefaultProtocolConfigOptionList sic@ */

var template (omit) NAS_ProtocolConfigOptions_Type v_ProtocolContainerListTX := omit;

    var NAS_ProtocolConfigOptions_Type v_ProtocolContainerListRX;

    if (isvalue(p_Pco.pco)) { /* @sic R5s170030 change 8 sic@ */

      v_ProtocolContainerListRX := valueof(p_Pco.pco);

      v_ProtocolContainerListTX := f_NAS_GetProtocolConfigOptionList(v_ProtocolContainerListRX, p_PdnIndex,-,v_QoS_Rule,p_Session_AMBR,v_QoSFlowDescr);

    }

    return f_NAS_ProtocolConfigOptionsTX(v_ProtocolContainerListTX);
Change 4.19
	Function name
	f_NAS_GetProtocolConfigOptionList()

	Reason for change
	1.According to  CR  R5-198996, add new protocolID for interworking_5GS

2.ProtocolContainer can be omit

	Summary of change
	1. Add new protocol ID for IRAT test cases based on N1 mode

2. Init v_ProtocolContainerList with omit

	TTCN module
	Common\NAS\NAS_AuxiliaryDefsAndFunctions.ttcn

	MCC160 Comment
	


Before change

     function f_NAS_GetProtocolConfigOptionList(NAS_ProtocolConfigOptions_Type p_ConfigOptionsRX,

                                             PDN_Index_Type p_PdnIndex := PDN_1,

                                             boolean p_IgnoreIM_CN_SubsystemSignalingFlag := true) return template (value) NAS_ProtocolConfigOptions_Type

  {

    var PDN_AddressInfo_Type v_PDN_AddressInfo := f_PDN_AddressInfo_Get(p_PdnIndex);

    var template (value) NAS_ProtocolConfigOptions_Type v_ProtocolContainerList := {};

    var integer v_PcoCnt := 0;

    var O2_Type v_ProtocolId;

    var octetstring v_Contents;

    var integer i;

    for (i := 0; i < lengthof(p_ConfigOptionsRX); i := i + 1) {

      v_ProtocolId := p_ConfigOptionsRX[i].protocolID;

      v_Contents := ''O;

      select (v_ProtocolId) {  // See 24.008 Table 10.5.154

        case ('0001'O) {       // P-CSCF IPv6 address

          if (pc_IMS) {

            v_Contents := f_Convert_IPv6Addr2OctString(v_PDN_AddressInfo.PCSCF_IPAddressIPv6);

          }

        }

        case ('0002'O) {            // IM CN Subsystem Signalling Flag, reply with an empty container

          if (not p_IgnoreIM_CN_SubsystemSignalingFlag) {

            v_ProtocolContainerList[v_PcoCnt] := cs_ProtocolContainer_Common(v_ProtocolId);

            v_PcoCnt := v_PcoCnt + 1;

            continue;

          }

        }

        case ('0003'O) {       // DNS Server IPv6 address

          v_Contents := f_Convert_IPv6Addr2OctString(v_PDN_AddressInfo.DNS_ServerAddressIPv6);

        }

        case ('000C'O) {       // P-CSCF IPv4 address

          if (pc_IMS) {

            v_Contents := f_Convert_IPv4Addr2OctString(v_PDN_AddressInfo.PCSCF_IPAddressIPv4);

          }

        }

        case ('000D'O) {       // DNS Server IPv4 address

          v_Contents := f_Convert_IPv4Addr2OctString(v_PDN_AddressInfo.DNS_ServerAddressIPv4);

        }

      }

      if (lengthof(v_Contents) > 0) {

        v_ProtocolContainerList[v_PcoCnt] := cs_ProtocolContainer(v_ProtocolId, v_Contents);

        v_PcoCnt := v_PcoCnt + 1;

      }

    }

    return v_ProtocolContainerList;

  }
After change

  function f_NAS_GetProtocolConfigOptionList(NAS_ProtocolConfigOptions_Type p_ConfigOptionsRX,

                                             PDN_Index_Type p_PdnIndex := PDN_1,

                                             boolean p_IgnoreIM_CN_SubsystemSignalingFlag := true,












 octetstring  v_QoS_Rule := omit,












 octetstring  p_Session_AMBR  := omit,












 octetstring  v_QoSFlowDescr  := omit












 ) return template (omit) NAS_ProtocolConfigOptions_Type

  {

    var PDN_AddressInfo_Type v_PDN_AddressInfo := f_PDN_AddressInfo_Get(p_PdnIndex);

    var template (omit) NAS_ProtocolConfigOptions_Type v_ProtocolContainerList := omit;

    var integer v_PcoCnt := 0;

    var O2_Type v_ProtocolId;

    var octetstring v_Contents;

    var integer i;

    for (i := 0; i < lengthof(p_ConfigOptionsRX); i := i + 1) {

      v_ProtocolId := p_ConfigOptionsRX[i].protocolID;

      v_Contents := ''O;

      select (v_ProtocolId) {  // See 24.008 Table 10.5.154

        case ('0001'O) {       // P-CSCF IPv6 address

          if (pc_IMS) {

            v_Contents := f_Convert_IPv6Addr2OctString(v_PDN_AddressInfo.PCSCF_IPAddressIPv6);

          }

        }

        case ('0002'O) {            // IM CN Subsystem Signalling Flag, reply with an empty container

          if (not p_IgnoreIM_CN_SubsystemSignalingFlag) {

            v_ProtocolContainerList[v_PcoCnt] := cs_ProtocolContainer_Common(v_ProtocolId);

            v_PcoCnt := v_PcoCnt + 1;

            continue;

          }

        }

        case ('0003'O) {       // DNS Server IPv6 address

          v_Contents := f_Convert_IPv6Addr2OctString(v_PDN_AddressInfo.DNS_ServerAddressIPv6);

        }

        case ('000C'O) {       // P-CSCF IPv4 address

          if (pc_IMS) {

            v_Contents := f_Convert_IPv4Addr2OctString(v_PDN_AddressInfo.PCSCF_IPAddressIPv4);

          }

        }

        case ('000D'O) {       // DNS Server IPv4 address

          v_Contents := f_Convert_IPv4Addr2OctString(v_PDN_AddressInfo.DNS_ServerAddressIPv4);

        }

      }

      if (lengthof(v_Contents) > 0) {

        v_ProtocolContainerList[v_PcoCnt] := cs_ProtocolContainer(v_ProtocolId, v_Contents);

        v_PcoCnt := v_PcoCnt + 1 ;

      }

}


if(f_EUTRA_MobileInfo_Get_Support_S1ToN1())    {

v_ProtocolId := '001B'O;

    v_Contents := '0100F110'O;


v_ProtocolContainerList[v_PcoCnt] := cs_ProtocolContainer(v_ProtocolId, v_Contents);

    v_PcoCnt := v_PcoCnt + 1;


 v_ProtocolId := '001C'O;

    v_Contents := v_QoS_Rule;


v_ProtocolContainerList[v_PcoCnt] := cs_ProtocolContainer(v_ProtocolId, v_Contents);

    v_PcoCnt := v_PcoCnt + 1;



 v_ProtocolId := '001F'O;

    v_Contents := v_QoSFlowDescr;


v_ProtocolContainerList[v_PcoCnt] := cs_ProtocolContainer(v_ProtocolId, v_Contents);

    v_PcoCnt := v_PcoCnt + 1;




 v_ProtocolId := '001D'O;

    v_Contents := p_Session_AMBR;


v_ProtocolContainerList[v_PcoCnt] := cs_ProtocolContainer(v_ProtocolId, v_Contents);

    v_PcoCnt := v_PcoCnt + 1;

}

    return v_ProtocolContainerList;

  }
Change 4.20
	Function name
	f_NAS_GetProtocolConfigOptionList()

	Reason for change
	Add Support_S1ToN1 to store N1 capability

	Summary of change
	Add new IE to store N1 capability

	TTCN module
	Common\EUTRA\EUTRA_Component.ttcn

	MCC160 Comment
	


Before change

    type record EUTRA_MobileInfo_Type {           /* @status    APPROVED (ENDC, IMS, IMS_IRAT, LTE, LTE_A_IRAT, LTE_A_PRO, LTE_A_R10_R11, LTE_A_R12, LTE_IRAT, NBIOT, POS, UTRAN) */

    NAS_Tmsi    Tmsi,

    NAS_P_Tmsi  P_Tmsi,

    UE_EUTRA_Capability EUTRA_Capability,

    EUTRA_PdnInfo_Type PdnInfo,                 /* @sic R5s170307 sic@ */

    EUTRA_FDD_TDD_Mode_Type FDD_TDD_Info optional,        // Contain the FDD/TDD mode of the EUTRA cell the UE is currently in @sic 5s150293 sic@

    EmergencyNumList    LocalEmergencyNumberList optional,  /* emergency number list sent by UE in the ATTACH in the preamble @sic R5-125276 sic@ @sic R5s141315 sic@ */

    CoOrd_OtherRATState_Type OtherRATState  optional,        // @sic R5-163054 sic@

    boolean  UL_CA  // UE Uplink CA capability @sic R5s170737 sic@

  };
After change

   type record EUTRA_MobileInfo_Type {           /* @status    APPROVED (ENDC, IMS, IMS_IRAT, LTE, LTE_A_IRAT, LTE_A_PRO, LTE_A_R10_R11, LTE_A_R12, LTE_IRAT, NBIOT, POS, UTRAN) */

    NAS_Tmsi    Tmsi,

    NAS_P_Tmsi  P_Tmsi,

    UE_EUTRA_Capability EUTRA_Capability,

    EUTRA_PdnInfo_Type PdnInfo,                 /* @sic R5s170307 sic@ */

    EUTRA_FDD_TDD_Mode_Type FDD_TDD_Info optional,        // Contain the FDD/TDD mode of the EUTRA cell the UE is currently in @sic 5s150293 sic@

    EmergencyNumList    LocalEmergencyNumberList optional,  /* emergency number list sent by UE in the ATTACH in the preamble @sic R5-125276 sic@ @sic R5s141315 sic@ */

    CoOrd_OtherRATState_Type OtherRATState  optional,        // @sic R5-163054 sic@

    boolean  UL_CA,  // UE Uplink CA capability @sic R5s170737 sic@


boolean Support_S1ToN1 optional  };
Change 4.21
	Function name
	f_Get_NG_PDUSessionModificationCommand()

	Reason for change
	PTI is not necessarily 0,need to pass parameters, cannot take the default value

	Summary of change
	Modify function

	TTCN module
	Common\Common\NR5GC_NASSteps.ttcn

	MCC160 Comment
	


Before change

      function f_Get_NG_PDUSessionModificationCommand(template (value) NG_PDU_SessionId p_PDU_SessionId,

                                                  template (omit) GSM_MobilityInfo_Type p_GSM_MobilityInfo := omit,

                                                  template (omit) GMM_GSM_Cause p_Cause := omit,

                                                  template (omit) Session_AMBR p_Session_AMBR := omit,

                                                  template (omit) GPRS_Timer p_RQTimer := omit,

                                                  template (omit) AlwaysOnPDUSessionInd p_AlwaysOnPDUSessionInd := omit,

                                                  template (omit) QoS_Rules p_QoS_Rules := omit,

                                                  template (omit) QoSFlowDescr p_QoSFlowDescr := omit,

                                                  template (omit) MappedEPSBearerContexts p_MappedEPSBearerContexts := omit,

                                                  template (omit) ExtdProtocolConfigOptions p_ExtdPCO := omit,

                                                  template (omit) GPRS_Timer3 p_BackOff := omit) return template (value) NG_NAS_DL_Pdu_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_GSMMsg;

    var template (value) NG_PDU_SessionId v_PDU_SessionId := p_PDU_SessionId;

    var ProcedureTransactionIdentifier v_PTI := '00'O;

    var template (omit) AlwaysOnPDUSessionInd v_AlwaysOn := omit;

    if (isvalue(p_GSM_MobilityInfo)) { // Modification was triggered by UE sending Request message

      v_PDU_SessionId := p_GSM_MobilityInfo.SessionId;

      v_PTI := valueof(p_GSM_MobilityInfo.PTI);

      if (isvalue(p_GSM_MobilityInfo.AlwaysOn)) {

        v_AlwaysOn := cs_AlwaysOnNotAllowed;

      }

    }

    if (isvalue(p_AlwaysOnPDUSessionInd)) {

      v_AlwaysOn := p_AlwaysOnPDUSessionInd;

    }

    v_GSMMsg := cs_NG_PDU_SESSION_MODIFICATION_COMMAND (v_PDU_SessionId,

                                                        v_PTI,

                                                        p_Cause,

                                                        p_Session_AMBR,

                                                        p_RQTimer,

                                                        v_AlwaysOn,

                                                        p_QoS_Rules,

                                                        p_QoSFlowDescr,

                                                        p_MappedEPSBearerContexts,

                                                        p_ExtdPCO);

    return f_Get_NG_DLNASTransport (cs_PayloadContainerType(tsc_PayloadContainerESMMsg), // @sic R5w190208 sic@

                                    v_GSMMsg,

                                    -,

                                    v_PDU_SessionId.sessionId, // @sic R5s190626 sic@

                                    omit,

                                    omit,

                                    p_BackOff);

  }
After change

 function f_Get_NG_PDUSessionModificationCommand(template (value) NG_PDU_SessionId p_PDU_SessionId,

                                                  template (omit) GSM_MobilityInfo_Type p_GSM_MobilityInfo := omit,

                                                  template (omit) GMM_GSM_Cause p_Cause := omit,

                                                  template (omit) Session_AMBR p_Session_AMBR := omit,

                                                  template (omit) GPRS_Timer p_RQTimer := omit,

                                                  template (omit) AlwaysOnPDUSessionInd p_AlwaysOnPDUSessionInd := omit,

                                                  template (omit) QoS_Rules p_QoS_Rules := omit,

                                                  template (omit) QoSFlowDescr p_QoSFlowDescr := omit,

                                                  template (omit) MappedEPSBearerContexts p_MappedEPSBearerContexts := omit,

                                                  template (omit) ExtdProtocolConfigOptions p_ExtdPCO := omit,

                                                  template (omit) GPRS_Timer3 p_BackOff := omit,













   template (omit) ProcedureTransactionIdentifier p_PTI := '00'O) return template (value) NG_NAS_DL_Pdu_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_GSMMsg;

    var template (value) NG_PDU_SessionId v_PDU_SessionId := p_PDU_SessionId;

    var ProcedureTransactionIdentifier v_PTI := '00'O;

    var template (omit) AlwaysOnPDUSessionInd v_AlwaysOn := omit;

    if (isvalue(p_GSM_MobilityInfo)) { // Modification was triggered by UE sending Request message

      v_PDU_SessionId := p_GSM_MobilityInfo.SessionId;

      v_PTI := valueof(p_GSM_MobilityInfo.PTI);

      if (isvalue(p_GSM_MobilityInfo.AlwaysOn)) {

        v_AlwaysOn := cs_AlwaysOnNotAllowed;

      }

    }

    if(isvalue(p_PTI))


{



v_PTI := valueof(p_PTI);


}

    if (isvalue(p_AlwaysOnPDUSessionInd)) {

      v_AlwaysOn := p_AlwaysOnPDUSessionInd;

    }

    v_GSMMsg := cs_NG_PDU_SESSION_MODIFICATION_COMMAND (v_PDU_SessionId,

                                                        v_PTI,

                                                        p_Cause,

                                                        p_Session_AMBR,

                                                        p_RQTimer,

                                                        v_AlwaysOn,

                                                        p_QoS_Rules,

                                                        p_QoSFlowDescr,

                                                        p_MappedEPSBearerContexts,

                                                        p_ExtdPCO);

    return f_Get_NG_DLNASTransport (cs_PayloadContainerType(tsc_PayloadContainerESMMsg), // @sic R5w190208 sic@

                                    v_GSMMsg,

                                    -,

                                    v_PDU_SessionId.sessionId, // @sic R5s190626 sic@

                                    omit,

                                    omit,

                                    p_BackOff);

  }
Change 4.22
	Function name
	f_NR5GC_MobilityRegistration_Steps7_9()

	Reason for change
	According to  CR  R5-198868

	Summary of change
	Add new function for PdussesionModify procedure

	TTCN module
	\Common\NR5GC\NR5GC_NASSteps.ttcn

	MCC160 Comment
	


        function f_NR5GC_MobilityRegistration_Steps7_9(NR_CellId_Type p_CellId,

                                                 RRCConnectionReleaseRequired_Type p_ReleaseConnection := rrcConnectionRelease) runs on NR5GC_PTC

  {

    var GSM_MobilityInfo_Type v_GSM_MobilityInfo;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

     var template (value) NG_NAS_DL_Pdu_Type v_MsgToSend;

    var NR_RadioBearerId_Type v_SRB := tsc_NR_RbId_SRB1; // No SRB2 so must be on SRB1


var PDUSessionInfoList_Type v_PDUSessionInfo; 

    var NG_PDU_SessionId v_PDUSessionIdToModify;    

    var template (value) QoS_Rules v_QoS_Rules;


var ProcedureTransactionIdentifier v_PTI := '00'O;

    //v_PDUSessionInfo := f_NR5GC_MobileInfo_GetSessionInfoList(); //How many PDU sessions are established ?


f_debug_NR5GC_Global(vc_NR5GC_Global);

    v_PDUSessionIdToModify := v_PDUSessionInfo[0].SessionId;    

    v_QoS_Rules := cs_QoS_Rules ({cs_QoS_Rule('01'O, int2bit(1,6), '00'O)});

    // Step 7

     SRB.receive(car_NR_SRB_NasPdu_IND(p_CellId, v_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

     if (not f_Check_NG_PDUSessionModificationReq (v_GSM_MobilityInfo, v_PDUSessionInfo,

                                             v_ReceivedAsp.Signalling.Nas[0].Pdu,v_PDUSessionIdToModify)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    } else {

        f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 7");

    }


v_PDUSessionIdToModify := v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg.pdu_Session_Modification_Request.pduSessionId;

    v_PTI := v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg.pdu_Session_Modification_Request.procedureTransactionIdentifier;

    //@siclog "Steps 8" siclog@

    //Send PDU Session Modification Command

v_MsgToSend :=  f_Get_NG_PDUSessionModificationCommand(v_PDUSessionIdToModify, -, -, -, -, -,-,-,-,-,-,v_PTI);

    SRB.send(cas_NR_SRB_NasPdu_REQ(p_CellId, v_SRB, -, cs_NG_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    //@siclog "Steps 9" siclog@

    //receive PDU Session Release Complete

    SRB.receive(car_NR_SRB_NasPdu_IND(p_CellId, v_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (not f_Check_NG_PDUSessionModificationComplete (v_ReceivedAsp.Signalling.Nas[0].Pdu, v_PDUSessionIdToModify)) { 

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 9");

    }

      //Step 6

    if (p_ReleaseConnection == rrcConnectionRelease) {

      // Release RRC to enter RRC_IDLE

      f_NR_RRCRelease(p_CellId);

    }

  }
Change 4.23
	Function name
	f_EUTRA38_MappedContextFromN1_InitNAS_onlyNAS()

	Reason for change
	According to 33.501 8.5, MME will send the received TAU Request to AMF and AMF shall use the 5G NAS security context to verify the TAU Request. Therefore, TTCN should use 5G NAS security context to integrity check TAU Request message

	Summary of change
	Add new function for 5G security  context configuration

	TTCN module
	\NR5GC_IRAT\Common\EUTRA38_NR5GCProcedures.ttcn

	MCC160 Comment
	


New function
   function f_EUTRA38_MappedContextFromN1_InitNAS_onlyNAS(EUTRA_CellId_Type p_CellId,

                                               EUTRA_NR_CoOrd_Security_Type p_NR_Auth_Params,

                                               boolean p_Handover )  runs on EUTRA_PTC return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var NasCount_Type v_NasCountUL;

    // Derives KNASenc key

    v_SecurityParams.NAS_Ciphering.K_NAS := f_NG_Authentication_A8 (tsc_NAS_Enc_Alg,f_EUTRA_NB_ConvertCiphAlg2Bitstring_NR(v_SecurityParams.NAS_Ciphering.Algorithm),

                                                                           p_NR_Auth_Params.Key,

                                                                           v_SecurityParams.KDF);

    // Derives KNASint key

    v_SecurityParams.NAS_Integrity.K_NAS := f_NG_Authentication_A8 (tsc_NAS_Int_Alg,f_EUTRA_NB_ConvertCiphAlg2Bitstring_NR(v_SecurityParams.NAS_Integrity.Algorithm),

                                                                           p_NR_Auth_Params.Key,

                                                                           v_SecurityParams.KDF);

    v_SecurityParams.KSIsgsn := p_NR_Auth_Params.KSI ;


f_EUTRA_Security_Set(v_SecurityParams);


f_EUTRA_NB_SS_NAS_ConfigureSecurity(NASCTRL,v_SecurityParams.NAS_Integrity,v_SecurityParams.NAS_Ciphering,-,'00001'B);

    return v_SecurityParams;

  }
Change 4.24
	Function name
	f_NR5GC_RRC_Idle_Steps5_15_PDUmodfication() 

	Reason for change
	 Add authentication and security mode command procedure in 4.9.9 instead of Table 4.9.5.2.2-1because Table 4.9.5.2.2-1 is used for all mobility registration and  4.9.9 is only used for S1 to N1 mode mobility registration. No-key only may happen when UE move from S1 to N1.

	Summary of change
	Add authentication and security mode command procedure

	TTCN module
	\Common\NR5GC\NR5GC_NASSteps.ttcn

	MCC160 Comment
	


New function
        function f_NR5GC_RRC_Idle_Steps5_15_PDUmodfication (GMM_MobilityInfo_Type p_GMM_MobilityInfo_Type,

                                       NR_CellId_Type p_CellId,

                                       NG_NAS_MSG_Indication_Type p_ReceivedMsg,

                                       NAS_PlmnId p_PLMN,

                                       NR_TESTMODE_STATE_Type p_TestMode,

                                       TypeOfRegistration_Type p_RegType := Initial_Secure,

                                       template (omit) PLMN_List p_EPLMNs := omit,

                                       template (omit) NG_NetworkFeatureSupport p_NwkFeatureSupport := cs_NG_NetworkFeatureSupport_Def)  runs on NR5GC_PTC

  {

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC (p_CellId);

    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (p_CellId);

    var template (value) NG_MobileIdentity v_GUTIToSend := f_NG_GutiParameters2MobileIdentity (p_PLMN, v_GutiParams);

    var template (value) NG_TrackingAreaIdList v_TAIList := cs_NG_TAIListNonConsecutive(p_PLMN, {bit2oct(v_TAC)});

    var NR_RadioBearerId_Type v_SRB := tsc_NR_RbId_SRB1; // No SRB2 so must be on SRB1

    // Steps 5 - 13


var NasCount_Type v_NasCount;

    // Steps 5 - 6

    // Do Authentication

    v_NasCount := f_NR5GC_RRC_Idle_Steps5_9_AKA (p_GMM_MobilityInfo_Type, p_CellId, p_ReceivedMsg, p_PLMN, p_RegType);

    // Store GMM Mobility Info now

    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(p_GMM_MobilityInfo_Type); // @sic R5-195328, R5s190388 sic@


f_NR_RRC_ActivateSecurity (p_CellId, v_NasCount); // Use NasCount returned from NAS S.M. Complete

    // Step 14

    // Registration Accept

    v_MsgToSend := f_Get_NG_RegistrationAcceptMsg (Initial_Secure,

                                                   v_GUTIToSend,

                                                   v_TAIList,

                                                   p_EPLMNs,

                                                   -, -, -,

                                                   p_NwkFeatureSupport);

    SRB.send(cas_NR_SRB_NasPdu_REQ(p_CellId, v_SRB, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    // Step 15

    // No SRB2 so must be on SRB1

    SRB.receive(car_NR_SRB_NasPdu_IND(p_CellId, v_SRB, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;

    if (not match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_REGISTRATION_COMPLETE)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Complete Message Failed");

    }

  }
Change 4.25
	Function name
	 f_EUTRA_MobileInfo_Set_Support_S1ToN1(boolean p_support)

	Reason for change
	 N1 capability should be stored for PCO accoding to R5-198996

	Summary of change
	Add authentication and security mode command procedure

	TTCN module
	\Common\EUTRA\EUTRA_CellInfo.ttcn

	MCC160 Comment
	


New function
 function f_EUTRA_MobileInfo_Set_Support_S1ToN1(boolean p_support) runs on EUTRA_PTC

  {

    vc_EUTRA_Global.MobileInfo.Support_S1ToN1 := p_support;

  }
Change 4.26
	Function name
	f_EUTRA_MobileInfo_Get_Support_S1ToN1()

	Reason for change
	 Get the N1 capability for PCO according to R5-198996

	Summary of change
	Add authentication and security mode command procedure

	TTCN module
	\Common\EUTRA\EUTRA_CellInfo.ttcn

	MCC160 Comment
	


New function
 function f_EUTRA_MobileInfo_Get_Support_S1ToN1() runs on EUTRA_PTC return boolean

  {

    return vc_EUTRA_Global.MobileInfo.Support_S1ToN1;

  }
5. Execution Log Files

5.1 HiSilicon Balong 5000

The HiSilicon Balong 5000 UE passed this test case on Starpoint SP9500 Test System on NR band n78. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file: 
\ TC_6_2_3_1_NR5GC_PASS.spm
PIXCIT settings used:

 \ TC_6_2_3_1_NR5GC.sppar

In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.
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