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1. Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 9.1.5.2.8 which is part of the NR test suite in the ‘iwd-TTCN3-B2018-12_D19wk23’ ATS delivery. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence.
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3. Verification Test Summary

Test Case:
9.1.5.2.8
Test Group:
\NR5GC\9_1_5\
ATS Version:
iwd-TTCN3-B2018-12_D19wk23
System Simulator used:
Datang LinkTester 5G Protocol Conformance Test System and Starpoint SP9500 Test system
UE used:
HiSilicon Balong5000
Verification Status:
PASS


4. Corrections required for NR5GC TC 9.1.5.2.8 using wk23 (Datang Linktester)
Change 4.1 

	Function name
	function fl_TC_9_1_5_2_8_TestBody ()

	Reason for change
	1. At step 10 the TAI should be v_NGC_NASCellA not v_NGC_NASCellB.
2. Accoding to the massage NG REGISTRATION REQUEST, iei of ngMobileId should be set to omit not a value at step2 and step10.
3. After REGISTRATION REJECT, vc_NR_Global.Security should be set to previous value at step3-4.
4. It is not the initial registration of NGC Cell B at step3-4, so AUTHENTICATION should carrying information of IntegrityProtected.
5. 5GMM cause value should be #10 (implicitly de-registered) at the steps 3-4, but now is #9. 
6. At step13-27a is Initial registration so type of registration should be Initial_NoSecurity.

	Summary of change
	1. Change v_NGC_NASCellB to v_NGC_NASCellA.
2. Add parameter omit at step 2 and step10.
3. Add function f_NR_Security_Get and function f_NR_Security_Set.
4. Replace tsc_SHT_NoSecurityProtection to tsc_SHT_IntegrityProtected at step12.
5. Modify 00001001 to 00001010 at step5.
6. Add parameter Initial_NoSecurity at step13-27a.

	TTCN module
	Mobility_Registration_NR5GC.ttcn

	MCC160 Comment
	


Before Change
   function fl_TC_9_1_5_2_8_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NR_CellId_Type v_NGC_NASCellB := f_NR5GC_MapNASCell(ngc_CellB, NG_AllCellsOnSamePLMN);

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellB);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC(v_NGC_NASCellB);

    var NG_NAS_SecurityParams_Type v_SecurityParams;

    var template (omit) EAP_Message v_EAP;

    var template (omit) ABBA v_ABBA;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    //@siclog "Step 1" siclog@

    //The SS configures: - NGC Cell B as "Serving cell"  - NGC Cell A as "Non-Suitable "Off" cell".

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    //---need a prose to establish the RRCConnection.

    //@siclog "Step 2" siclog@

    //The UE transmits an REGISTRATION REQUEST message indicating "mobility registration updating".

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Mobility,

                                           f_NR5GC_GetMobileIdGUTI (v_NGC_NASCellA),f_NR_SecurityKSIamf_Get(),

                                           -,-,-,-,-,f_LastVisited_TAI(v_NGC_NASCellA))) {

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    //@siclog "Step 3-4" siclog@

    //The SS transmits an AUTHENTICATION REQUEST message to establish a new security context.

    //The UE transmits an AUTHENTICATION RESPONSE message.

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {

      f_NR_Authentication5G_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN);

    } else {

      f_NR_AuthenticationEAP_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN);

    }

    v_SecurityParams := f_NR5GC_Security_Get();

    //@siclog "Step 5" siclog@

    //The SS transmits a REGISTRATION REJECT message including 5GMM cause value #10 (implicitly de-registered) prior to imitating a SMC to take into account the created during the steps 3-4 partial native 5G security context. (NOTE 1)

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB,

                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1

                                   cs_TimingInfo_Now,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause (omit, '00001001'B)))));

    //@siclog "Step 6" siclog@

    //SS releases the RRC connection.

    f_NR_RRCRelease(v_NGC_NASCellB);

    //@siclog "Step 7-9" siclog@

    //Steps 1-3 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);

    //@siclog "Step 10" siclog@

    //Check: Does the UE send a REGISTRATION REQUEST message, 5GS registration type IE set to Initial registration?

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity, f_NR5GC_GetMobileIdGUTI (v_NGC_NASCellB),f_NR_SecurityKSIamf_Get (),-,omit,-,-,-,cr_NG_TAI(v_PLMN, bit2oct(v_TAC)))) {

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 10 Failed");

    }

    //@siclog "Step 11" siclog@

    //The SS transmits a SECURITY MODE COMMAND message indicating the ngKSI of the partial native 5G security context assigned in the AUTHENTICATION REQUEST message sent in step 3.

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication

      v_EAP := omit;

      v_ABBA := omit;

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,

                                               Initial_Secure,

                                               v_GMM_MobilityInfo,

                                               false,

                                               omit,

                                               v_EAP,

                                               v_ABBA);

    // send SECURITY MODE COMMAND

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    //@siclog "Step 12" siclog@

    //The UE transmits a SECURITY MODE REJECT message.

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellB, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection))) -> value v_ReceivedAsp;

    if (not match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_SECURITY_MODE_REJECT(cr_GMM_GSM_Cause(omit, '00011000'B)))) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 12");

    } else {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    }

    //@siclog "13-27a1" siclog@

    //Steps 5-19a1 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,v_NGC_NASCellB,v_ReceivedMsg,TESTMode_OFF,noRrcConnectionRelease);

  } 
After Change
    function fl_TC_9_1_5_2_8_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NR_CellId_Type v_NGC_NASCellB := f_NR5GC_MapNASCell(ngc_CellB, NG_AllCellsOnSamePLMN);

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellB);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC(v_NGC_NASCellA);    
var NG_NAS_SecurityParams_Type v_SecurityParams;

    var template (omit) EAP_Message v_EAP;

    var template (omit) ABBA v_ABBA;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    var NR_SecurityParams_Type v_RRC_SecurityParams//Script failure spc add 20190712

    //@siclog "Step 1" siclog@

    //The SS configures: - NGC Cell B as "Serving cell"  - NGC Cell A as "Non-Suitable "Off" cell".

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    //---need a prose to establish the RRCConnection.

    //@siclog "Step 2" siclog@

    //The UE transmits an REGISTRATION REQUEST message indicating "mobility registration updating".

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Mobility,

                                           f_NR5GC_GetMobileIdGUTI (v_NGC_NASCellA,omit), f_NR_SecurityKSIamf_Get(),-,-,-,-,-,f_LastVisited_TAI(v_NGC_NASCellA))) {

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    //@siclog "Step 3-4" siclog@

    //The SS transmits an AUTHENTICATION REQUEST message to establish a new security context.

    //The UE transmits an AUTHENTICATION RESPONSE message.

    v_RRC_SecurityParams := f_NR_Security_Get();
    if (px_NAS_5GC_AuthenticationType == AKA_5G) {

      f_NR_Authentication5G_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected, v_PLMN);

    } else {

      f_NR_AuthenticationEAP_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected, v_PLMN);

    }

    v_SecurityParams := f_NR5GC_Security_Get();

    //@siclog "Step 5" siclog@

    //The SS transmits a REGISTRATION REJECT message including 5GMM cause value #10 (implicitly de-registered) prior to imitating a SMC to take into account the created during the steps 3-4 partial native 5G security context. (NOTE 1)

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB,

                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1

                                   cs_TimingInfo_Now,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause (omit, '00001010'B))))); 
    f_NR_Security_Set(v_RRC_SecurityParams);
    //@siclog "Step 6" siclog@

    //SS releases the RRC connection.

    f_NR_RRCRelease(v_NGC_NASCellB);

    //@siclog "Step 7-9" siclog@

    //Steps 1-3 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);

    //@siclog "Step 10" siclog@

    //Check: Does the UE send a REGISTRATION REQUEST message, 5GS registration type IE set to Initial registration?    

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity, f_NR5GC_GetMobileIdGUTI (v_NGC_NASCellB, omit), f_NR_SecurityKSIamf_Get (),-,omit,-,-,-,cr_NG_TAI(v_PLMN, bit2oct(v_TAC)))) {

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 10 Failed");

    }

    //@siclog "Step 11" siclog@

    //The SS transmits a SECURITY MODE COMMAND message indicating the ngKSI of the partial native 5G security context assigned in the AUTHENTICATION REQUEST message sent in step 3.

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication

      v_EAP := omit;

      v_ABBA := omit;

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,

                                               Initial_Secure,

                                               v_GMM_MobilityInfo,

                                               false,

                                               omit,

                                               v_EAP,

                                               v_ABBA);

    // send SECURITY MODE COMMAND

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    //@siclog "Step 12" siclog@

    //The UE transmits a SECURITY MODE REJECT message.

SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellB, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected))) -> value v_ReceivedAsp;
    if (not match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_SECURITY_MODE_REJECT(cr_GMM_GSM_Cause(omit, '00011000'B)))) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 12");

    } else {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    }


    //@siclog "13-27a1" siclog@

    //Steps 5-19a1 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,v_NGC_NASCellB,v_ReceivedMsg,TESTMode_OFF,noRrcConnectionRelease,Initial_NoSecurity);

  }
Change 4.2 

	Function name
	function f_NR5GC_GetMobileIdGUTI ()

	Reason for change
	Modify for change 4.1 point2

	Summary of change
	Add the 2nd paramete in function f_NR5GC_GetMobileIdGUTI

	TTCN module
	NR5GC_CommonFunctions.ttcn

	MCC160 Comment
	


Before Change
function f_NR5GC_GetMobileIdGUTI (NR_CellId_Type p_CellId) runs on NR5GC_PTC return template(value) NG_MobileIdentity

  {

    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (p_CellId);

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (p_CellId);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    return f_NG_GutiParameters2MobileIdentity (v_PLMN, v_GutiParams);

  }
After Change
function f_NR5GC_GetMobileIdGUTI (NR_CellId_Type p_CellId,

                                                                 template (omit) IEI8_Type p_IEI := '77'O) runs on NR5GC_PTC return template(value) NG_MobileIdentity  

  {

    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (p_CellId);

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (p_CellId);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    return f_NG_GutiParameters2MobileIdentity (v_PLMN, v_GutiParams, p_IEI);  }
5. Corrections required for NR5GC TC 9.1.5.2.8 using wk23 (Starpiont)
Change 5.1

	Function name
	fl_TC_9_1_5_2_8_TestBody

	Reason for change
	1 In step2 and step10, iei for GUTI should be omit;

2 Step3-4 and step12 should be IntegrityProtected;

3 According to 38.523-1, EMM cause value is not correct in step5;

4 UE is not fully registered on cell2, so the GUT and TAC used is allocated by cell1;

5 ksi used in step10 should be get after step2;

	Summary of change
	1 rewrite step2 and step10;

2 modify step3-4;

3 change the EMM cause value;

4 Get TAC of cell1

5 Get ksi after step2;

	TTCN module
	NR5GC\9_1_5\Mobility_Registration_NR5GC.ttcn

	MCC160 Comment
	


Before change

        function fl_TC_9_1_5_2_8_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NR_CellId_Type v_NGC_NASCellB := f_NR5GC_MapNASCell(ngc_CellB, NG_AllCellsOnSamePLMN);

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellB);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC(v_NGC_NASCellB);

    var NG_NAS_SecurityParams_Type v_SecurityParams;

    var template (omit) EAP_Message v_EAP;

    var template (omit) ABBA v_ABBA;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    //@siclog "Step 1" siclog@

    //The SS configures: - NGC Cell B as "Serving cell"  - NGC Cell A as "Non-Suitable "Off" cell".

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    //---need a prose to establish the RRCConnection.

    //@siclog "Step 2" siclog@

    //The UE transmits an REGISTRATION REQUEST message indicating "mobility registration updating".

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Mobility,

                                           f_NR5GC_GetMobileIdGUTI (v_NGC_NASCellA),f_NR_SecurityKSIamf_Get(),

                                           -,-,-,-,-,f_LastVisited_TAI(v_NGC_NASCellA))) {

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    //@siclog "Step 3-4" siclog@

    //The SS transmits an AUTHENTICATION REQUEST message to establish a new security context.

    //The UE transmits an AUTHENTICATION RESPONSE message.

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {

      f_NR_Authentication5G_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN);

    } else {

      f_NR_AuthenticationEAP_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN);

    }

    v_SecurityParams := f_NR5GC_Security_Get();

    //@siclog "Step 5" siclog@

    //The SS transmits a REGISTRATION REJECT message including 5GMM cause value #10 (implicitly de-registered) prior to imitating a SMC to take into account the created during the steps 3-4 partial native 5G security context. (NOTE 1)

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB,

                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1

                                   cs_TimingInfo_Now,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause (omit, '00001001'B)))));

    //@siclog "Step 6" siclog@

    //SS releases the RRC connection.

    f_NR_RRCRelease(v_NGC_NASCellB);

    //@siclog "Step 7-9" siclog@

    //Steps 1-3 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);

    //@siclog "Step 10" siclog@

    //Check: Does the UE send a REGISTRATION REQUEST message, 5GS registration type IE set to Initial registration?

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity, f_NR5GC_GetMobileIdGUTI (v_NGC_NASCellB),f_NR_SecurityKSIamf_Get (),-,omit,-,-,-,cr_NG_TAI(v_PLMN, bit2oct(v_TAC)))) {

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 10 Failed");

    }

    //@siclog "Step 11" siclog@

    //The SS transmits a SECURITY MODE COMMAND message indicating the ngKSI of the partial native 5G security context assigned in the AUTHENTICATION REQUEST message sent in step 3.

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication

      v_EAP := omit;

      v_ABBA := omit;

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,

                                               Initial_Secure,

                                               v_GMM_MobilityInfo,

                                               false,

                                               omit,

                                               v_EAP,

                                               v_ABBA);

    // send SECURITY MODE COMMAND

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    //@siclog "Step 12" siclog@

    //The UE transmits a SECURITY MODE REJECT message.

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellB, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection))) -> value v_ReceivedAsp;

    if (not match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_SECURITY_MODE_REJECT(cr_GMM_GSM_Cause(omit, '00011000'B)))) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 12");

    } else {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    }

    //@siclog "13-27a1" siclog@

    //Steps 5-19a1 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,v_NGC_NASCellB,v_ReceivedMsg,TESTMode_OFF,noRrcConnectionRelease);

  }//End of 9_1_5_2_7 test body
After change

      function fl_TC_9_1_5_2_8_TestBody() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var NR_CellId_Type v_NGC_NASCellB := f_NR5GC_MapNASCell(ngc_CellB, NG_AllCellsOnSamePLMN);

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellB);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC(v_NGC_NASCellA);

    var NG_NAS_SecurityParams_Type v_SecurityParams;

    var template (omit) EAP_Message v_EAP;

    var template (omit) ABBA v_ABBA;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

var template (present) NAS_KsiValue v_KeySetId;
    //@siclog "Step 1" siclog@

    //The SS configures: - NGC Cell B as "Serving cell"  - NGC Cell A as "Non-Suitable "Off" cell".

    f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

    //---need a prose to establish the RRCConnection.

    //@siclog "Step 2" siclog@

    //The UE transmits an REGISTRATION REQUEST message indicating "mobility registration updating".

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Mobility, f_NG_GutiParameters2MobileIdentity(f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (v_NGC_NASCellA)), f_NR5GC_CellInfo_GetGutiParameters(v_NGC_NASCellA),omit),










   f_NR_SecurityKSIamf_Get(),

                                           -,-,-,-,-,f_LastVisited_TAI(v_NGC_NASCellA))) {

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    v_KeySetId := f_NR_SecurityKSIamf_Get();
    //@siclog "Step 3-4" siclog@

    //The SS transmits an AUTHENTICATION REQUEST message to establish a new security context.

    //The UE transmits an AUTHENTICATION RESPONSE message.

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {

      f_NR_Authentication5G_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected, v_PLMN);

    } else {

      f_NR_AuthenticationEAP_AKA(v_NGC_NASCellB, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN);

    }

    v_SecurityParams := f_NR5GC_Security_Get();

    //@siclog "Step 5" siclog@

    //The SS transmits a REGISTRATION REJECT message including 5GMM cause value #10 (implicitly de-registered) prior to imitating a SMC to take into account the created during the steps 3-4 partial native 5G security context. (NOTE 1)

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB,

                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1

                                   cs_TimingInfo_Now,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause (omit, '00001010'B)))));// ttcn cr

    //@siclog "Step 6" siclog@

    //SS releases the RRC connection.

    f_NR_RRCRelease(v_NGC_NASCellB);

    //@siclog "Step 7-9" siclog@

    //Steps 1-3 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellB, tsc_NR_RRC_TI_Def, ?, tsc_SHT_IntegrityProtected);

    //@siclog "Step 10" siclog@

    //Check: Does the UE send a REGISTRATION REQUEST message, 5GS registration type IE set to Initial registration?

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity, 

f_NG_GutiParameters2MobileIdentity(f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (v_NGC_NASCellA)), f_NR5GC_CellInfo_GetGutiParameters(v_NGC_NASCellA),omit),










  v_KeySetId,-,omit,-,-,-,cr_NG_TAI(v_PLMN, bit2oct(v_TAC)))) {//by gaoting

    f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 10 Failed");

    }

    //@siclog "Step 11" siclog@

    //The SS transmits a SECURITY MODE COMMAND message indicating the ngKSI of the partial native 5G security context assigned in the AUTHENTICATION REQUEST message sent in step 3.

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication

      v_EAP := omit;

      v_ABBA := omit;

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,

                                               Initial_Secure,

                                               v_GMM_MobilityInfo,

                                               false,

                                               omit,

                                               v_EAP,

                                               v_ABBA);

    // send SECURITY MODE COMMAND

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellB, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    //@siclog "Step 12" siclog@

    //The UE transmits a SECURITY MODE REJECT message.

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellB, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected))) -> value v_ReceivedAsp;//by gaoting

    if (not match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_SECURITY_MODE_REJECT(cr_GMM_GSM_Cause(omit, '00011000'B)))) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 12");

    } else {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    }

    //@siclog "13-27a1" siclog@

    //Steps 5-19a1 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR) take place.

    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo,v_NGC_NASCellB,v_ReceivedMsg,TESTMode_OFF,noRrcConnectionRelease,Initial_NoSecurity);

  }//End of 9_1_5_2_8 test body
6. Execution Log Files
6.1 HiSilicon Balong5000
The HiSilicon Balong5000 UE passed this test case on Datang LinkTester 5G Protocol Conformance Test System and Starpoint SP9500 Test System on NR band combination n41A. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file: 
\Datang\TC_9_1_5_2_8_NR5GC_N41.log
PIXIT setting used:
\Datang\Pics(NR5GC).xml
\Datang\Pixit(TC_9_1_5_2_8_NR5GC).xml
· Test Case Execution log file:
\Starpoint\TC_9_1_5_2_8_NR5GC_PASS.spm
PIXIT setting used:
\Starpoint\NR5GC_Testsuite.sppar
References
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	R5s190623:   Supporting information for agreement of NR test case 9.1.5.2.8 in FR1
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