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<Start of modification>
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Table 5.5.4.3-1: HTTP POST
	Derivation Path: RFC 2616 [26]

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  Method
	"POST"
	
	
	

	  Request-URI 
	
	
	
	

	    uri
	tsc_MCX_IdMS_auth_UriPath
	points to the Authorisation endpoint of the IdM Server
	TS 33.180 [94]
	AUTH

	
	tsc_MCX_IdMS_userauth_UriPath
	points to the endpoint verifying the user authentication; same URI as provided to the UE in the action attribute of the HTML login form
	TS 33.180 [94]
HTML 4.01 Specification [105]
	USERAUTH

	
	tsc_MCX_IdMS_token_UriPath
	points to the Token endpoint of the IdM Server
	TS 33.180 [94]
	TOKEN

	
	tsc_MCX_KMS_ClientReqUrl_init
	"KMS Initialize" request according to TS 33.180 [94] D.2.3
	TS 33.180 [94]
	KMSINIT

	
	UriScheme & tsc_MCX_KMS_Hostname & tsc_MCX_KMS_init_UriPath
	"KMS Initialize" request according to TS 33.180 [94] D.2.3
(NOTE 2)
	TS 33.180 [94]
	KMSINIT

	
	tsc_MCX_KMS_ClientReqUrl
	"KMS KeyProvision" request according to TS 33.180 [94] D.2.4
	TS 33.180 [94]
	KMSKEY

	
	UriScheme & tsc_MCX_KMS_Hostname & tsc_MCX_KMS_keyprov_UriPath
	"KMS KeyProvision" request according to TS 33.180 [94] D.2.4
(NOTE 2)
	TS 33.180 [94]
	KMSKEY

	
	tsc_MCX_GMSXCAPRootURI & "/" & "org.openmobilealliance.groups/users/" & px_MCX_GroupCreationXUI & "/" & temporary-group-id
	Points to the temporary group configuration document to be created
(NOTE 1)
	TS 24.481[11] clause 6.3.14.2
	TEMPGROUP

	
	tsc_MCData_MSF_URI
	The absolute URI identifying the resource on a media storage function
	TS 24.282 [87], clause 10.2.2.1	
	FD_HTTP

	  HTTP-Version
	"HTTP/1.1"
	
	
	

	Cache-Control
	
	
	RFC 2616 [26]
	

	  cache-directive
	"no-cache"
	
	
	

	Authorization
	
	
	RFC 2617 [72]
	KMSINIT, KMSKEY, TEMPGROUP, FD_HTTP

	  authentication-scheme
	“Bearer”
	
	RFC 6750 [104]
	

	  b64token
	Access token as assigned to the UE by Token Response
	
	RFC 6750 [104]
	

	Host
	
	
	
	FD_HTTP

	  host
	tsc_MCData_MSF_Hostname
	hostname identifying the media storage function
	TS 24.282 [87], clause 10.2.2.1
	

	  port
	not present
	
	
	

	Content-Type
	
	
	
	AUTH, USERAUTH, TOKEN

	  media-type
	"application/x-www-form-urlencoded"
	
	
	

	Content-Type
	
	present in case of KMS request security
	
	(KMSINIT OR KMSKEY) AND pc_MCX_KMS_RequestSecurity

	  media-type
	"application/xml"
	
	RFC 7303 [112]
	

	Content-Type
	
	
	
	TEMPGROUP

	  media-type
	"application/vnd.3gpp.GMOP+xml"
	
	
	

	Content-Type
	
	
	
	FD_HTTP

	  media-type
	"multipart/mixed"
	
	TS 24.282 [87], clause 10.2.2.1
	

	Message-body
	
	
	
	AUTH

	  Authentication Request
	As described in Table 5.5.4.10.1-1
	
	
	

	Message-body
	
	
	HTML 4.01 Specification [105]
	USERAUTH

	  user
	px_MCX_User_A_username
	
	
	

	  password
	px_MCX_User_A_password
	
	
	

	Message-body
	
	
	
	TOKEN

	  Token request
	As described in Table 5.5.4.10.3-1
	
	
	

	Message-body
	
	present in case of KMS request security
	
	(KMSINIT OR KMSKEY) AND pc_MCX_KMS_RequestSecurity

	  Signed KMS Request
	As described in Table 5.5.4.10.9-1
	
	
	

	Message-body
	
	
	
	TEMPGROUP

	  Temporary Group Creation Document"
	As described in Table 5.5.7.4-2
	
	
	

	Message-body
	
	
	
	FD_HTTP

	  MIME body part
	
	MCData-Info
	
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcdata-info+xml"
	
	
	

	    MIME-part-body
	MCData-Info described in Table 5.5.3.2.1-3
	
	
	

	  MIME body part
	
	File content
	TS 24.282 [87] clause 10.2.2.1
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/octet-stream"
	
	
	

	    MIME-part-body
	binary data representing the file
	
	
	

	NOTE 1:	temporary-group-id	= px_MCPTT_Group_T_ID for Condition MCPTT
temporary-group-id	= px_MCVideo_Group_T_ID for Condition MCVIDEO
temporary-group-id	= px_MCData_Group_T_ID for Condition MCDATA
NOTE 2:	UriScheme is either "http" or "https"
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Table 5.5.4.10.6-1: KMS Certificate
	Derivation Path: TS 33.180 [94], clause D.3.2.2

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SignedKmsResponse
	
	
	
	

	  Id
	“kmsResponse”
	arbitrarily selected id which the Signature’s Reference URI refers to
	
	

	  KmsUri
	tsc_MCX_KMS_Hostname
	The URI of the KMS which issued the key set
	
	

	  UserUri
	tsc_MCX_MC_ID_User_A
Editor's note: to be clarified whether the MC ID can be used in this context or whether there are restrictions how to set the UserUri
	The MC ID with which the user has used for authentication
	
	

	  Time
	Current system time of the SS
	Time stamp of KMS message
	
	

	  ClientReqUrl
	tsc_MCX_KMS_ClientReqUrl_init
	URL of the client making the key request
	
	

	  ClientReqUrl
	same URI as used by the client as Request URI in the HTTP POST requesting the KMS Certificate (KMS Initialize request)
	
	
	

	  KmsMessage
	
	
	
	

	    KmsInit 
	
	
	
	

	      Version
	"1.0.0"
	
	
	

	      KmsCertificate
	
	
	
	

	        Version
	"1.1.0"
	The version number of the certificate type
	
	

	        Role
	"Root"
	This shall indicate whether the certificate is a "Root" or "External" certificate
	
	

	        CertUri
	tsc_MCX_KMS_CertUri
	The URI of the Certificate (this object)
	
	

	        KmsUri
	tsc_MCX_KMS_Hostname
	The URI of the KMS which issued the Certificate
	
	

	        Issuer
	Not present
	(Optional) String describing the issuing entity
	
	

	        ValidFrom
	Not present
	(Optional) Date from which the Certificate may be used
	
	

	        ValidTo
	Not present
	(Optional) Date at which the Certificate expires
	
	

	        Revoked
	false
	(Optional) A Boolean value defining whether a Certificate has been revoked
	
	

	        UserIDFormat
	"2"
	Shall contain the value '2'
	
	

	        UserKeyPeriod
	"2592000"
	The number of seconds that each user key issued by this KMS should be used
(2592000 seconds are 30 days)
	
	

	        UserKeyOffset
	CurrentTimestamp MODULO UserKeyPeriod
	UserKeyOffset so that KeyPeriod starts at current system time; CurrentTimestamp is the current system time in seconds since 0h on 1st Jan 1900
	
	

	        PubEncKey
	SAKKE Public Key Z_T derived from master secret z_T according to RFC 6508
	The SAKKE Public Key, "Z_T". This is an OCTET STRING encoding of an elliptic curve point
	RFC 6508 [99]
	

	        PubAuthKey
	ECCSI Public Key KPAK derived from private key KSAK according to RFC 6507
	The ECCSI Public Key, "KPAK". This is an OCTET STRING encoding of an elliptic curve point
	RFC 6507 [98]
	

	        ParameterSet
	Not present
	(Optional) The choice of parameter set used for SAKKE and ECCSI
	
	

	        KmsDomainList
	Not present
	(Optional) List of domains associated with the certificate
	
	

	  SignedInfo
	
	
	
	

	    CanonicalizationAlgorithm
	"xml-c14n"
	XML Signature processing
	
	

	    SignatureAlgorithm
	"HMAC-SHA-256"
	Hashing algorithm to be applied to sign the SignedInfo with the key given in the KeyInfo
	
	

	    Reference
	
	
	
	

	      URI
	“#kmsResponse”
	referring to the data object for which the hash is generatet (KMS response element in this case)
	
	

	      DigestAlgorithm
	"SHA-256"
	Hashing algorithm to be applied to sign the data object
	
	

	      DigestValue
	Hash signing the data object (referred to by the URI)
	
	
	

	    SignatureValue
	Hash signing the SignedInfo 
	The signing key is derived from the InK (px_MCX_InK) according to TS 33.180 [94] Annex F.1.4 with 
FC = 0x52
XPK-ID = InK-ID (px_MCX_InK_ID) 
	
	

	    KeyInfo
	
	
	
	

	      KeyName
	base64 encoded InK-ID (px_MCX_InK_ID)
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Table 5.5.4.10.8-1: KMS Key Set
	Derivation Path: TS 33.180 [94], clause D.3.23.2

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Signed KmsResponse
	
	
	
	

	  Id
	“kmsResponse”
	arbitrarily selected id which the Signature’s Reference URI refers to
	
	

	  KmsUri
	tsc_MCX_KMS_Hostname
	The URI of the KMS which issued the key set
	
	

	  UserUri
	tsc_MCX_MC_ID_User_A
Editor's note: to be clarified whether the MC ID can be used in this context or whether there are restrictions how to set the UserUri
	The MC ID with which the user has used for authentication
	
	

	  Time
	Current system time of the SS
	Time stamp of KMS message
	
	

	  ClientReqUrl
	tsc_MCX_KMS_ClientReqUrl_keyprov
	URL of the client making the key request
	
	

	  ClientReqUrl
	same URI as used by the client as Request URI in the HTTP POST requesting the KMS Key Set (KMS KeyProvision request)
	
	
	

	  KmsMessage
	
	
	
	

	    KmsKeyProv
	
	
	
	

	      Version
	"1.0.0"
	The version number of the key provision XML
	
	

	      KmsKeySet[1]
	
	
	
	

	        Version
	"1.1.0"
	The version number of the key set XML
	
	

	            KmsUri
	tsc_MCX_KMS_Hostname
	The URI of the KMS which issued the key set
	
	

	            CertUri
	Not present
	(Optional) The URI of the Certificate which may be used to validate the key set
	
	

	            Issuer
	Not present
	(Optional) String describing the issuing entity
	
	

	            UserUri
	px_MCPTT_ID_User_A
	The user's MCPTT ID
	
	MCPTT

	
	px_MCVideo_ID_User_A
	The user's MCVideo ID
	
	MCVIDEO

	
	px_MCData_ID_User_A
	The user's MCData ID
	
	MCDATA

	            UserID
	Base64 encoded UID generated according to annex F.2.1 of TS 33.180 [94] with MCX-Id as identifier
Editor’s note: to be clarified how to convert the UID into charstring (e.g. hexstring representation or base64 encoding)
	UID corresponding to the key set
	TS 33.180 [94]
	

	            ValidFrom
	Not present
	(Optional) Date and time from which the key set may be used
	
	

	            ValidTo
	Not present
	(Optional) Date and time at which the key set expires
	
	

	            KeyPeriodNo
	FLOOR((CurrentTimestamp - UserKeyOffset) / UserKeyPeriod)
	Current Key Period:
CurrentTimestamp is the current system time in seconds since 0h on 1st Jan 1900;
UserKeyOffset and UserKeyPeriod are given in the KMS Certificate (Table 5.5.4.10.6-1) in seconds
	TS 33.180 [94]
	

	            Revoked
	"false"
	(Optional) A Boolean value defining whether the key set has been revoked
	
	

	            UserDecryptKey
	
	The SAKKE "Receiver Secret Key" (RSK). This is an OCTET STRING encoding of an elliptic curve point
	RFC 6508 [99]
	

	              EncryptionAlgorithm
	"AES256"
	Encryption algorithm to use
	
	

	              KeyInfo
	
	
	
	

	                KeyName
	base64 encoded TrK-ID (px_MCX_TrK_ID)
	
	
	

	            CipherData
	
	
	
	

	              CipherValue
	encrypted RSK
	The encryption key is derived from the TrK (px_MCX_TrK) according to TS 33.180 [94] Annex F.1.4 with
FC = 0x51
XPK-ID = TrK-ID (px_MCX_TrK_ID)
	
	

	          UserSigningKeySSK
	
	The ECCSI private Key, "SSK". This is an OCTET STRING encoding of an integer; the PVT is generated using the UID as contained in the UserID of the KSM message
	RFC 6507 [98]
	

	            EncryptionAlgorithm
	"AES256"
	Encryption algorithm to use
	
	

	            KeyInfo
	
	
	
	

	              KeyName
	base64 encoded TrK-ID (px_MCX_TrK_ID)
	
	
	

	            CipherData
	
	
	
	

	                CipherValue
	encrypted SSK
	The encryption key is derived from the TrK (px_MCX_TrK) according to TS 33.180 [94] Annex F.1.4 with
FC = 0x51
XPK-ID = TrK-ID (px_MCX_TrK_ID)
	
	

	            UserPubTokenPVT
	
	The ECCSI public validation token, "PVT". This is an OCTET STRING encoding of an elliptic curve point;
the PVT is generated using the UID as contained in the UserID of the KSM message
	RFC 6507 [98]
	

	              EncryptionAlgorithm
	"AES256"
	Encryption algorithm to use
	
	

	              KeyInfo
	
	
	
	

	                KeyName
	base64 encoded TrK-ID (px_MCX_TrK_ID)
	
	
	

	              CipherData
	
	
	
	

	                CipherValue
	Encrypted PVT
	The encryption key is derived from the TrK (px_MCX_TrK) according to TS 33.180 [94] Annex F.1.4 with
FC = 0x51
XPK-ID = TrK-ID (px_MCX_TrK_ID)
	
	

	Signature
	
	
	
	

	  SignedInfo
	
	
	
	

	    CanonicalizationAlgorithm
	"xml-c14n"
	XML Signature processing
	
	

	    SignatureAlgorithm
	"HMAC-SHA-256"
	Hashing algorithm to be applied to sign the SignedInfo with the key given in the KeyInfo
	
	

	    Reference
	
	
	
	

	      URI
	“#kmsResponse”
	referring to the data object for which the hash is generatet (KMS response element in this case)
	
	

	      DigestAlgorithm
	"SHA-256"
	Hashing algorithm to be applied to sign the data object
	
	

	      DigestValue
	Hash signing the data object (referred to by the URI)
	
	
	

	    SignatureValue
	Hash signing the SignedInfo
	The signing key is derived from the InK (px_MCX_InK) according to TS 33.180 [94] Annex F.1.4 with
FC = 0x52
XPK-ID = InK-ID (px_MCX_InK_ID)
	
	

	    KeyInfo
	
	
	
	

	      KeyName
	base64 encoded InK-ID (px_MCX_InK_ID)
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