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13.6	Inter-system mobility between untrusted Non-3GPP and 3GPP system
13.6.1 Inter-system mobility between untrusted Non-3GPP and 3GPP system/Handover from E-UTRAN/EPC to ePDG/EPC
13.6.1.1	Test Purpose (TP)
(1)
With { the UE supports S1 mode, IP address preservation between EPC/ePDG and EUTRAN and at least one PDN connection have been established between the UE and the EPC via EUTRAN }
ensure that {
  when { When UE detects EUTRAN becomes not suitable, UE performs a handover of existing PDN connections to ePDG/EPC }
   then { the UE shall indicates Handover Attach and included its IP address,the "IDr" payload containing the APN in the Identification Data,, the "IDi" payload containing the NAI. }
             }

13.6.1.2	Conformance requirements
[Rel-15, TS 23.402, clause 8.2.3]
This clause shows a call flow for a handover when a UE moves from a 3GPP Access to an untrusted non-3GPP access network. PMIPv6/GTP is assumed to be used on the S5/S8 interface and PMIPv6 is used on the S2b interface.


Figure 8.2.3-1: Handover from 3GPP Access to Untrusted Non-3GPP IP Access with PMIPv6 on S2b
…
4)	The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel with is discovered as specified in clause 4.5.4. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in TS 33.402 [45]. As part of access authentication the PDN GW identity is sent to the ePDG by the 3GPP AAA server. If the UE supports IP address preservation during handover from 3GPP Access to the untrusted non-3GPP IP access, the UE shall include its address (IPv4 address or IPv6 prefix /address or both) allocated when it's attached to 3GPP Access into the CFG_Request sent to the ePDG during IKEv2 message exchange.
…

[Rel-15, TS 24.302, clause 7.2.2.1]
Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 7296 [28] and 3GPP TS 33.402 [15].
The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKEv2 security association. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including:
-	The type of IP address (IPv4 address or IPv6 prefix or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 address and IPv6 prefix, the UE shall send two configuration attributes in the CFG_REQUEST Configuration Payload: one for the IPv4 address and the other for the IPv6 prefix;
-	The "IDr" payload, containing the APN in the Identification Data, for non-emergency session establishment. For emergency session establishment, the UE shall format the "IDr" payload according to clause 7.2.5. The UE shall set the ID Type field of the "IDr" payload to ID_FQDN as defined in IETF RFC 7296 [28]. The UE indicates a request for the default APN by omitting the "IDr" payload, which is in accordance with IKEv2 protocol as defined in IETF RFC 7296 [28]; and
-	The "IDi" payload containing the NAI.
…
13.6.1.3	Test description
13.6.1.3.1	               Pre-test conditions
System Simulator:
-	WLAN Cell 27 is configured according to  TS 36.508[18], Table 4.4.8-1 with condition IMSoWLAN.
-    Cell 1 (E-UTRA) is set to "Serving cell".
-   System information combination 4 as defined in TS 36.508 [18] clause 4.4.3.1 is used in E-UTRA cells.

UE:
-	The UE is configured to use IMS preconditions.
Preamble:
-    The UE is initially attached to the 3GPP Access network and establish at least an IMS PDN Connection with EPC network. 
13.6.1.3.2	Test procedure sequence
Table 13.6.1.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	E-UTRA Cell 1 is set ”“Off” cell”， WLAN Cell is set to “Serving cell ”.
	-
	
	-
	-

	2
	UE associates with the WLAN AP and obtains the local IP address. 
	-
	-
	-
	-

	3
	UE transmit a DNS Query message with QNAME set to FQDN of the ePDG.
	-->
	DNS Query
	-
	-

	4
	The SS transmits a DNS Response message with the IP address of the ePDG.
	<--
	DNS Response
	-
	-

	5
	UE transmit an IKE_SA_INIT request message to the ePDG.
	-->
	IKE_SA_INIT Request
	-
	-

	6
	SS transmits an IKE_SA_INIT response message to UE.
	<--
	IKE_SA_INIT Response
	-
	-

	7
	Check: Does UE transmit an IKE_AUTH request including the CFG_REQUEST Configuration payload containing the type of IP address, the "IDr" payload containing the APN in the Identification Data, the "IDi" payload containing the NAI?
	-->
	IKE_AUTH Request
	1
	P

	8
	The SS transmits an IKE_AUTH Response message including an EAP-Request/AKA-Challenge.
	<--
	IKE_AUTH Response
	-
	-

	9
	UE transmit an IKE_AUTH Request message including the EAP-Response/AKA-Challenge.
	-->
	IKE_AUTH Request
	-
	-

	10
	The SS transmits an IKE_AUTH Response message including EAP-Success.
	<--
	IKE_AUTH Response
	-
	-

	11
	UE transmit an IKE_AUTH Request message with Authentication payload.
	-->
	IKE_AUTH Request
	-
	-

	12
	The SS transmits an IKE_AUTH Response message with Authentication and Configuration payloads.
	<--
	IKE_AUTH Response
	-
	-



13.6.1.3.3	Specific message contents

Table 13.6.1.3.3-1: Message DNS Query (step 3, Table 13.6.1.3.2-1)
	Derivation path: IETF RFC 1035 [56]

	Information Element
	Value/remark
	Comment
	Condition

	QR=
	‘0’
	Query
	

	OPCODE=
	‘0000’
	QUERY
	

	QNAME=
	Operator provisioned FQDN of the ePDG.
	
	pc_ePDG_FQDN_Provisioned

	
	Operator Identifier FQDN format shall be
"epdg.epc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org"
	
	pc_ePDG_FQDN_constructed

	QTYPE=
	A
	query for the IPv4 address
	IPv4

	
	AAAA
	query for the IPv6 address
	IPv6

	QCLASS=
	IN
	
	



	Condition
	Explanation

	IPv4
	DNS query for IPv4 address

	IPv6
	DNS query for IPv6 address



Table 13.6.1.3.3-2: Message DNS Response (step 4, Table 13.6.1.3.2-1)
	Derivation path: IETF RFC 1035 [56]

	Information Element
	Value/remark
	Comment
	Condition

	QR=
	‘1’
	Response
	

	OPCODE=
	‘0000’
	QUERY
	

	QNAME=
	Same as received in DNS Query
	
	

	QTYPE=
	A
	
	

	QCLASS=
	IN
	
	

	RR {
	
	
	

	  NAME
	Same as received in DNS Query
	
	

	  TYPE
	Same as received in DNS Query
	A for IPv4
AAAA for IPv6
	

	  CLASS
	IN
	
	

	  RDATA
	IP address of ePDG
	
	

	}
	
	
	



Table 13.6.1.3.3-2A: IKE_AUTH request (step 7, Table 13.6.1.3.2-1)
	Derivation path: 36.508 table 4.7G-3

	Information Element
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Next Payload
	‘00101111’B
	CP
	

	  Exchange Type
	‘00100011’B
	IKE_AUTH
	

	Configuration Payload
	
	
	

	  Next Payload
	‘00000000’B
	IDr payload 
	

	  CFG Type
	‘00000001’B
	CFG_REQUEST
	

	    Attribute Type
	‘00000001’B
	INTERNAL_IP4_ADDRESS
	IPv4

	    IPv4 Address
	Previously allocated IPv4 address in cellular network
	
	IPv4

	    Attribute Type
	‘00001000’B
	INTERNAL_IP6_ADDRESS
	IPv6

	    IPv6 Address
	Previously allocated IPv6 address in cellular network
	
	IPv6

	    Attribute Type
	‘00010100’B
	P_CSCF_IP4_ADDRESS
	IPv4

	    IPv4 Address
	Not checked
	
	IPv4

	    Attribute Type
	‘00010101’B
	P_CSCF_IP6_ADDRESS
	IPv6

	    IPv6 Address
	Not checked
	
	IPv6

	IDr payload 
	‘00100100’B
	
	

	Next Payload
	‘00100011’B
	IDi payload
	

	ID Type
	‘00000010’B
	ID_FQDN   
	

	Identification Data    

	APN 
	
	

	IDi payload
	‘00100011’B
	
	

	Next Payload
	‘00000000’B
	No Next Payload if Notify payload is the last payload
	

	ID Type
	‘00000011’B
	NAI
	

	Identification Data   
	Not checked
	
	

	NOTE 1: 	The order of Payloads/fields is not checked, unless explicitly specified. Additional Payloads/fields are ignored.



	Condition
	Explanation

	IPv4
	If the UE requests an IPv4 address

	IPv6
	If the UE requests an IPv6 address

	NOTE:	At least one of IPv4 and IPv6 shall be true.



Table 13.6.1.3.3-2B: IKE_AUTH request (step 9, Table 13.6.1.3.2-1)
	Derivation path: 36.508 table 4.7G-3

	Information Element
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Next Payload
	‘00110000’B
	EAP
	

	  Exchange Type
	‘00100011’B
	IKE_AUTH
	

	Extensible Authentication Payload
	
	
	

	  Next Payload
	‘00000000’B
	No Next Payload if EAP is the last payload
	

	  Code
	‘00000010’B
	Response
	

	  Identifier
	Not checked
	
	

	  Type
	Not checked
	
	

	  Type_Data
	Not checked
	
	

	NOTE 1: 	The order of Payloads/fields is not checked, unless explicitly specified. Additional Payloads/fields are ignored.



Table 13.6.1.3.3-3: IKE_AUTH request (step 11, Table 13.6.1.3.2-1)
	Derivation path: 36.508 table 4.7G-3

	Information Element
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Next Payload
	‘00101111’B
	AUTH
	

	  Exchange Type
	‘00100011’B
	IKE_AUTH
	

	Authentication Payload
	
	
	

	  Next Payload
	‘00000000’B
	No Next Payload if AUTH is the last payload
	

	  Authentication Method
	Not checked
	
	

	  Authentication Data
	Not checked
	
	

	NOTE 1: The order of Payloads/fields is not checked, unless explicitly specified. Additional Payloads/fields are ignored.



Table13.6.1.3.3-4: IKE_AUTH response (step 12, Table 13.6.1.3.2-1)
	Derivation path: 36.508 table 4.7G-4

	Information Element
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Next Payload
	‘00101111’B
	CP
	

	  Exchange Type
	‘00100011’B
	IKE_AUTH
	

	Configuration Payload
	
	
	

	  Next Payload
	Set by the SS
	
	

	  CFG Type
	‘00000010’B
	CFG_REPLY
	

	    Attribute Type
	‘00000001’B
	INTERNAL_IP4_ADDRESS
	IPv4

	    IPv4 Address
	Previously allocated IPv4 address in cellular network
	
	IPv4

	    Attribute Type
	‘00001000’B
	INTERNAL_IP6_ADDRESS
	IPv6

	    IPv6 Address
	Previously allocated IPv6 address in cellular network
	
	IPv6

	    Attribute Type
	‘00010100’B
	P_CSCF_IP4_ADDRESS
	

	    IPv4 Address
	Set by the SS
	
	

	    Attribute Type
	‘00010101’B
	P_CSCF_IP6_ADDRESS
	

	    IPv6 Address
	Set by the SS
	
	



	Condition
	Explanation

	IPv4
	If the UE requested an IPv4 address

	IPv6
	If the UE requested an IPv6 address
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