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	Other comments:
	


4.7.1
Contents of 5GMM messages

<<<< TEXT SKIPPED >>>>

–
Authentication result

Table 4.7.1-3: AUTHENTICATION RESULT

	Derivation Path: 24.501 clause 8.2.3

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication result message identity
	‘0101 1010’B
	
	

	ngKSI
	The same value as the last AUTHENTICATION REQUEST message
	
	

	Spare half octet
	'0000'B
	
	

	EAP message
	EAP-Success
	See Table 4.7.3.2-03
	

	ABBA
	‘0000 0000 0000 0000’B
	
	


	
	

	
	

	
	


NOTE:
The security protection of this message is the same as the previous AUTHENTICATION REQUEST message.

–
Authentication failure

Table 4.7.1-4: AUTHENTICATION FAILURE

	Derivation Path: 24.501 clause 8.2.4

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication failure message identity
	‘0101 1001’B
	
	

	5GMM cause
	Present but contents not checked
	
	

	Authentication failure parameter
	If present: contents not checked
	
	


	
	

	
	

	
	


NOTE:
The security protection of this message is the same as the previous AUTHENTICATION REQUEST message.

<<<< TEXT SKIPPED >>>>

–
Registration accept

Table 4.7.1-7: REGISTRATION ACCEPT

	Derivation Path: 24.501 clause 8.2.7

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Registration accept message identity
	‘0100 0010’B
	
	

	5GS registration result
	
	
	

	  5GS registration result value
	‘001’B
	3GPP access
	

	  SMS allowed
	‘0’B
	SMS over NAS not allowed
	

	5G-GUTI
	See Table 4.4.2-3
	For 5GC NAS test cases see Table 6.3.2.2-1
	

	Equivalent PLMNs
	Not Present
	
	

	TAI list
	
	
	

	  Length of tracking area identity list contents
	'0000 0111'B
	7 octets
	

	  Partial tracking area identity list 1
	
	
	

	    Number of elements
	'0 0000'B
	1 element
	

	    Type of list
	'00'B
	list of TACs belonging to one PLMN, with non-consecutive TAC values
	

	    MCC
	See Table 4.4.2-3
	For 5GC NAS test cases see Table 6.3.2.2-1
	

	    MNC
	See Table 4.4.2-3
	For 5GC NAS test cases see Table 6.3.2.2-1
	

	    TAC 1
	See Table 4.4.2-3
	For 5GC NAS test cases see Table 6.3.2.2-1
	

	Allowed NSSAI
	
	
	

	  S-NSSAI
	
	
	

	    Length of S-NSSAI contents
	‘0000 0001’B
	SST
	

	    SST
	‘0000 0001’B
	SST value 1 (eMBB)
	

	Rejected NSSAI
	Not Present
	
	

	Configured NSSAI
	Not Present
	
	

	5GS network feature support
	‘0000 0001 0000 0000’B
	IMS voice over PS session supported over 3GPP access
	

	PDU session status
	Not Present
	
	INITIAL

	
	FFS
	
	FFS

	PDU session reactivation result
	Not Present
	
	

	PDU session reactivation result error cause
	Not Present
	
	

	LADN information
	Not Present
	
	

	MICO indication
	Not Present
	
	

	Service area list
	Not Present
	
	

	T3512 value
	
	
	INITIAL

	  Timer value
	'0 0000'B
	
	

	  Unit
	'111'B
	value indicates that the timer is deactivated
	

	T3512 value
	Not Present
	
	

	Non-3GPP de-registration timer value
	Not Present
	
	

	T3502 value
	Not Present
	
	

	Emergency number list
	Not Present
	
	

	Extended emergency number list
	Not Present
	
	

	SOR Transparent container
	Not Present
	
	

	EAP message
	Not Present
	
	


	Condition
	Explanation 

	INITIAL
	Initial registration

	
	


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message.

–
Registration complete

Table 4.7.1-8: REGISTRATION COMPLETE

	Derivation Path: 24.501 clause 8.2.8

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Registration complete message identity
	‘0100 0011’B
	
	

	SOR transparent container
	If present: contents not checked
	
	


	
	

	
	

	
	


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message.

–
Registration reject

Table 4.7.1-9: REGISTRATION REJECT

	Derivation Path: 24.501 clause 8.2.9

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Registration reject message identity
	‘0100 0100’B
	
	

	5GMM cause
	Set according to specific message content
	
	

	T3346 value
	Not Present
	
	

	T3502 value
	Not Present
	
	

	EAP message
	Not Present
	
	


	
	

	
	

	
	


NOTE:
The security protection of this message is the same as the previous REGISTRATION REQUEST message.

–
UL NAS transport

Table 4.7.1-10: UL NAS TRANSPORT

	Derivation Path: 24.501 clause 8.2.10

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	UL NAS TRANSPORT message identity
	‘0110 0111’B
	
	

	Payload container type
	Set according to specific message content
	
	

	Payload container type
	‘0001’B
	N1 SM information
	INITIAL_PDU_REQUEST

	Spare half octet
	'0000'B
	
	

	Payload container
	Set according to specific message content
	
	

	Payload container
	PDU SESSION ESTABLISHMENT REQUEST message
	
	INITIAL_PDU_REQUEST

	PDU session ID
	If present: contents not checked
	
	

	PDU session ID
	Same PDU session ID as defined in the PDU SESSION ESTABLISHMENT REQUEST message in the Payload container
	
	INITIAL_PDU_REQUEST

	Old PDU session ID
	If present: contents not checked
	
	

	Request type
	If present: contents not checked
	
	

	Request type
	‘001’B
	initial request
	INITIAL_PDU_REQUEST

	S-NSSAI
	If present: contents not checked
	
	

	DNN
	If present: contents not checked
	
	

	Additional information
	If present: contents not checked
	
	


	Condition
	Explanation 

	INITIAL_PDU_REQUEST
	The UL NAS TRANSPORT message is used to transport a PDU SESSION ESTABLISHMENT REQUEST message to establish a new PDU session.

	
	


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message.

<<<< TEXT SKIPPED >>>>

–
De-registration accept (UE originating de-registration)

Table 4.7.1-13: DEREGISTRATION ACCEPT_1

	Derivation Path: 24.501 clause 8.2.13

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	De-registration accept message identity
	‘0100 0110’B
	
	


	
	

	
	

	
	


NOTE:
This message is sent using the same security protection as in the previous DETACH REQUEST message received from the UE.

–
De-registration request (UE terminated de-registration)

Table 4.7.1-14: DEREGISTRATION REQUEST_2

	Derivation Path: 24.501 clause 8.2.14

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	De-registration request message identity
	‘0100 0111’B
	
	

	De-registration type
	Set according to specific message content
	
	

	Spare half octet
	'0000'B
	
	

	5GMM cause
	Not Present
	
	

	T3346 value
	Not Present
	
	


	
	

	
	

	
	


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message.

–
De-registration accept (UE terminated de-registration)

Table 4.7.1-15: DEREGISTRATION ACCEPT_2

	Derivation Path: 24.501 clause 8.2.15

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	De-registration accept message identity
	‘0100 1000’B
	
	


	
	

	
	

	
	


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message.

<<<< TEXT SKIPPED >>>>

–
Service accept

Table 4.7.1-17: SERVICE ACCEPT

	Derivation Path: 24.501 clause 8.2.17

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Service accept message identity
	‘0100 1110’B
	
	

	PDU session status
	Not Present
	
	

	PDU session reactivation result
	Not Present
	
	

	PDU session reactivation result error cause
	Not Present
	
	

	EAP message
	Not Present
	
	


	
	

	
	

	
	


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message.

–
Service reject

Table 4.7.1-18: SERVICE REJECT

	Derivation Path: 24.501 clause 8.2.18

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Service reject message identity
	’0100 1101’B
	
	

	5GMM cause
	The value is set according to specific message content
	
	

	PDU session status
	Not Present
	
	

	T3346 value
	Not Present
	
	

	EAP message
	Not Present
	
	


	
	

	
	

	
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED 5GS NAS MESSAGE message after NAS security mode control procedure has been successfully completed

–
Configuration update command

Table 4.7.1-19: CONFIGURATION UPDATE COMMAND

	Derivation Path: 24.501 clause 8.2.19

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Configuration update command message identity
	‘0101 0100’B
	
	

	Configuration update indication
	Not Present
	
	

	5G-GUTI
	Not Present
	
	

	TAI list
	Not Present
	
	

	Allowed NSSAI
	Not Present
	
	

	Service area list
	Not Present
	
	

	Full name for network
	Not Present
	
	

	Short name for network
	Not Present
	
	

	Local time zone
	Not Present
	
	

	Universal time and local time zone
	Not Present
	
	

	Network daylight saving time
	Not Present
	
	

	LADN information
	Not Present
	
	

	MICO indication
	Not Present
	
	

	Network slicing indication
	Not Present
	
	

	Configured NSSAI
	Not Present
	
	

	Rejected NSSAI
	Not Present
	
	

	Operator-defined access category definitions
	Not Present
	
	

	SMS indication
	Not Present
	
	


	
	

	
	

	
	


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message.

–
Configuration update complete

Table 4.7.1-20: CONFIGURATION UPDATE COMPLETE

	Derivation Path: 24.501 clause 8.2.20

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Configuration update complete message identity
	‘0101 0101’B
	
	


	
	

	
	


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message.

–
Identity request

Table 4.7.1-21: IDENTITY REQUEST

	Derivation Path: 24.501 clause 8.2.21

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Identity request message identity
	‘0101 1011’B
	
	

	Identity type
	Set according to specific message contents
	
	

	Spare half octet
	'0000'B
	
	


	
	

	
	

	
	


NOTE:
This message is sent without integrity protection before 5GS NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED 5GS NAS MESSAGE message after 5GS NAS security mode control procedure has been successfully completed.

–
Identity response

Table 4.7.1-22: IDENTITY RESPONSE

	Derivation Path: 24.501 clause 8.2.22

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Identity response message identity
	0101 1100’B
	
	

	Mobile identity
	Present but contents not checked
	
	


	
	

	
	

	
	


NOTE:
This message is sent without integrity protection before 5GS NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED 5GS NAS MESSAGE message after 5GS NAS security mode control procedure has been successfully completed.

–
Notification

Table 4.7.1-23: NOTIFICATION

	Derivation Path: 24.501 clause 8.2.23

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Notification message identity
	‘0110 0101’B
	
	

	Access type
	‘01’B
	3GPP access
	

	Spare half octet
	'0000'B
	
	


	
	

	
	

	
	


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message.

–
Notification response

Table 4.7.1-24: NOTIFICATION RESPONSE

	Derivation Path: 24.501 clause 8.2.24

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Notification response message identity
	‘0110 0110’B
	
	

	PDU session status
	If present: contents not checked
	
	


	
	

	
	

	
	


NOTE:
This message is always sent within SECURITY PROTECTED 5GS NAS MESSAGE message.

<<<< TEXT SKIPPED >>>>
–
Security mode reject

Table 4.7.1-27: SECURITY MODE REJECT

	Derivation Path: 24.501 clause 8.2.27

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Security mode reject message identity
	‘0101 1111’B
	
	

	5GMM cause
	The value is set according to specific message content
	
	


	
	

	
	

	
	


NOTE:
This message is sent without integrity protection before 5GS NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED 5GS NAS MESSAGE message after 5GS NAS security mode control procedure has been successfully completed.
<<<< TEXT SKIPPED >>>>
