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4.5	Generic procedures
[bookmark: _Toc4403038]4.5.1	General
The generic procedures are used by test cases to get UE under test into SWITCHED_OFF, RRC_IDLE/Ipsec SA not established, RRC_INACTIVE or RRC_CONNECTED/Ipsec SA established state.
A test case controls the SS by specifying the required RRC state and a set of generic procedure parameters applicable for the intended testing.
The connectivity EN-DC is MR-DC via E-UTRA-NR Dual Connectivity. This is a UE connected to the EPC. The connectivity E-UTRA, NR, NGEN-DC, NE-DC are all a UE connected to the 5GC.
MULTI_PDN configuration is defined in TS 36.508 [2], clause 4.5.2.
Table 4.5.1-1: Generic procedure parameters
	Parameter
	Values
	Description
	Parameter condition


	Connectivity
	E-UTRA
	NG-RAN E-UTRA Radio Access
	Mandatory

	
	NR
	NG-RAN NR Radio Access
	

	
	EN-DC
	E-UTRA-NR Dual Connectivity
	

	
	NGEN-DC
	NG-RAN E-UTRA-NR Dual Connectivity
	

	
	NE-DC
	NR-E-UTRA Dual Connectivity
	

	
	WLAN
	Un trusted non 3GPP access over WLAN
	

	Bearers
	MCG(s) and SCG
	MCG and SCG
	Mandatory when Connectivity is set to EN-DC, NGEN-DC or NE-DC and when the generic procedures are used by test cases to get UE under test into RRC_CONNECTED state.s=1 if MULTI_PDN= FALSE and s=2 if MULTI_PDN=TRUE.

Optional otherwise.

	
	MCG(s) and split
	MCG and split
	

	
	MCG(s) only
	MCG only
	

	Test Mode
	On
	UE test mode active as specified in TS 38.509 [11], clause5.2.2.
	Optional

	Test Loop Function
	On
	UE test mode active with one of the UE test loop modes activated as specified in TS 38.509 [11], clauses 5.2.2 and 5.3.2.
	Optional

	[bookmark: _Hlk526862996]Connected without release
	On
	Enter RRC_Connected/ Ipsec_SA_Established without any release.
	Optional



[bookmark: _Hlk510266031]Editor’s Note: The following values are not available to use in the current version of this specification because details are still FFS: Connectivity (E-UTRA, NR, NGEN-DC, NE-DC).
[bookmark: _Toc4403039]4.5.2	RRC_IDLE
[bookmark: _Toc4403040]4.5.2.1	Initiation
The SS shall:
[bookmark: _Hlk495321800]1>	if connectivity is EN-DC
2>	use 1 E-UTRA cell and 1 NR cell, default parameters;
2>	if connected without release is not present:
3>	perform according to the table 4.5.2.2-1: E-UTRA RRC_IDLE;
1>	if connectivity is NR
2>	use 1 NR cell, default parameters;
2>	perform according to the table 4.5.2.2-2: NR RRC_IDLE;
1>	if connectivity is WLAN
2>	use 1 WLAN cell, default parameters;
2>	if connected without release is not present:
3>	perform according to the table 4.5.2.2-3: WLAN Ipsec_SA_Released;
2>	else:
3>	Not Defined
[bookmark: _Toc4403041]4.5.2.2	Procedures
[bookmark: _Hlk495653092]Table 4.5.2.2-1: E-UTRA RRC_IDLE
	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1-9a2
	Same as TS 36.508 [2] table 4.5.2.3-1, steps 1-9a2.
	-
	-

	-
	EXCEPTION: Steps 10a1 to 10b8 describe behaviour which depends on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-

	10a1-10a10
	IF Test Mode = On OR Test Loop Function = On THEN steps 10-19 as defined in TS 36.508 [2] table 4.5.2A.3-1, are performed.
The ACTIVATE TEST MODE is using the associated condition for the test loop.
	-
	-

	10b1-10b8
	ELSE steps 10-17 as defined in TS 36.508 [2], table 4.5.2.3-1 are performed.
	-
	-



Table 4.5.2.2-2: NR RRC_IDLE
	St
	Procedure
	Message Sequence

	
	
	U – S
	Message

	1
	
	<--
	NR RRC: SYSTEM INFORMATION (BCCH)

	2
	The UE transmits an RRCSetupRequest message.
	-->
	NR RRC: RRCSetupRequest

	3
	The SS transmits an RRCSetup message.
	<--
	NR RRC: RRCSetup

	4
	The UE transmits an RRCConnectionSetupComplete message and a REGISTRATION REQUEST message.
	-->
	NR RRC: RRCSetupComplete
5GMM: REGISTRATION REQUEST

	5
	The SS transmits a DLInformationTransfer message and an AUTHENTICATION REQUEST message.
	<--
	NR RRC: DLInformationTransfer
5GMM: AUTHENTICATION REQUEST

	6
	The UE transmits an ULInformationTransfer message and an AUTHENTICATION RESPONSE message.
	-->
	NR RRC: ULInformationTransfer
5GMM: AUTHENTICATION RESPONSE

	7
	Void
	-
	-

	8
	The SS transmits a DLInformationTransfer message and a SECURITY MODE COMMAND message.
	<--
	NR RRC: DLInformationTransfer
5GMM: SECURITY MODE COMMAND

	9
	The UE transmits an ULInformationTransfer message and a SECURITY MODE COMPLETE message.
	-->
	NR RRC: ULInformationTransfer
5GMM: SECURITY MODE COMPLETE

	-
	EXCEPTION: Steps 9a1 to 9a2 describe the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value
	-
	-

	9a1
	IF Test Mode = On OR Test Loop Function = On, the SS transmits an ACTIVATE TEST MODE message to activate UE radio bearer test mode procedure. The ACTIVATE TEST MODE message is using the associated condition for the test loop.
	<--
	RRC: DLInformationTransfer
TC: ACTIVATE TEST MODE

	9a2
	The UE transmits an ACTIVATE TEST MODE COMPLETE message.
	-->
	RRC: ULInformationTransfer
TC: ACTIVATE TEST MODE COMPLETE

	10
	The SS transmits a SecurityModeCommand message.
	<--
	NR RRC: SecurityModeCommand

	11
	The UE transmits a SecurityModeComplete message.
	-->
	NR RRC: SecurityModeComplete

	12
	The SS transmits a UECapabilityEnquiry message.
	<--
	NR RRC: UECapabilityEnquiry

	13
	The UE transmits a UECapabilityInformation message.
	-->
	NR RRC: UECapabilityInformation

	14
	The SS transmits a DLInformationTransfer message and a REGISTRATION ACCEPT message.
	<--
	NR RRC: DLInformationTransfer
5GMM: REGISTRATION ACCEPT

	15
	The UE transmits an ULInformationTransfer message and a REGISTRATION COMPLETE message.
	-->
	NR RRC: ULInformationTransfer
5GMM: REGISTRATION COMPLETE

	16
	Void
	-
	-

	17
	Void
	-
	-

	18
	Void
	-
	-

	-
	EXCEPTION: Step 19a1 describes behaviour depending UE implementation; the "lower case letter" identifies a step sequence that take place if the UE performs a specific action.
	-
	-

	19a1
	IF pc_noOf_PDUs > 0 THEN the generic procedure for UE-requested PDU session establishment, specified in subclause 4.5A.2, takes place performing establishment of UE-requested PDU session(s) with ExpectedNumberOfNewPDUSessions = pc_noOf_PDUs.
	-
	-

	-
	EXCEPTION: Step 20a1 depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	
	

	20a1
	IF connected without release is not present THEN, the SS transmits an RRCRelease message.
	<--
	NR RRC: RRCRelease



Table 4.5.2.2-3: WLAN Ipsec_SA_Released
	St
	Procedure
	Message Sequence

	
	
	U – S
	Message

	1
	The UE associates with the WLAN AP and obtains the local IP address
	-
	-

	2
	The UE performs a dynamic selection of N3IWF using DNS query
	-
	-

	-
	Exception: The UE establishes  an IPsec tunnel in parallel to 5GC registration steps 3 to 7 as per  the IKEv2 protocol as defined in 3GPP TS 23.502 [xx] clause 4.12.2.2 figure 4.12.2.2-1.
	-
	-

	3
	The UE transmits an REGISTRATION REQUEST message.
	-->
	5GMM: REGISTRATION REQUEST

	4
	The SS transmits an AUTHENTICATION REQUEST message including EAP-Request/AKA'-Challenge or 5G AKA Challenge.
	<--
	5GMM: AUTHENTICATION REQUEST

	5
	The UE transmits an AUTHENTICATION RESPONSE message including EAP-Response/AKA'-Challenge or 5G AKA Response.
	-->
	5GMM: AUTHENTICATION RESPONSE

	6
	The SS transmits a SECURITY MODE COMMAND message including EAP-Success if EAP-AKA' used..
	<--
	5GMM: SECURITY MODE COMMAND

	7
	The UE transmits a SECURITY MODE COMPLETE message.
	-->
	5GMM: SECURITY MODE COMPLETE

	8
	The SS transmits a REGISTRATION ACCEPT message.
	<--
	5GMM: REGISTRATION ACCEPT

	9
	The UE transmits a REGISTRATION COMPLETE message.
	-->
	5GMM: REGISTRATION COMPLETE

	10
	The generic procedure for UE-requested PDU session establishment, specified in subclause 4.5A.2A, takes place performing establishment of UE-requested PDU session.
	-
	-

	-
	EXCEPTION: Step 11 depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	
	

	11a1
	IF connected without release is not present THEN The the generic procedure for SS-requested IPsec Secure tunnel disconnection, specified in subclause 4.5A.3, takes place performing disconnection of security association.
	-
	-

	Note: The current procedure assumes UE establishes a single PDU session over Non 3GPP Access



[bookmark: _Toc4403042]4.5.2.3	Specific message contents
All specific message contents shall be according clause 4.6 and 4.7 and TS 36.508 [2] clause 4.6 and 4.7.

