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Discussion and Decision
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Introduction
RAN2 agreed to limit the maximum data rate per UE for integrity protection of DRBs as UE capability signalled with NAS security capability, and sent LS to SA3/CT1/RAN3 for confirm [1]. There are RAN3 impacts as gNB needs to ensure that data rate for integrity protection does not exceed this capability. For this LS, we provide our views on how to proceed.
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Discussion

1. Overall Description:

RAN2 had previously agreed that the maximum supported data rate per UE for integrity protection for the DRBs will be signalled as a UE capability. This capability defines the upper bound of the aggregated data rate of user plane integrity protected data in either UL or DL DRBs. RAN2 has agreed to signal two values so far: 64Kb/s and the “full data rate” of the UE; additional values are expected to be agreed later.
RAN2 further agreed that this should be signalled using NAS signalling along with the UE NAS security capability. This is to integrity protect this capability, and is also because RAN2 understand that the Core Network requires this information to enable DRB Integrity protection for the UE.
gNB also needs this UE capability info to ensure the actual data rate subject to Integrity protection does not exceed the UE capability. Hence this capability should also be transferred from the AMF to the gNB over NGAP.
RAN2 would like to check with SA3/CT1/RAN3 if there is any concern to introduce this signalling in NAS and NGAP specifications.

2. Actions: To SA3, CT1, RAN3 group

RAN2 respectfully requests SA3/CT1/RAN3 if there is any concern with the RAN2 agreements and to capture the necessary signalling their specifications.

Observation 1: RAN2 wants this new max DRB-IP data rate UE capability to be signalled as part of UE NAS security capability. However, this first needs to be confirmed by SA3/CT1.

If confirmed, then this new capability will be part of the UE 5G security capability according to the terminology in TS 33.501 [2] and signaled to gNB. There is no controversial for AMF to provide this new capability to gNB because gNB needs security capability information for AS ciphering and integrity protection.
However, the corresponding IE in NGAP [3] has not been defined yet – only place holder as UE Security Capabilities IE in some relevant messages, pending SA3 progress. XnAP [4] is also impacted as this IE is carried by HO Request and S-NODE Addition/Modification Request, but the situation is same as NGAP (i.e. no IE definition; pending SA3 progress).
Even ciphering/integrity algorithms supported by UE are not defined in NG/Xn-AP yet, which are normally carried within this UE Security Capabilities IE.

Observation 2: No controversial to address RAN3 impacts, but currently in NG/Xn-AP, the UE Security Capabilities IE (related to UE NAS security capability) is not defined – only place holder in relevant messages.
Therefore, the follow-up TP for RAN3 requires providing some form of a definition of this UE Security Capabilities IE as in the below example tabular, but since this is not confirmed by SA3/CT1 yet, there is still chance to be reverted later (if part of NAS security capability is not confirmed, then it may need to be carried outside of this IE). 

9.3.1.XX
UE Security Capabilities
The UE Security Capabilities IE defines the maximum supported data rate for integrity protection of DRBs in the UE.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	>Max Integrity Protected Data Rate
	M
	
	ENUMERATED (64kbps, full data rate)
	Defines the upper bound of the aggregated data rate of user plane integrity protected data in either UL or DL DRBs.

Value 64kbps means that the aggregated data rate of user plane integrity protected data in either UL or DL cannot exceed 64kbps and so on.

Value full data rate corresponds to the maximum supported bit rate of the UE.


Observation 3: Providing some form of a definition of this UE Security Capabilities IE is inevitable to address this LS, but since this is not confirmed by SA3/CT1 yet, there is still chance to be reverted later. 
Based on the above observations, it looks better to take care once confirmed by SA3/CT1. Moreover, we still have time (until September 2018) as this new capability is for standalone.
Proposal 1: Note this RAN2 LS for now and address RAN3 impacts once SA3/CT1 confirms.
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Conclusions and proposals

Observation 1: RAN2 wants this new max DRB-IP data rate UE capability to be signalled as part of UE NAS security capability. However, this first needs to be confirmed by SA3/CT1.
Observation 2: No controversial to address RAN3 impacts, but currently in NG/Xn-AP, the UE Security Capabilities IE (related to UE NAS security capability) is not defined – only place holder in relevant messages.
Observation 3: Providing some form of a definition of this UE Security Capabilities IE is inevitable to address this LS, but since this is not confirmed by SA3/CT1 yet, there is still chance to be reverted later. 
Based on the discussion in the present contribution and the observations above we propose: 

Proposal 1: Note this RAN2 LS for now and address RAN3 impacts once SA3/CT1 confirms.
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