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1   Introduction 
At the SI phase of the further H(e)NB mobility enhancements, it has been agreed at RAN3#76 [1] that both Solution 1b and Solution 1d [2] are feasible for MV during X2 based handover to hybrid cell.
Compared to Solution 1b, Solution 1d gives a better X2 handover performance, since no interaction with MME is needed during handover preparation procedure. However, Solution 1d may face the challenge of malicious UE who pretends to be CSG member of the target hybrid HeNB.
In this contribution, as for WI phase, we give further analysis on the details of Solution 1d for stage-2 and stage-3 specification.
2   Discussion
If a malicious UE has been detected by MV procedure, there are two optional reactions:
· Policy.1: Degrade the UE as non-CSG member;
· Policy.2: Reject the UE.
Although it is the target HeNB to execute such disposal policies, as per prior discussions, it is still not clear which node, i.e. target HeNB or target MME, is responsible to trigger the applied policy. In the sequel, we will analyze the details of how these policies can be properly applied.
2.1   Policy.1: Degrade the UE as non-CSG member
As mentioned in TS 23.401[3], for mobility management and session management with QoS modification, only HSS, P-GW or PCRF can assign or modify the QoS parameters of EPS bearer service. Instead, MME shall only transparently deliver the QoS parameters to E-UTRAN. Therefore, neither MME nor HeNB has the right to modify the QoS parameters of E-RAB.

Nevertheless, from the perspective of admission control and packet scheduling in HeNB, according to TS 36.300[4], the hybrid HeNB is allowed to: 
-
…may distinguish between a CSG member and non-member when determining whether to handover a UE, which GBR bearers to admit and which GBR bearers to deactivate;

-
…may distinguish between a CSG member and non-member for handover and packet scheduling on Uu interface (including reduced QoS) of non-GBR bearers.
According to the overall QoS mechanism [4], eNB would permanently allocate dedicated network resources related to a GBR bearer, e.g. by an admission control function in the eNB, at bearer establishment/modification. But for malicious UE, in the context of Solution 1d, the HeNB based on its load may initiate E-RAB Release Indication message since the malicious UE has been admitted as CSG member in HO procedure. However, in this case the MME cannot provide any help since it does not know the situation of resource consumption in HeNB. On the other hand, to differentiate non-GBR bearer of non-member UE is an implementation-specific operation. The HeNB can autonomously fulfil the requirement without any intervention from MME.
The above analysis implies that the MME does not need to know the CSG membership status declared by the (malicious) UE, but needs to inform the target HeNB about the UE’s true CSG membership status.
Observation 1: HeNB may based on its load initiates E-RAB Release Indication message to release the admitted GBR bearer of a malicious UE. 
Observation 2: For non-GBR bearer, HeNB can implement the manner of degraded QoS without any intervention from MME.
Observation 3: For HeNB-based degradation, the MME does not need to know the CSG membership status declared by the (malicious) UE, but needs to inform the target HeNB about the UE’s true CSG membership status.
2.2   Policy.2: Reject the UE
In this case, the operator deploys the policy to reject the malicious UE.
If the MME is responsible to initiate this rejection, the MME should reply with Path Switch Request Failure and send UE Context Release Command to target HeNB immediately. This implies that the MME needs to know the CSG membership status declared by the (malicious) UE, which should provided by target HeNB in Path Switch Request.
On the other hand, if the target HeNB is responsible for initiating this rejection operation, it only needs to be informed by MME whether the UE is a CSG member or not before triggering the UE Context Release Request message to release the malicious UE. Furthermore, since such UE context release scenario emerges as a by-product of introducing inter-CSG X2-based HO to hybrid HeNB, the HeNB should notify MME that the UE is released due to its invalid CSG membership.
Observation 4: For MME-based rejection, the CSG membership status declared by UE needs to be added into the Path Switch Request message. 
Observation 5: For HeNB-based rejection, MME shall provide the UE’s CSG membership status in the Path Switch Request Acknowledge message.

2.3   Stage-3 specification for Solution 1d
As concluded in Table 1, for both policies, the HeNB-based solution is feasible. It implies that Solution 1d can tackle the issue of malicious UE though in a reactive way. Therefore, we propose that Solution 1d including the abovementioned HeNB-based solution should be adopted as MV scheme for Rel-11.
Moreover, for implementing the HeNB-based solution, the MME shall include the CSG membership status IE in the Patch Switch Request Acknowledge message during inter-CSG X2 handover.
Table.1: Comparison between HeNB-based and MME-based solutions.
	
	HeNB
	MME

	Policy.1
	Supported
	Not supported

	Policy.2
	Supported
	Supported


Proposal 1: The Solution 1d should be adopted as MV scheme for Rel-11.

Proposal 2: During the inter-CSG X2 handover, the MME includes the CSG membership status IE in the Patch Switch Request Acknowledge message.
Furthermore, as mentioned above, given the Policy.2 is employed in HeNB, the HeNB shall indicate MME when releasing the malicious UE. Obviously, a cause value IE can meet such requirement. However, although a CSG-relevant cause value “CSG Subscription Expiry” has been defined and used in eNB-initiated UE context release procedure, it is not suitable since according to [5] and [6], such release operation is actually triggered by MME by sending UE Context Modification message to HeNB. It implies that reusing the “CSG Subscription Expiry” for releasing malicious UE in hybrid HeNB would confuse the MME. Therefore, a new cause value is necessary for the MME to aware the malicious UE and trigger subsequent procedures.
Proposal 3: It is necessary to introduce a new cause value in UE Context Release Request message.

3   Conclusion and Proposals
In this contribution we analyze the membership verification about X2-based handover to hybrid cell and come to following conclusions:
Proposal 1: The Solution 1d should be adopted as MV scheme for Rel-11.

Proposal 2: During the inter-CSG X2 handover, the MME includes the CSG membership status IE in the Patch Switch Request Acknowledge message.
Proposal 3: It is necessary to introduce a new cause value in UE Context Release Request message.
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