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1. Overall Description:

During the S2#56b Rel-8 Adhoc, a joint meeting with RAN2 and RAN3 was held on SAE/LTE architectural issues. A set of architecture decisions were agreed altogether as a package and the agreed decisions are documented in the attached document (S2-071024). As a part of this agreement it was decided to locate PDCP, which includes user plane ciphering functions, in the eNode B. During the joint session several companies expressed their concerns on security aspects of this decision and urged  SA3 to develop solutions for the new security threats introduced by this decision, with the objective of delivering an overall security level better than, or equal to, that of the existing 3GPP system..
2. Actions:

To SA3
Action: SA2 kindly requests SA3 to take the decision on location of PDCP and user plane ciphering functions in eNode B into account and to develop cost effective security features and/or specifications to mitigate the threats that SA 3 identify with the objective of achieving a security level as good as the current UMTS systems.
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