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1. Overall Description:

This LS is for action; RAN kindly requests answers to the questions in section 2. This LS is continuing the discussion that was started in LS from RAN3 to SA3 in S3-060422. RAN3 received the reply in S3-060568 some time ago, but the answer to Question 4 was incomplete, pending for further conclusions in SA3:
“…There was a proposal on a countermeasure in SA3, but SA3 needs to study the use and effectiveness of this proposal. In addition, the validity of the threat related to this proposal needs further analysis.”
RAN3 is again discussing intra-LTE Handover methods to finalise the intra-LTE mobility principles. The specific issue motivating this LS is the method of sending a message, which triggers a switch of the downlink data path.

The intra-LTE procedure consists of two main steps:

1. execution of the Radio Network part of the handover

2. One or two messages to MME and/or UPE to update the downlink path from EPC to target eNB and update the EPC with current UE location 

Three proposed alternatives exist regarding the messages in step 2:

a. The target eNB sends a “Handover Confirm” message to the MME, which orders the UPE to change the DL path to the TEID(s) of the target eNB. (The message also updates MME about the UE location for other purposes)

b. The target eNB sends one “Path Update Request”-message to the UPE in the eNB-UPE user plane interface (sent to one or all of the uplink TEID(s). The message contains e.g., the corresponding bearer DL TEID(s) ), which orders the UPE to switch the downlink data streams to the target eNB. In addition the target eNB sends a “Handover Confirm” message to the MME in the eNodeB-MME control plane interface. This latter message is used for updating the MME on UE location. 
c. The new proposal that was introduced in this RAN3 meeting is similar to alternative b, except that the eNB only informs the UPE about the new UE location and the UPE will inform the MME. This requires, as a minimum, that the “Path Switch”-message includes a reference to the selected MME in the MME-pool, so that the UPE can forward the UE location to the correct MME.

RAN3 assumes the architecture shown in Figure 1 is valid:
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Figure 1
SAE/LTE architecture
SA2 has asked RAN3 to define all S1 procedures in such a way that separation of MME and UPE nodes is allowed. .

2. Actions:

To SA3..

ACTION: 
RAN3 kindly asks SA3 to answer the following three questions:
1. Does SA3 identify security threats concerning the path switch message in the alternatives a-c, for which protection mechanisms (beyond what is shown in figure 2) must be provided?

2. If the answer to question 1 is affirmative, are protection mechanisms within the 3GPP domain needed? (Non-3GPP mechanisms can e.g. be Network Domain Security).

3. If the answer to question 2 is affirmative, RAN3 would like to know any requirements on the RAN3 work.

A response is requested to the next TSG-RAN3 meeting. An answer prior to the meeting to facilitate progress would be appreciated.

3. Date of Next TSG-RAN3 Meetings:

RAN3 #55
12-16 February 2007
Tbd, US

RAN3#55-bis
27 - 30 Mar 2007     
tbd, tbd   
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”Dynamically” established per UE and bearer. 


Identified by TEID.


Uses GTP-U, with addition of “Path Switch” command as part of Path Management functionality of the interface.








