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Introduction

New Rel-7 Study Item Future FDD HSPA Evolution has been started in TSG-RAN. RAN WG3 has sent a LS (R3-061429) to SA3 about an option of a combined NodeB and Radio Network Controller (RNC) security for HSPA evolution. This contribution shows how acceptable security can be reached for this option.
Discussion

Backward compatibility enables operators to use existing terminals, existing Core technology, and removes coupling to LTE/SAE work from Future FDD HSPA Evolution work. These requirements can be satisfied only with existing RAN- Core functional split, i.e., when radio interface ciphering is located in RAN. It is important to understand the main requirement of compatibility when replacing a single part within an existing system. For a completely new system like LTE/SAE, a completely new security architecture can be set up. This is not the case for HSPA Evolution. Therefore, this contribution focuses purely on 3GPP Rel-7 Future FDD HSPA Evolution. Any other security concerns are outside of its scope, and its findings are not necessarily applicable to other 3GPP systems without case by case analysis of the specific threats the other systems can be exposed to. 
In the architecture option for HSPA evolution where some or all RNC functionality is combined with NodeB, the RNC ciphering is moved to the NodeB. This leads to a situation, where the user plane and NAS signalling is not protected by the radio interface ciphering in the RAN transport network above the combined NodeB. The radio interface ciphering (UE-NodeB) uses 3GPP Rel-5 or higher based security algorithms.
A security concept for this scenario can be based on two chained security associations:

1. protection over the radio link, terminating in the UE and the NodeB

2. protection over the backhaul link, terminating in the NodeB and other NE (GGSN/SGSN/NodeBs)
As previously discussed in SA3 there are two threats in this scenario: 
· attacks to the backhaul;

· and attacks to the NodeB itself. 
Attacks to the backhaul are addressed by the second SA, and attacks to the NodeB must be addressed in the NodeB by the following measures:

It is possible to implement termination of radio and IPSec ciphering inside a single protected domain (e.g. inside a single processor) so that the unprotected data is not handled outside the domain, for example, in a memory chip which  is not a part of the security domain (see Figure 1). It also means that the security context, including all the necessary keys, has to be stored and must be managed inside the secure domain to prevent an attacker from gaining access to the security context. The security context at the combined NodeB/RNC has to be protected by combination of physical and platform security. Such security includes, but is not limited to: tamper resistant enclosures, tamper alarms, secure storage and secure processing (i.e., ciphering/de-ciphering of the UP and/or inter-node traffic) of the security contexts.
Of course, activation of security on both security associations is optional for the operator. For example, if the Node B is in a trusted location and the backhaul link is already adequately protected without additional ciphering, there might be no need for a security association that protects the backhaul.
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The operators can have different kind of transport networks where a solution without encryption is not acceptable for all the cases (like for wireless links). NodeBs can, for example, utilize IPSec and/or NDS to protect their links with other network elements (GGSN/SGSN/NodeBs) for protecting the control, management, and user planes when needed (i.e., when physical security is not adequate). It is good to note that the transport security solution can be made more secure compared to the air interface security (e.g., with longer keys). 
Keys are securely transferred to the combined NodeB/RNC based on a security association between combined NodeB/RNC and the core network. To bootstrap this security association, it is possible to utilize longer term keys inside the combined NodeB/RNC security domain.

Conclusions and proposal

The collapsed NodeB based HSPA UTRAN architecture with combined NodeB and RNC can be made secure by following specific requirements regarding the implementation of the security functionality in the NodeB.  SA3 can define these requirements and communicate them to RAN/SA.
Security functions of the RNC can be located in the HSPA NodeB if adequate security measures are implemented. These measures include physical security or platform security or a combination of both. Platform security includes secure storage/management of security context, and deciphering/ciphering executed inside secure domain. The exact details regarding the feasibility and cost effectiveness of these measures are for further study.
We kindly ask SA3 to communicate this message to RAN WG3 in the reply to their LS on the security in the optional “collapsed” HSPA architecture.
�


Figure � SEQ Figure \* ARABIC �1� HSPA combined NodeB and RNC security architecture example








3GPP


