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1 Introduction
This contribution is discussing potential UE and Network Identities in SAE / LTE. More detailed proposals are made on how the identities are allocated and used. This contribution is submitted to RAN3 for discussion regarding the S1/X2 and MME addressing.
2 Discussions

2.1 General Assumptions
The following targets are considered with regards to how the identities should be defined:
1. Limiting usage of permanent UE Identities over radio and in eNode B
For end-user privacy reasons it is beneficial to avoid using the permanent UE identities (e.g. SIM / Subscriber identity, User Equipment identity) over the radio to as large extent as possible. Today’s system solves this by allocating temporal identities (e.g. P-TMSI) which are valid as soon as the UE registers to the system. The P-TMSI can together with unused authentication vectors also be stored for detached UEs in order to avoid using the IMSI when the UE returns to the network. Similar mechanism is needed also in LTE.

Further more it would be beneficial to avoid using the permanent UE identities also at the in the RAN (i.e. the eNode B site). This is slightly different from today’s UTRAN where the RNC stores IMSI which are for instance used for paging coordination, however since it is expected that the eNode B sites and the last mile transport network is more vulnerably to an attack than an RNC site it would be beneficial to change this assumption in LTE. Since LTE is PS only there wouldn’t also be any need to perform paging co-ordination between CS and PS. 

In some special case e.g. when the UE has not been assigned a P-TMSI, or during node re-start (i.e. when IMSI paging is required), it would still be needed to use permanent UE identities in the RAN and , however this would be only in rare cases which is assumed acceptable.

2. Support 2G/3G/LTE mobility (in Idle, Active mode)
In order to support good inter-working with existing 2G and 3G networks and support features like inter-RAT handover in LTE_ACTIVE and limiting Idle mode signaling in LTE_IDLE it is necessary that an identity allocated in one access is valid also in another access. 
Example: If a UE in UTRAN is assigned a P-TMSI and Routing Area Id it should be possible to by using these identities in SAE / LTE to find the UE context in the source CN. It would also be beneficial if the concept makes it possible to deploy combined CN nodes supporting multiple accesses, so it is important that the eNode B can determine which SAE / LTE node should serve a UE that has previously been active in UTRAN.
This requires alignment between the temporary identity concept and tracking area identity concept of SAE / LTE with the P-TMSI and Routing Area Identity of UTRAN/GERAN. 

3. Hiding Network Topology (e.g. nodes, sites) from the UEs and the radio interface

For business and other reasons it may also be beneficial if the identities used over the radio interface and in the terminal cannot be used to determine how many higher layer nodes or sites the operator has deployed etc. An easy way to achieve this is to the hide the node identities into larger UE identities making it difficult to know which part of the UE identity is the node address and which part is identifying the UE context in the node. This has another benefit that is makes it possible to efficiently use the number of bits in the UE identity compared to separate identities for the node and the UE context. These principles are used for UE identities like P-TMSI and U-RNTI today, and can most likely be followed also in SAE / LTE.
2.2 S1 / X2 Addressing

It is proposed to adopt a UE context addressing scheme over S1 and X2 where the UE context is identified by a node specific UE context address. This means that during S1 and X2 signaling the corresponding nodes will use different S1 / X2 identities in the different directions. 

The advantage with this approach is that each corresponding node can have their own internal addressing scheme. The S1 / X2 identity is unique per corresponding node. 

During handover the target eNode B will use the MME specific UE context identity when it wants to tell the core network node to update the user plane tunnels for a specific UE.
2.3 MME addressing over S1
It is proposed to adopt a MME addressing scheme over S1 which is similar to the existing Iu addressing scheme i.e. where parts of the P-TMSI (i.e. NRI) is used to find the correct MME storing the UE context. The UE will provide the P-TMSI in the initial RRC message when entering a new cell or returning from Idle. The MME identity is unique within an MME pool. 
Note: In the CN the Routing Area Identity is also needed to find the MME which the UE belongs to.
3 Proposal
The table below proposes some SAE / LTE identities taken the assumption in section 2 into account. It is proposed to add relevant parts of the tables to RAN3 the Technical Report. 
	UE Identities

	Name
	Allocated by
	Purpose
	Scope
	Used by
	Size
	Comment

	IMSI 
	N/A
	Identity of the Subscriber (e.g.  SIM)
	Globally unique
	UE, Evolved Packet Core and NAS/RRC layer (during initial attach). 
	64 bits
	For security reasons the IMSI should not be used/stored in the LTE RAN (except in some rare cases)

	IMEI
	N/A
	Identity of the end user equipment
	Global unique
	UE, Evolved Packet Core and NAS/RRC layer.
	56 bits
	For security reasons the IMEI should not be used/stored in the LTE RAN (except in some rare cases)

	P-TMSI 
	MME
	Temporary UE identity used as an alternative to IMSI
	Unique within a tracking area and MME pool  
	UE, Evolved Packet Core, NAS layer and LTE RAN (for contention resolution and routing of initial NAS messages)
	32 bits
	Part of the P-TMSI is (as today in the RNC) used to identify the MME within a pool of MMEs (NRI concept)

	C-RNTI
	eNode B
	Temporary UE identity used over the radio interface for all UEs in LTE_ACTIVE 
	Unique within a Cell
	UE, LTE RAN
	16 bits
	


	Network Identities

	Name
	Allocated by
	Purpose
	Scope
	Used by
	Size
	Comment

	Tracking Area Identity
	N/A
	Network Identity used to identify tracking areas and can also be used to identify a pool of MMEs / SGSNs.
	Unique within a PLMN
	Evolved Packet Core, UE. The tracking area identity is also broadcasted transparently in the LTE RAN.
	48 bits (include PLMN id)
	Similar to existing Routing Area Identity. 

	MME Identity
	N/A
	Network Identity used to identify MME 
	Unique within a PLMN
	Evolved Packet Core, LTE RAN, UE (indirectly via P-TMSI and Tracking Area Identity)
	TBD
	In the CN MME/SGSN can (as today) use the old Tracking Area Identity (pool identity) + Parts of the P-TMSI (NRI) to determine which MME/SGSN the UE context is stored in. 

In the LTE RAN the eNode B can (as in the RNC today) use part of the P-TMSI (NRI) to determine which MME in the MME pool that serves a given UE 

	eNode B Identity
	N/A
	Network Identity used to identify the eNode B
	Unique within a PLMN
	Evolved Packet Core, LTE RAN
	TBD
	

	eNode B Specific S1/X2 UE Context Identity
	eNode B
	Temporary identity used to identify an S1/X2 signaling connection and UE context for terminals in LTE_ACTIVE.
	Unique within a eNode B
	Evolved Packet Core, LTE RAN
	TBD
	It is used for signaling over S1/X2 to identify the UE context in the eNode B.



	MME Specific S1 UE Context Identity
	MME
	Temporary identity used to identify an S1 signaling connection and UE context for terminals in LTE_ACTIVE.
	Unique within a MME 
	Evolved Packet Core, LTE RAN
	TBD
	It is used for signaling over S1 to identify the UE context in the MME.



	Short Broadcasted Cell Identity
	N/A
	Identity broadcasted in a cell (sector)
	Unique within the local radio environment
	UE, LTE RAN
	TBD
	Used for cell measurement etc. Details are FFS.

	UPE identity
	N/A
	Network Identity used to identify the UPE 
	Unique within a PLMN
	Evolved Packet Core, LTE RAN
	TBD
	FFS if needed or if the UPE IP address is enough.
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