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This document discusses further protocol aspects for communication between the AIoT RAN and the AIoT CN for support of the main Ambient IoT use-cases “inventory” and “command”.
It takes into account both topologies, for direct and indirect communication between NG-RAN and the AIoT device.
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2.1	Elements of communication between an AIoT device and AIoT RAN and AIoT RAN and AIoT CN
Assuming the basic use cases “Inventory” and “Command” the following elements of communication can be defined:
Network Identification
-	necessary for the AIoT device to recognise the network offering AIoT services. May be a PLMN ID/SNPN ID or any other identity
-	used on AIoT radio and XX interface
-	 provided by OAM
Area Identification
-	equivalent to “Cell ID”, necessary for the AIoT device to recognise the part of the network from which it receives AIoT services. Maybe a “reader ID”. (FFS)
-	Is used on the XX interface to identify the area within which an AIoT session needs to be performed and maybe used similar to the User Location Information to store the AIoT device most recent location.
-	provided by OAM
Session ID
-	prevents the AIoT device from answering the same AIoT session multiple times
-	used on the XX interface to allow concurrent AIoT sessions
-	allocated by the AIoT CN
Individual AIoT device ID
-	assuming that a permanent device ID is exposed on AIoT radio, this may be a “concealed ID” or a “temporary ID”
-	used on AIoT radio and XX interface to address UEs at an AIoT session
-	“concealed ID” is part of subscription data, “temporary ID” is allocated by the AIoT CN
Group ID
-	used on AIoT radio and XX interface to address UEs at an AIoT session
-	FFS whether this is part of subscription data or assigned by AIoT CN or application or any combination of these possibilities
Command data UL and DL
-	for communication with individual AIoT devices
-	in DL generated by the application, in UL by the AIoT device
2.2	Dependency of AIoT-RAN/CN communication from assumption on higher layer communication on the AIoT radio
Continuing on RAN3 assumptions, for designing AIoT RAN-CN protocol functions, we have to make certain assumptions on the basic content of the higher layer AIoT radio protocol functions.
A simplified signalling scheme, assuming a basic AIoT RAN triggered AIoT Invoke procedure and an AIoT device triggered Invoke Response messages could look like this:
AIoT Invoke:
-	Network Identification (e.g. PLMN/SNPN ID)
-	Area Identification (e.g. Reader ID, “AIoT cell ID”, ...)
-	Session ID
-	CHOICE purpose
-	registration
-	inventory
-	AIoT device ID (e.g. “all”, “individual AIoT device ID”, “list”, “Group ID”)
-	command
-	AIoT device ID
-	command data DL
AIoT Invoke Response:
-	Individual AIoT device ID
-	CHOICE purpose
-	command
-	command data UL
Along these assumptions, as discussed in other papers (along the proposed LS to SA2/SA3/RAN2 concerning also “NAS security”, see R3-243551), it is assumed, that the following items may be encrypted over AIoT radio, ergo also on the AIoT RAN-CN interface, and hence AIoT RAN cannot process this information other than using it as a reference:
-	Individual AIoT device identity:
-	following the security & privacy requirements, this is most likely a concealed permanent device ID or a temporary ID assigned by AIoT CN, a kind of “AIoT-5G-GUTI”. Whether it is sufficiently secure for AIoT to rely on such “AIoT-5G-GUTI”’s temporary nature will need to be studied by SA3.
-	Group Identity:
-	A group Identity would need to be understood by all members of the group. If the Group Identity is encrypted, this needs to be performed by means of separate security measures, common to all group members. In which way such identity can fulfil security & privacy requirements would need to be studied by SA3.
-	“command” data
-	“command” data, in UL and DL, is expected to receive “full security & privacy treatment”, as specified for non-AIoT UP traffic.
Further, it is assumed, that the following items are either not encrypted over AIoT radio or not sent over AIoT radio, as they need to be processed by the AIoT RAN.:
-	Group Identity
-	see above.
-	Area Information
-	Area information as provided by the AIoT CN is associated to the Common reader function instances that are requested to trigger an AIoT Invoke over AIoT radio. 
-	The reader identity would need to be understood by all AIoT devices and is assumed to be un-encrypted
-	Area Information necessary for the AIoT RAN to determine the affected Common reader function instances is not sent over AIoT radio.
-	Session ID
-	needs to be understood by all AIoT devices targeted by the session. AIoT devices that have already answered to the AIoT Invoke instance, would refrain from answering again. It is assumed that the Session ID needs to be unique among all potentially concurrent AIoT Invoke instances.
-	parts of the Individual AIoT device identity
-	assuming a temporary ID being assigned by the AIoT CN, this may be used for routing purposes similar to AMF related identifiers within the 5G-GUTI, and hence need to be used unciphered.
2.3	Inventory – Inquiry of the presence of AIoT devices in a certain area
The basic nature of this function is a one-to-many communication: One entity, the AIoT CN (e.g. on behalf of a 3rd party request) triggers AIoT RAN to inquire the presence of one or multiple AIoT devices, requiring those devices to respond to the request, confirming their presence within the area indicated by the AIoT CN.
The trigger from 5GC would need to be able to apply certain filter criteria for the inquiry. A possible list of filter criteria is as follows:
-	AIoT device identification, either an explicit device list or a group identifier (depending on AIoT device identification used at inventory), which could result in inquiring all or just a single AIoT device present in the respective area.
-	Inventory Area Identification, area in which the presence of all or a subset of AIoT devices indicated in the AIoT device identity list are to be inquired.
-	Inventory Characteristics, indicating whether the inventory is performed only once (on-demand) or periodically (with indication of inventory period).
In order to allow multiple Inventory procedure instances to run in parallel, it is also necessary to denote each of these instances of Inventory procedures uniquely, by means of e.g. a Session ID, a transaction ID or the introduction of AIoT session associated signalling connections:
-	AIoT session Identification, which identifies one instance of Inventory procedure between an NG-RAN node and a 5GC node. FFS on details.
The response message from NG-RAN includes the collected response(s) from the AIoT device(s):
-	If the request was categorized along group identifiers of devices or the inventory area, the response should be ordered along these categories.
-	If the inventory characteristic was set to “on demand”, after one or multiple response messages, NG-RAN indicates that the inventory session has ended, which “releases” the session/transaction ID or the “AIoT session associated signalling connection”.
-	If the inventory characteristic was set to “periodic”, this results in periodic responses from NG-RAN and would require the introduction of means to “cancel” the ongoing inventory session, either by the NG-RAN or by the 5GC
To summarize the basic protocol impact for Inventory, if this function would be realised with NGAP or in an “NGAP like design”, this would result in the introduction of the following protocol elements:
-	Definition of an AIoT Session/AIoT transaction/AIoT associated signalling connection
-	A new class 1 procedure to trigger the Inventory procedure, e.g. “AIoT Inventory Control”
-	To support multiple responses, a class 2 procedure, e.g. “AIoT Inventory Report”
-	Support of cancelling “periodic” Inventories a new class 1 procedure, e.g. “AIoT Inventory Cancel”
2.4	Registration – Identification and Authentication of AIoT devices and setup of secure communication
As discussed, we propose to assume the introduction of an “AIoT equivalent” of a device registration with the AIoT enabled 5GS, resulting in the AIoT device performing a registration with the AIoT CN.
While Inventory may cause quite an instant load to the AIoT radio resource, and together with Registration, would require quite some time (and, especially for AIoT devices: energy) for interacting with the AIoT CN, it would make sense to allow an AIoT enabled 5GS to separate Registration and Inventory.
Registration is typically initiated by the mobile device, for sure not by the CN. As low power AIoT devices would need to be triggered and provided with energy by the network, it should be possible to periodically scan each AIoT radio resource for AIoT devices which haven’t registered yet with the AIoT network, either initially, or periodically or due to change of its position. The trigger would be sent periodically by NG-RAN, with the periodicity configured by OAM, with the NG-RAN providing network identification, similar to information provided in SIB1.
Until details are provided by SA3, and assuming that this function is realised with NGAP or in an “NGAP-like design”, further studies should examine the following options:
-	UE associated signalling is adoptable for AIoT devices, including the procedures for Initial UE Message and UL/DL NAS Transport
-	AIoT device associated signalling is introduced with new procedures, e.g. Initial AIoT device Message and AIoT variants of the UL/DL NAS Transport.
2.5	Command
We have already discussed that Inventory and Command are quite similar in nature, while Command could be seen as an “add-on” to Inventory with additional information exchanged, apart from the AIoT device identity itself.
On the other hand side, it is rather doubtful that “inventory characteristics” are applicable to the Command procedure, we expect Command to executed “on demand” only.
We could also discuss whether use cases applicable for Command are, as opposed to Inventory, rather point to requirements for a one-to-one communication.
There is also an issue on whether the location of the AIoT device is known at least on NG-RAN node level, otherwise a Command procedure would need to be sent to multiple AIoT RAN nodes or via multiple Common reader functions within an AIoT RAN node.
For now, we see the following possibilities, again assuming this function to be realised as a (set of) NGAP procedure(s):
1)	aiming to perform Command specific exchange of communication with a single AIoT device. Transaction identification is necessary to allow parallel execution of Commands on the same interface instance.
2)	aiming to perform Command specific exchange of communication with several single AIoT devices, in a similar way as for Inventory. Transaction identification is necessary to allow parallel execution of Commands on the same interface instance.
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We have further investigated into more details about the nature of protocol elements on the RAN-CN interface.
In a first modelling of protocol elements we have assumed information exchange on the RAN-CN interface to be realised with NGAP.
Proposal 1: 	It is proposed to capture the essence of chapter 2.1 in TR 38.769 as proposed in Annex A in the new chapter 6.3.x1.
Proposal 2: 	It is proposed to capture the essence of chapter 2.2 in TR 38.769 as proposed in Annex A in the new chapter 6.3.x2.
Proposal 3:	Concentrate on sections 2.1 and 2.2, if anything useful can be concluded from the remaining sections, we are happy to discuss.
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Annex A: Text Proposal to TR 38.769 [based on agreed changes in R3-242148]
[bookmark: _Toc367182965]<<<<<<<<<<<<<<<<<<<< First Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc160111600]6.3	Impacts on CN-RAN interface
Editor’s note: Corresponds to the first RAN3 objective in the SID, to identify necessary impacts on signaling and procedures for CN-RAN interface.
6.3.x1	Elements of communication between an AIoT device and AIoT RAN and AIoT RAN and AIoT CN
Assuming the basic use cases “Inventory” and “Command” the following elements of communication can be defined:
Network Identification
-	necessary for the AIoT device to recognise the network offering AIoT services. May be a PLMN ID/SNPN ID or any other identity
-	used on AIoT radio and XX interface
-	provided by OAM
Editor’s note: Needs verification along RAN2 progress.
Area Identification
-	equivalent to “Cell ID”, necessary for the AIoT device to recognise the part of the network from which it receives AIoT services.
Editor’s note: Details of the Area Identification to identify the equivalent of a “cell” is FFS. Maybe a “reader ID” or anything else. Needs to be verified along RAN2 progress.
-	Is used on the XX interface to identify the area within which an AIoT session needs to be performed and maybe used similar to the User Location Information to store the AIoT device most recent location.
-	provided by OAM
Session ID
-	prevents the AIoT device from answering the same AIoT session multiple times
-	used on the XX interface to allow concurrent AIoT sessions
-	allocated by the AIoT CN
Editor’s note: Needs verification along RAN2 progress.
Individual AIoT device ID
-	assuming that a permanent device ID is exposed on AIoT radio, this may be a “concealed ID” or a “temporary ID”
-	used on AIoT radio and XX interface to address UEs at an AIoT session
-	“concealed ID” is part of subscription data, “temporary ID” is allocated by the AIoT CN
Editor’s note: Needs verification along RAN2, SA2 and SA3 progress.
Group ID
-	used on AIoT radio and XX interface to address UEs at an AIoT session
Editor’s note: It is FFS whether this is part of subscription data or assigned by AIoT CN or application or any combination of these possibilities
Editor’s note: Needs verification along RAN2, SA2 and SA3 progress.
Command data UL and DL
-	for communication with individual AIoT devices
-	in DL generated by the application, in UL by the AIoT device
6.3.x2	Dependency of AIoT-RAN/CN communication from assumption on higher layer communication on the AIoT radio
For designing AIoT RAN-CN protocol functions, certain assumptions have to be made on the basic content of the higher layer AIoT radio protocol functions.
A simplified signalling scheme, assuming a basic AIoT RAN triggered AIoT Invoke procedure and an AIoT device triggered Invoke Response messages may be defined as follows:
AIoT Invoke (AIoT RAN  AIoT device):
-	Network Identification (e.g. PLMN/SNPN ID)
-	Area Identification (e.g. Reader ID, “AIoT cell ID”, ...)
-	Session ID
-	CHOICE purpose
-	registration
-	inventory
-	AIoT device ID (e.g. “all”, “individual AIoT device ID”, “list”, “Group ID”)
-	command
-	AIoT device ID
-	command data DL
AIoT Invoke Response(AIoT device  AIoT RAN):
-	Individual AIoT device ID
-	CHOICE purpose
-	command
-	command data UL
Editor’s note: Assumptions on the higher layer communication on AIoT radio have to be verified with RAN2 progress.
Along these assumptions, it is assumed, that the following items may be encrypted over AIoT radio, ergo also on the AIoT RAN-CN interface, and hence AIoT RAN cannot process this information other than using it as a reference:
-	Individual AIoT device identity:
-	following the security & privacy requirements, this is most likely a concealed permanent device ID or a temporary ID assigned by AIoT CN, a kind of “AIoT-5G-GUTI”. Whether it is sufficiently secure for AIoT to rely on such “AIoT-5G-GUTI”’s temporary nature will need to be studied by SA3.
-	Group Identity:
-	A group Identity would need to be understood by all members of the group. If the Group Identity is encrypted, this needs to be performed by means of separate security measures, common to all group members. In which way such identity can fulfil security & privacy requirements would need to be studied by SA3.
-	“command” data
-	“command” data, in UL and DL, is expected to receive “full security & privacy treatment”, as specified for non-AIoT UP traffic.
Editor’s note: Assumptions on security & privacy requirements for information exchanged with the AIoT device needs to be verified with SA3 progress.
Further, it is assumed, that the following items are either not encrypted over AIoT radio or not sent over AIoT radio, as they need to be processed by the AIoT RAN.:
-	Group Identity
-	see above.
-	Area Information
-	Area information as provided by the AIoT CN is associated to the Common reader function instances that are requested to trigger an AIoT Invoke over AIoT radio. 
-	The reader identity would need to be understood by all AIoT devices and is assumed to be un-encrypted
-	Area Information necessary for the AIoT RAN to determine the affected Common reader function instances is not sent over AIoT radio.
-	Session ID
-	needs to be understood by all AIoT devices targeted by the session. AIoT devices that have already answered to the AIoT Invoke instance, would refrain from answering again. It is assumed that the Session ID needs to be unique among all potentially concurrent AIoT Invoke instances.
-	parts of the Individual AIoT device identity
-	assuming a temporary ID being assigned by the AIoT CN, this may be used for routing purposes similar to AMF related identifiers within the 5G-GUTI, and hence need to be used unciphered.
Editor’s note: Assumptions on security & privacy requirements for information exchanged with the AIoT device needs to be verified with SA3 progress.
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