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Introduction
One important discussion for specifying the first priority of Inter-CU LTM (non-DC) is the design of security master key handling that should flawlessly work without RRC reconfiguration between PCell switches (regardless of intra-CU or inter-CU) [1]:
	4.1	Objective of SI or Core part WI or Testing part WI
· Specify support for inter-CU Layer1/Layer 2 Triggered Mobility (LTM) [RAN2, RAN3]
· Prioritize the case when CU is acting as MN when DC is not configured
· As secondary priority, support the case when NR-DC is configured and CU is acting as SN and MCG is unchanged
· As secondary priority, support the case when NR-DC is configured, CU is acting as MN and SCG is unchanged or SCG is released
· Note: The case that LTM is configured in both MCG and SCG is excluded 
· Specify support for subsequent LTM mobility procedures aiming to avoid RRC configuration between cell switches as per Rel-18 LTM
· Coordination with SA3 needed with respect to security key handling 
· Note: Rel. 18 intra-CU LTM procedure is considered as baseline for adding inter-CU support



[bookmark: _Hlk163481253]Of course, coordination with SA3 may be definitely needed, but as an initial step, this contribution provides several high-level principles that RAN3 shall honour for the design of the Inter-CU LTM security master key handling. 
Discussion
With respect to the security key handling, the following summarizes the security master key (KNG-RAN) change process in 5G systems [2][3] during handover until Rel-18:
· 5G NAS and AS security contexts (e.g. KAMF, KNG-RAN, NH (Next Hop parameter) and NCC (Next Hop Chaining Counter), etc.) described in [2] are per-UE basis. In other words, those KAMF or KNG-RAN (as their name suggests) does not imply that they are some node-specific security key that can be used for multiple UEs.
· The security key handling during Xn handover has been that it is the source NG-RAN node who computes a new KNG-RAN* using the PCI and frequency ARFCN-DL/EARFCN-DL of the cell in the target NG-RAN node that the UE will be handover to, either by using its current key (i.e. KNG-RAN) in case of the horizontal key derivation or by using the fresh (i.e. unused) NH (Next Hop parameter) in case of vertical key derivation.
· The source NG-RAN node forwards the derived {KNG-RAN*, NCC} to the target, to be used when the UE successfully accesses the target cell.
· If a fresh NH is available for a UE, the source NG-RAN node shall use the vertical key derivation for HO. The fresh NH (and associated NCC value) used for vertical key derivation is computed by AMF (by increasing its locally kept NCC value by one) and provided to the target NG-RAN node during path switch procedure after HO is completed. The received {NH, NCC} pair shall be stored for further handovers of the UE and replace the existing pair if any.
· A UE does not receive a security key over the air. Instead, a UE computes the next master key to use at the target cell. That is, the UE derives a new KNG-RAN* (or may retain the same KNG-RAN based on indication from NW in case of intra-CU handover) depending on NCC value received in the HO command from the target NG-RAN node (whose value is the same to what the target received from the source). If the received NCC value is the same to the one already stored, the UE performs horizontal key derivation, same as the source NG-RAN node. Otherwise, the UE first synchronizes the locally kept NH parameter iteratively until the NCC values match and then performs the vertical key derivation (same as the source NG-RAN node).
· In Rel-16/17, conditional mobility was specified where multiple candidate cells (that may belong to one or more candidate target node(s)) are prepared/pre-configured to the UE for which one of them is selected for access later. For this, the legacy security key mechanism was re-utilized. That is, during the preparation phase, HO signalling is exchanged between the source and a candidate target node individually per each candidate cell basis, where the source derives a new KNG-RAN* for each candidate cell (except ones belonging to the source for which the source may decide to re-use the same master key and indicate the UE to retain the same key), which is provided to each candidate target node accordingly. Their associated NCC value is also sent to each candidate target node and forwarded to the UE, same as legacy.
· Moreover, conditional reconfigurations were specified to be released in the UE and NW (except some special failure case which is rare) once successfully executed and one of candidate cells is selected for access, which means that actual serving cell change (and master key change, if applicable) happens only once.
Compared to the legacy mobility and conditional mobility mechanisms, Rel-19 Inter-CU LTM mobility shall support the initial and subsequent serving PCell change based on a single mobility configuration (i.e. no RRC reconfiguration between PCell switches). This requires supporting consecutive updates of security master key from one node to another node, and so on, as the UE moves between nodes. 
From the UE's perspective, once Inter-CU LTM is configured, a new master key will be derived based on the previous key whenever serving PCell changes across CUs. However, it may not be the case for serving PCell change within the same CU (intra-CU) depending on how NW configures. On the other hand, when a serving PCell changes from one CU to another, the new serving CU becomes the source for the next PCell change and its master key shall serve as the basis for next key derivation. The security master key update process in Inter-CU LTM shall cater these aspects and maintain key synchronization seamlessly between the UE and the current serving CU (among multiple) regardless of how the UE moves between nodes. Moreover, NW should always be ready to use the right master key regardless of how serving PCells change during Rel-19 Inter-CU LTM, without having to reconfigure the UE in the middle or delaying data exchanges.
Proposal 1: A solution for security master key update process of Rel-19 Inter-CU LTM shall avoid RRC reconfiguration between initial and subsequent PCell switches.
Before handover, the UE applies the target cell configuration, and if it contains the security master key update indication, the UE derives the new master key. This means that the UE master key is derived (if configured to do so) before executing handover, so that the UE can be ready to communicate through the target cell safely and immediately after successfully accessed. From this sense, NW should also be ready to use the right key at the new serving CU (target) immediately whenever serving PCell changes.
This is also in-line with the previous release handlings. In the legacy HO, NW decided HO for a specific target cell (only one target CU to consider) and it is executed immediately once configured to the UE. As a result, it was the source (current serving CU) who derived the next key to use (using the target cell information) and the source sent it to the target during HO preparation. In case of conditional mobility for which is not executed immediately after configured to the UE, the source doesn’t know which target cell (among candidates) will be accessed by the UE. However, the legacy mechanism was re-utilized in a sense that the source (current serving CU) derives a new key for each candidate target cell in advance and configures them to the potential target CU(s), before it configures the UE. In the conditional mobilities,  any potential target node was made ready to use the right key regardless of which cell the UE accesses to. Since LTM aims the same principle of preparing/pre-configuring one or more candidate target cell(s), a solution for security maser key update process of Rel-19 Inter-CU LTM is better to embrace the same principle.
Proposal 2: Following legacy and previous handlings, for Inter-CU LTM, a potential target CU shall have received the next master key to use from the current serving CU, before PCell switch is commanded to the UE by the current serving CU.
From Proposal 2 and the discussions above, the following is naturally deduced. 
Proposal 3: A current serving CU shall derive next master keys to use and provision them toward potential next target CU(s) in advance:
· Before initial PCell switch, the current serving CU is the source CU (S-CU). If the existing HO procedures are re-used for Inter-CU LTM, no specific enhancement would be necessary for XnAP because S-CU would derive next master keys to use and provision them to potential next target CU(s) during Inter-CU LTM preparation phase. 
· In case of subsequent PCell switches, a new serving CU will become the current serving CU after PCell switch is successfully confirmed. XnAP may need to be enhanced for a new serving CU (after PCell switch is successfully confirmed) to provision newly derived master keys toward the potential next target CU(s).
Moreover, from what has been specified so far in 5G system (summarized above), we can observe that the use of new NCC value when deriving new keys from a new serving CU (received from AMF via Path Switch Update Acknowledge after successful PCell switch) would incur RRC reconfiguration with the UE in the middle. This should be avoided, and for Inter-CU LTM, RAN3 shall consider to use only horizontal derivation as a basis (except for initial Inter-CU LTM preparation by S-CU).
Proposal 4: The use of new NCC value when deriving new master keys (received from AMF via Path Switch Update Acknowledge after successful PCell switch) would incur RRC reconfiguration with the UE in the middle, which should be avoided. 
Proposal 5: For Inter-CU LTM, consider to use only horizontal derivation as a basis (except for initial Inter-CU LTM preparation by S-CU).
Furthermore, during Rel-18 where the main objective was to specify Intra-CU LTM, RAN2 decided not to support master key updates since PCell switches occurred only under the same CU. With that, RAN2 even went one step further and simplified L2 reset handling (called “hard split”), wherein the L2 reset ID is tied up with master key update (or bearer termination point change) and NW does not explicitly set L2 reset flags per bearer basis (e.g. reestablishPDCP, recoverPDCP, reestablishRLC, etc.) in RRC. Instead, a UE simply relies on these reset IDs to determine and differentiate between intra-CU or inter-CU PCell switches and performs L2 resets accordingly as specified. 
With this streamlined procedure, master key updates during Intra-CU PCell switches are technically feasible (not precluded if NW wants to do so) and may be supported by RAN2 in Rel-19. However, until then, we can safely assume no master key updates during Intra-CU PCell switches and focus on developing solutions for Inter-CU PCell switches, which is deemed more important. 
Proposal 6: Focus on developing the master key update solution for Inter-CU PCell switches, while assuming no master key update during Intra-CU PCell switches (same as in Rel-18). 
    
Conclusion
In the present contribution we make the following observations:
Observation 1: With respect to the security key handling, the following summarizes the security master key (KNG-RAN) change process in 5G systems [2][3] during handover until Rel-18:
· 5G NAS and AS security contexts (e.g. KAMF, KNG-RAN, NH (Next Hop parameter) and NCC (Next Hop Chaining Counter), etc.) described in [2] are per-UE basis. In other words, those KAMF or KNG-RAN (as their name suggests) does not imply that they are some node-specific security key that can be used for multiple UEs.
· The security key handling during Xn handover has been that it is the source NG-RAN node who computes a new KNG-RAN* using the PCI and frequency ARFCN-DL/EARFCN-DL of the cell in the target NG-RAN node that the UE will be handover to, either by using its current key (i.e. KNG-RAN) in case of the horizontal key derivation or by using the fresh (i.e. unused) NH (Next Hop parameter) in case of vertical key derivation.
· The source NG-RAN node forwards the derived {KNG-RAN*, NCC} to the target, to be used when the UE successfully accesses the target cell.
· If a fresh NH is available for a UE, the source NG-RAN node shall use the vertical key derivation for HO. The fresh NH (and associated NCC value) used for vertical key derivation is computed by AMF (by increasing its locally kept NCC value by one) and provided to the target NG-RAN node during path switch procedure after HO is completed. The received {NH, NCC} pair shall be stored for further handovers of the UE and replace the existing pair if any.
· A UE does not receive a security key over the air. Instead, a UE computes the next master key to use at the target cell. That is, the UE derives a new KNG-RAN* (or may retain the same KNG-RAN based on indication from NW in case of intra-CU handover) depending on NCC value received in the HO command from the target NG-RAN node (whose value is the same to what the target received from the source). If the received NCC value is the same to the one already stored, the UE performs horizontal key derivation, same as the source NG-RAN node. Otherwise, the UE first synchronizes the locally kept NH parameter iteratively until the NCC values match and then performs the vertical key derivation (same as the source NG-RAN node).
· In Rel-16/17, conditional mobility was specified where multiple candidate cells (that may belong to one or more candidate target node(s)) are prepared/pre-configured to the UE for which one of them is selected for access later. For this, the legacy security key mechanism was re-utilized. That is, during the preparation phase, HO signalling is exchanged between the source and a candidate target node individually per each candidate cell basis, where the source derives a new KNG-RAN* for each candidate cell (except ones belonging to the source for which the source may decide to re-use the same master key and indicate the UE to retain the same key), which is provided to each candidate target node accordingly. Their associated NCC value is also sent to each candidate target node and forwarded to the UE, same as legacy.
· Moreover, conditional reconfigurations were specified to be released in the UE and NW (except some special failure case which is rare) once successfully executed and one of candidate cells is selected for access, which means that actual serving cell change (and master key change, if applicable) happens only once.

Based on the discussion in the present contribution and the observations above we propose: 
Proposal 1: A solution for security master key update process of Rel-19 Inter-CU LTM shall avoid RRC reconfiguration between initial and subsequent PCell switches.
Proposal 2: Following legacy and previous handlings, for Inter-CU LTM, a potential target CU shall have received the next master key to use from the current serving CU, before PCell switch is commanded to the UE by the current serving CU.
Proposal 3: A current serving CU shall derive next master keys to use and provision them toward potential next target CU(s) in advance:
· Before initial PCell switch, the current serving CU is the source CU (S-CU). If the existing HO procedures are re-used for Inter-CU LTM, no specific enhancement would be necessary for XnAP because S-CU would derive next master keys to use and provision them to potential next target CU(s) during Inter-CU LTM preparation phase. 
· In case of subsequent PCell switches, a new serving CU will become the current serving CU after PCell switch is successfully confirmed. XnAP may need to be enhanced for a new serving CU (after PCell switch is successfully confirmed) to provision newly derived master keys toward the potential next target CU(s).
Proposal 4: The use of new NCC value when deriving new master keys (received from AMF via Path Switch Update Acknowledge after successful PCell switch) would incur RRC reconfiguration with the UE in the middle, which should be avoided. 
Proposal 5: For Inter-CU LTM, consider to use only horizontal derivation as a basis (except for initial Inter-CU LTM preparation by S-CU).
Proposal 6: Focus on developing the master key update solution for Inter-CU PCell switches, while assuming no master key update during Intra-CU PCell switches (same as in Rel-18). 
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