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1	Introduction
There are some inconsistencies in RAN3 specification (TS29.413, TS38.413) and SA3 specification (TS33.501) regarding the Security Key IE in the UE CONTEXT MODIFICAION REQUEST message. This mainly affect whether the AS re-keying is applicable to non-3GPP access. This contribution analyses the issues and proposes a way forward.
2	Discussion
TS 33.501 ([3]) only describes the AS key re-keying for NG-RAN, but not for non-3GPP access. 
[bookmark: _Toc19634638][bookmark: _Toc26875698][bookmark: _Toc35528449][bookmark: _Toc35533210][bookmark: _Toc45028553][bookmark: _Toc45274218][bookmark: _Toc45274805][bookmark: _Toc51168062][bookmark: _Toc153373357]-- TS 33.501 --
6.2.3	Handling of user-related keys 
[bookmark: _Toc19634639][bookmark: _Toc26875699][bookmark: _Toc35528450][bookmark: _Toc35533211][bookmark: _Toc45028554][bookmark: _Toc45274219][bookmark: _Toc45274806][bookmark: _Toc51168063][bookmark: _Toc153373358]6.2.3.1	Key setting
…
NAS keys (i.e. KNASint and KNASenc) and AS keys (i.e. KgNB, KRRCenc, KRRCint, KUPenc, KUPint) are derived from KAMF using the KDFs specified in Annex A. The NAS keys derived from the new KAMF are taken in use in the AMF and the UE by means of the NAS security mode command procedure (see sub-clause 6.7.2). The AS keys are taken into use with the AS security mode command procedure (see sub-clause 6.7.4) or with the key change on the fly procedure (see sub-clause 6.9.6).	Comment by Steven Xu: This is a mistake in 33.501. it should be 6.9.4.

6.9.4 Key-change-on-the-fly

6.9.6 Security handling in registration with AMF reallocation via direct NAS reroute
For the non-3GPP access, the key KN3IWF is derived from the KAMF. KN3IWF is stored in the UE and the N3IWF as specified in subclause 7.2.1. This key KN3IWF and the IPsec SA cryptographic keys are taken into use with the establishment of IPsec Security Association (SA) between the UE and the N3IWF.
--
sub-clause 6.9.4 only describes the AS key re-keying procedure for KgNB/KeNB.
subclause 7.2.1 only describes the Security Key IE received in the INITIAL CONTEXT SETUP REQUEST message, which is used for establishment of IPsec Security Association (SA) between the UE and the N3IWF. For example, 
-- TS 33.501 --
13. N3IWF sends an EAP-Success/EAP-5G to the UE upon reception of the NGAP Initial Context Setup Request containing the N3IWF key, KN3IWF.
…
The KTNGF is transferred from the AMF to TNGF in step 10a (within the N2 Initial Context Setup Request).
…
11. The AMF sends an N2 Initial Context Setup Request and provides the KTWIF key to TWIF.
…
10.	Upon receiving NAS Security Mode Complete, the AMF shall send an N2 Initial Context Setup Request message to the W-AGF. The message contains the KWAGF.
-- 

Observation 1: SA3 TS 33.501 only describes AS key re-keying for KgNB/KeNB.
However, current RAN3 specification (TS29.413 and TS38.413) is unclear on whether the Security Key IE is applicable to non-3GPP access. 
TS38.413:
If the Security Key IE is included in the UE CONTEXT MODIFICATION REQUEST message, the NG-RAN node shall store it and perform AS key re-keying according to TS 33.501 [13].

TS29.413:
The Security Key IE in the applicable NGAP messages includes the KN3IWF, or the KTNGF, or the KTWIF, or the KWAGF as specified in TS 33.501 [5].
To avoid potential IOT issue, we propose to clarify in TS 29.413 that the non-3GPP node should ignore the Security Key IE received in the UE CONTEXT MODIFICATION REQUEST message. 
Proposal 1: to align with TS33.501, clarify the Security Key IE in the UE CONTEXT MODIFICATION REQUEST message is not applicable to non-3GPP access. 
A draft TP for TS 29.413 is shown in Annex A – TP for TS29.413. If this is agreeable, we can prepare a CR for TS29.413.
In case proposal 1 is not agreed, e.g. companies prefer the Security Key IE in the UE CONTEXT MODIFICATION REQUEST message is applicable to non-3GPP access, TS 33.501 need to be updated. RAN3 should LS SA3 to clarify whether AS re-keying is applicable to non-3GPP access, and update TS 33.501 if the answer is yes.  
Proposal 2: in case Proposal 1 is not agreed, RAN3 send a LS to SA3. 
A draft LS to SA3 is shown in Annex B – draft LS to SA3
3	Conclusion
In this contribution, we discussed whether the Security Key IE in UE CONTEXT MODIFICATION REQUEST message is applicable to non-3GPP access. Our proposals are:
Observation 1: SA3 TS 33.501 only describes AS key re-keying for KgNB/KeNB.
Proposal 1: to align with TS33.501, clarify the Security Key IE in the UE CONTEXT MODIFICATION REQUEST message is not applicable to non-3GPP access. 
A draft TP for TS 29.413 is shown in Annex A – TP for TS29.413

Proposal 2: in case Proposal 1 is not agreed, RAN3 send a LS to SA3. 
A draft LS to SA3 is shown in Annex B – draft LS to SA3
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UE CONTEXT MODIFICATION REQUEST message:
-	the following IEs shall be ignored, when received:
-	RAN Paging Priority IE
-	Security Key IE
-	Index to RAT/Frequency Selection Priority IE 
-	Core Network Assistance Information IE
-	Emergency Fallback Indicator IE
-	RRC Inactive Transition Report Request IE
-	CN Assisted RAN Parameters Tuning IE
-	SRVCC Operation Possible IE
-	IAB Authorized IE
-	NR V2X Services Authorized IE
-	LTE V2X Services Authorized IE
-	NR UE Sidelink Aggregate Maximum Bit Rate IE
-	LTE UE Sidelink Aggregate Maximum Bit Rate IE
-	PC5 QoS Parameters IE
-	UE Radio Capability ID IE
-	UE Aggregate Maximum Bit Rate IE (except for non-trusted non-3GPP access, trusted non-3GPP access and trusted WLAN access as specified in TS 23.501 [3])
-	UE Security Capabilities IE
-	Time Synchronisation Assistance Information IE
-	QMC Configuration Information IE
-	QMC Deactivation IE
-	UE Slice Maximum Bit Rate List IE
-	Management Based MDT PLMN Modification List IE
-	5G ProSe Authorized IE
-	5G ProSe UE PC5 Aggregate Maximum Bit Rate IE
-	5G ProSe PC5 QoS Parameters IE
-	Network Controlled Repeater Authorized IE
-	Aerial UE Subscription Information IE
-	NR A2X Services Authorized IE
-	LTE A2X Services Authorized IE
-	NR A2X UE PC5 Aggregate Maximum Bit Rate IE
-	LTE A2X UE PC5 Aggregate Maximum Bit Rate IE
-	A2X PC5 QoS Parameters IE
-	Mobile IAB Authorized IE
-	if this is the first message received from a new AMF, the N3IWF shall identify the old AMF and the UE using the received RAN UE NGAP ID, release the UE-associated logical NG-connection to the old AMF and create a new UE-associated logical NG-connection to the new AMF.
-	RG Level Wireline Access Characteristics IE: the information given within this IE between the W-AGF and the AMF shall be stored in the UE context by the W-AGF as specified in TS 23.316 [6].
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1	Overall description
There is a misalignment between SA3 TS 33.501 and RAN3 TS 29.413/TS 38.413 on whether the AS re-keying is applicable to non-3GPP access. RAN3 would like to ask SA3 to confirm whether the AS key re-keying is applicable to non-3GPP access. 
2	Actions
To SA5 
ACTION: 	RAN3 kindly asks SA5 to confirm whether the AS key re-keying is application to non-3GPP access, and update TS 33.501 if needed. 

3	Dates of next RAN3 meetings
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