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Introduction

At the last RANP#102 meeting, the study item of 5G femto was agreed with the following scope:

The objectives of the 5G Femto study are as follows:

-
Study the overall RAN architecture and required functional and procedural impacts for supporting 5G Femto deployments [RAN3]. 

-
Study how to define the 5G access control mechanism by (re-)using the existing CAG functionality and identify needed enhancements (if any) [RAN3].

-
Clarify the access to local services from the 5G Femto via collocated local UPF and identify issues, if any [RAN3].

NOTE 1: The study involves a gap analysis of existing 5G functionality with HomeNB functionality.

NOTE 2: No impact on the UE.

NOTE 3: Coordination with other WGs (e.g. SA2) when needed.

This paper analyses how to reuse the existing CAG functionality developed for PNI NPN for defining the 5G Femto access control operating in closed mode and especially if any adaptation or enhancement is necessary to this functionality for access control during mobility. 

Discussion
Connecting or accessing an open 5G Femto cell doesn’t need any special handling compared to microcell.

However, a Femto cell can also typically be closed, therefore restricting access only to some selected subscribers. This restricted access is similar to access to CAG cells, such as developed for PNI NPN. 

From RAN3 viewpoint the protocol solution introduced for NPN should be reused. However, access control in general can take place at different steps and therefore the reusability of the PNI NPN solution needs to be investigated in more details for each step. The various mobility steps are investigated below.
1. Mobility restrictions

For PNI NPN, after initial access the NG-RAN receives the PNI NPN restrictions which is received in the NPN Mobility Information IE which is contained in the generic Mobility Restriction List IE as shown below. The PNI NPN restrictions are defined as a list of allowed CAG IDs and whether the UE can access non-CAG cells.
9.3.1.85
Mobility Restriction List
This IE defines roaming or access restrictions for subsequent mobility action for which the NG-RAN provides information about the target of the mobility action towards the UE, e.g., handover, or for SCG selection during dual connectivity operation or for assigning proper RNAs. NG-RAN behaviour upon receiving this IE is specified in TS 23.501 [9].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Serving PLMN
	M
	
	PLMN Identity

9.3.3.5
	
	-
	

	Equivalent PLMNs
	
	0..<maxnoofEPLMNs>
	
	Allowed PLMNs in addition to Serving PLMN.

This list corresponds to the list of "equivalent PLMNs" as defined in TS 24.501 [26].

This list is part of the roaming restriction information. Roaming restrictions apply to PLMNs other than the Serving PLMN and Equivalent PLMNs.
	-
	

	>PLMN Identity
	M
	
	9.3.3.5
	
	-
	

	RAT Restrictions
	
	0..<maxnoofEPLMNsPlusOne>
	
	This IE contains RAT restriction related information as specified in TS 23.501 [9].
	-
	

	>PLMN Identity
	M
	
	9.3.3.5
	
	-
	

	>RAT Restriction Information
	M
	
	BIT STRING {

e-UTRA (0),

nR (1), nR-unlicensed (2),

nR-LEO (3),

nR-MEO (4),

nR-GEO (5),

nR-OTHERSAT (6)}

(SIZE(8, …))
	Each position in the bitmap represents a RAT.

If a bit is set to "1", the respective RAT is restricted for the UE.

If a bit is set to "0", the respective RAT is not restricted for the UE.

Bit 7 reserved for future use.
	-
	

	· -      -
	
	
	
	
	
	

	>Core Network Type Restriction
	M
	
	ENUMERATED (EPCForbidden, 5GCForbidden,…)
	Indicates whether the UE is restricted to connect to EPC or to 5GC for this PLMN.
	-
	

	NPN Mobility Information
	O
	
	9.3.1.184
	
	YES
	reject


The Mobility Restriction List IE seems the natural place to also include the restricted CAG list of the 5G Femtos when selecting candidate target cells for mobility. Therefore, we propose to reuse similar CAG functionality for 5G Femto than for NPN and to include the 5G Femto CAG related restrictions in the NGAP Mobility Restriction IE.

Proposal 1: for access control at mobility, include the 5G Femto CAG related restrictions in the NGAP Mobility Restriction IE.

For PNI NPN, the PNI NPN restrictions includes two things as shown below:

· the list of allowed CAG IDs, and 
· whether UE can access non-CAG cells he NPN Mobility information IE.
9.3.1.184
NPN Mobility Information
This IE indicates the access restrictions related to an NPN.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	CHOICE NPN Mobility Information
	M
	
	
	
	-
	

	>SNPN Mobility Information
	
	
	
	
	-
	

	· -      -
	
	
	
	
	
	

	>PNI-NPN Mobility Information
	
	
	
	
	-
	

	>>Allowed PNI-NPN List
	M
	
	9.3.3.45
	
	-
	


9.3.3.45
Allowed PNI-NPN List
This IE contains information on allowed UE mobility in PNI-NPN including allowed PNI-NPNs and whether the UE is allowed to access non-CAG cells for each PLMN.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Allowed PNI-NPN Item
	
	1..<maxnoofEPLMNs+1>
	
	

	>PLMN Identity
	M
	
	9.3.3.5
	

	>PNI-NPN Restricted
	M
	
	ENUMERATED (restricted, not-restricted, 

…)
	If set to “restricted”, indicates that the UE is not allowed to access non-CAG cells for this PLMN.

	>Allowed CAG List per PLMN
	
	1..<maxnoofAllowedCAGsperPLMN>
	
	

	>>CAG ID
	M
	
	9.3.3.43
	


However, for 5G femto, only the list of allowed CAG IDs is needed. Therefore, even if the mobility restriction principle based on CAG ID is the same, it is cleaner if a new Femto Allowed CAG ID List is added to the Mobility Restriction List. 
Indeed, it is clear from SA2 WT#x in NOTE 3 that even though CAG concept is reused, this should NOT impact PNI NPN

NOTE 3: It is assumed that the existing CAG concept defined for PNI-NPN is re-used for Femto access control without impacts to PNI-NPN.
Also, even if the same functionality is reused, the study item does not preclude needed enhancements when it comes to stage 3 level.
Therefore, it seems better to define a new 5G Femto Allowed List separate from PNI NPN Allowed List in the Mobility Restriction List IE.

Proposal 2: add a new Femto Allowed CAG ID List IE to the Mobility Restriction List IE.

2. Access control at handover source
At handover towards a 5G Femto closed cell it is necessary for source RAN node to select a target 5G femto cell which is allowed to be accessed by the UE i.e. that at least one CAG ID of the target femto cell is compatible with the Allowed CAG ID list of the UE. For PNI NPN the selection of target cell is done in the source NG-RAN node based on the knowledge of CAG IDs supported by the candidate neighbor cells. For 5G Femto, the same principles can apply. 

Proposal 3: For handover towards 5G Femto, the selection of candidate target Femto cell is done in source NG-RAN based on knowledge of CAG IDs supported by candidate neighbor cells. 

3. Access control at handover target
For PNI NPN at incoming handover, the target NG-RAN node receives the PNI-NPN mobility restrictions and checks that the selected target cell is compatible with the received mobility restrictions.

It should however be noticed that the functionality is here different than mobility to 4g closed HeNBs. For 4g mobility to closed HeNBs the CSG ID is transferred towards the target 4g HeNB and only a CSG ID validation check is done. Intention was at that time was to avoid sending the Mobility Restriction List to the 4g HeNB for security reasons.

RAN3 therefore needs to decide between two options:

· Option1: reuse NPN Functionality at target incoming handover and have target 5G Femto do a second access control based on received mobility restriction list from AMF.
· Option 2: transfer the reported CAG ID to the target 5G Femto for the target 5G Femto to perform a CAG ID validation check.

It seems difficult for RAN3 to decide between these two options without consulting SA3. We therefore propose to send an LS to SA3 to check whether the same considerations on Femto security apply for 5G Femtos with regards to sending the Allowed CAG List of the UE to the target 5G Femto.
Proposal 4: RAN3 to send an LS to SA3 decide which option to take for the incoming handover access control check at target 5G Femto.

Even though the proposal 4 access control at target is on hold pending SA3, some text can still be captured at stage 2 level concerning proposals 1 to 3.

Proposal 5: It is proposed to agree the following TP in the TR 38.799:

6.3
Access Control
The source NG-RAN node is aware of the list of CAG IDs supported by the candidate target closed 5G femto cells.

At the time of handover, the source NG-RAN may select a target cell among the target closed 5G femto cells only if it is compatible with the 5G Femto Allowed CAG ID List received for the UE within the Mobility restrictions.

Conclusion and Proposals
This paper has provided an overall view on the access control for 5G Femtos at mobility. 
It has shown that the CAG concept used in NPN can be globally reused for 5G Femtos. However, some enhancements might be necessary at stage 3 level as follow:

Proposal 1: for access control at mobility, include the 5G Femto CAG related restrictions in the NGAP Mobility Restriction IE.

Proposal 2: add a new Femto Allowed CAG ID List IE to the Mobility Restriction List IE.

Proposal 3: For handover towards 5G Femto, the selection of candidate target Femto cell is done in source NG-RAN based on knowledge of CAG IDs supported by candidate neighbor cells. 

Proposal 4: RAN3 to send an LS to SA3 decide which option to take for the incoming handover access control check at target 5G Femto.

Proposal 5: It is proposed to agree the following TP in the TR 38.799:

6.3
Access Control
The source NG-RAN node is aware of the list of CAG IDs supported by the candidate target closed 5G femto cells.

At the time of handover, the source NG-RAN may select a target cell among the target closed 5G femto cells only if it is compatible with the 5G Femto Allowed CAG ID List received for the UE within the Mobility restrictions.
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Annex A: TP for the TR 38.799
6.3
Access Control
The source NG-RAN node is aware of the list of CAG IDs supported by the candidate target closed 5G femto cells.

At the time of handover, the source NG-RAN node determines a target cell among the target closed 5G femto cells only if it is compatible with the 5G Femto Allowed CAG ID List received for the UE within the Mobility restrictions.


- 2 -

