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1	Introduction
In the RAN#102 meeting, a new Study Item on solutions for Ambient IoT (Internet of Things) in NR was approved [1]. The corresponding objectives related to RAN2 and RAN3 are listed as follows:
	RP-234058 [1]:
The definitions provided in TR 38.848 are taken into this SI, and the following are the exclusive general scope:
· The overall objective shall be to study a harmonized air interface design with minimized differences (where necessary) for Ambient IoT to enable the following devices:
· ~1 µW peak power consumption, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, neither DL nor UL amplification in the device. The device’s UL transmission is backscattered on a carrier wave provided externally.
· ≤ a few hundred µW peak power consumption1, has energy storage, initial sampling frequency offset (SFO) up to 10X ppm, both DL and/or UL amplification in the device. The device’s UL transmission may be generated internally by the device, or be backscattered on a carrier wave provided externally.
· X  is to be decided in WGs.
…
· Traffic types DO-DTT, DT, with focus on rUC1 (indoor inventory) and rUC4 (indoor command). 
· From RAN#104, the study will assess whether the harmonized air interface design (per bullet ‘A’ above) can address the DO-A (Device-originated autonomous) use case, only to identify which part(s) of the harmonized air interface design (per bullet ‘A’ above) is/are not sufficient for the DO-A use case.
…
· RAN2-led:
· Study and decide which functions are needed for an Ambient IoT compact protocol stack and lightweight signalling procedure to enable DO-DTT and DT data transmission, and study those functions.
For example:
· Paging
· Random access
· Data transmission, including necessary radio resource control aspects, respecting the limitation in the General Scope
· Interactions with upper layers
· RAN3-led:
· Identify necessary impacts on signaling and procedures for CN-RAN interface, to enable:
· Paging  
· Device context management
· Data transport
· Identify RAN architecture aspects, including whether support for split architecture is necessary.
· Identify potential solutions for locating an Ambient IoT device with no specification impact, e.g. reusing existing user location report, or minimal specification impact to convey location information to core network.



In SA2#160 and SA2#161 meeting, SA2 has identified 3 key issuses needs to be solved in TR 23.700 and several solutions are proprosed to address thess issuses, including Inventory and Command procedures.
In this contribution, we will discuss the Data transport and Device context management over CN-RAN interface to support Ambient IoT services, by taking SA2 solutions into account.
2	Discussion
2.1 Data transport
To support Inventory/Command service, SA2 has discussed several solutions to address the data transmission in SA2 TR 23.700 shown in the following:
	Solution
	Description
	Figure

	#3
	Application layer based transmission:
Reader and A-IoT controller play the role of Relay.

	[image: ]
Figure 6.3.1.6.1-1: Control Plane between Reader and A-IoT Controller

	#4
	Information transfer over A-IoT layer(NAS-like layer)：

· A-IoT Function: provides the A-IoT control, which may be collocated with AMF or a standalone NF.

	

Figure 6.4.1.5-1: protocol stack example for Topology1
[image: ]
Figure 6.4.1.5-2: protocol stack example for Topology2

	#5
	NAS-based message for information transfer: 
· AMF/A-IoTF sends a N2 like message (NAS message (Device ID, service operation)) to Reader (BS),
· The Reader (BS) performs AS procedure with Ambient IoT Devices.
· Ambient IoT Device sends NAS message (Device ID, A-IoT data) over AS message and the NAS message forwarded by Reader (BS) to the AMF/A-IoTF.
· The PDU Session/QoS Flow based data transfer is not suitable for such A-IoT Devices
	   [image: ]   
Figure 6.5.2-1

	#6
	Data transfer over Control Plane：
UL A-IoT data/signalling is transmitted to Ambient A-IoT gateway (A-IoT-GW), which is introduced as a new NF in the 5GC control plane.
	[image: ]
Part of Figure 6.6.3.1-1

	#8
	Data transfer over Control Plane: 
For inventory case:
· The A-RAN sends an NGAP message (Inventory Response or Inventory Notify) to the AIOTF, containing the device ID and the optional device capability information provided by the device.
· Ambient IoT Function (AIOTF): AIOTF is introduced to support A-IoT services, with some AMF’s functionalities integrated, which includes

	
[image: ]
Part of Figure 6.8.2.1-1

	#9
	NAS-based information transfer: 
DO-DTT traffic is transmitted to AMF over NAS
Propose no PDU Session has been established at the A-IoT device and the CN.
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Part of Figure 6.9.2-1

	#11
	Data transfer over Control Plane:
A-IoT device data (if applicable) and the A-IoT device ID is transmitted to AF possibly via gNB, AMF, A-IoTF and NEF.
	[image: ]
Part of Figure 6.11.2-1


Based on the above solutions from SA2, it is a common understanding that the data transmission is over control plane, and it is also clarified in some solutions that “the PDU Session/QoS Flow based data transfer is not suitable for such A-IoT Devices”.
From our understanding, as the Ambient IoT Devices have the characteristic of ultra-low power consumption, cost and complexity, it is not suitable to use the PDU Session/QoS Flow based data transfer, which involves a large number of signaling interactions among device, RAN and CN. By comparison, the data tramsimission for A-IoT service is very simple, for example, A-IoT device only sends device ID for inventory case, and sends response data (for read command) or feedback (for write command). In addition, to support PDU Session/QoS Flow based data transfer, the corresponding session context needs to be stored, it is hardly for A-IoT device to store such information, which has big impacts on power consumption and cost, especailty for ~1 µW peak power consumption Devices. Considering once the A-IoT device is out of power, those temporary stored contexts may be lost. Then if the A-IoT device is triggered to access again for the same service, the device needs to establish the PDU session again. Hence, we also think the PDU Session/QoS Flow based data transfer shall not be supported, data transmission over control plane should be the right way to go.
0. Proposal 1: AIoT data transmission over control plane of the CN-RAN interface.
0. It is noticed that there are two different options on how to transmit the data over control plane of the CN-RAN interface:
· Option 1: NAS-based data transfer. 
· Option 2: Application layer-based data transfer.
0. According to the listed SA2 solutions, we can see that lots of companies clearly stated about NAS-based Data transfer, and some companies also mentioned “NAS like”. 
For option 2, as the application layer design is not in the scope of 3GPP, the data transmission is transparent to both RAN and CN. It is hard for network to control the data transmission and to gurentee the security. 
For option 1, the A-IoT devices are under the control of both RAN and CN, a light weighted NAS can be used.  Note that NB-IoT also use the data over NAS solution, which can be the reference to A-IoT, and in such case NAS-based transfer including ID report, UL/DL command transmission can be easily supported, i.e., NAS PDU piggyback in NGAP/xxAP message. 
Proposal 2: Support data transmission over NAS, i.e., NAS PDU piggyback in NGAP/XXAP message.
2.2 Command procedure
0. Command refers to an instruction sent to an Ambient IoT Device, i.e., read, write and disable commands. In SA2 TR [2], for Topo 1, the following Command procedure can be found:
	Solution
	Description
	Figure

	#3
	Group command:
· AIoT controller sends a Command Request, which includes a list of Device IDs that the Command is destined to or Filter Criteria that identify the AIoT Devices.
· Readers send UL Data (Device IDs) to AIoT Controller.  
	

Figure 6.3.2.2

	#4
	The command procedure follows the inventory procedure (i.e. ID report)
	[image: ]
Part of Figure 6.4.2.2-1

	#5
	Inventory& command procedure:
· The AMF/AIoTF sends a N2 like message (NAS message (Device ID, service operation)) to Reader (BS)
· The Reader (BS) performs AS procedure with Ambient IoT Devices.
· The Ambient IoT Device sends NAS message (Device ID, AIoT data) over AS message, and the NAS message is forwarded by Reader (BS) to the AMF/AIoTF.
	[image: ]
Figure 6.5.2-1

	#6
	General procedure for the authentication and ID validation of AIoT devices and secure AIoT communication:
· The AIoT-GW sends the AIoT data/signalling request message to the selected AIoT reader.
· The AIoT reader transmits the received AIoT data or AIoT signalling to the AIoT device.
· The AIoT device perform authentication and send the data/signalling with security.
The AIoT reader sends an AIoT report to the AIoT-GW including the device ID, UL MAuC, AIoT service ID, AIoT data/signalling, AIoT reader ID
	[image: ]
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Part of Figure 6.6.3.1-1



Based on the above solutions from SA2, there are 2 options to support the command procedure, as showed below:
· Option 1: DL command is included in the DL data after Device ID report. The network can first identify the device, and then send command service to the specified device.
· Option 2: DL command is included in the inventory Request message (i.e., the initial message).
Considering that Option 2 may have security threats, especially for write command, once the write command is transmitted in a clear text, an attacker may send a fake write command to the A-IoT device. It may change all the data stored in the memory even including the device ID, therefore from our view Option 2 should not be considered.
For Option1, it is a common procedure like legacy NAS transport method. CN can perform the ID validation first, and then applies security operation to the Command messages. It is a secured and reliable method. After receiving the command, the device will send the corresponding response to the network. Comparing with reusing legacy Downlink/ Uplink NAS Transport procedures, it is a cleaner way tointroduce new class 2 DL/UL command transport procedure dedicatedly for A-IoT command service.
Proposal 3: Introduce class 2 DL Command Transport procedure, to transmit DL command for one device.
Proposal 4: Introduce class 2 UL Command Transport procedure, to transmit UL command for one device.
2.4 Device context management
For Inventory procedure, A-IoT device may only need to report device ID without any other response. As discussed previously, after inventory procedure, the command procedure may follow. When the CN receives the Device ID, it may send some specific DL command to the device. In this case, it is better to establish a device associated connection over NGAP/XXAP and used during the subsequent UL/DL command transport, which is quite similar to the existing NGAP UE association. 
Proposal 5: To support subsequent UL/DL command transport for a device, use NGAP/XXAP device association over NGAP/XXAP. The details on how to setup and release the NGAP/XXAP device association are FFS.
3		Conclusion
In this contribution, we discussed the potential impacts on signaling and procedures over CN-RAN interface for Ambient IoT. And we have the following observations and proposals:
Data transport
Proposal 1: AIoT data transmission over control plane of the CN-RAN interface.
Proposal 2: Support data transmission over NAS, i.e., NAS PDU piggyback in NGAP/XXAP message.
Command procedure
Proposal 3: Introduce class 2 DL Command Transport procedure, to transmit DL command for one device.
Proposal 4: Introduce class 2 UL Command Transport procedure, to transmit UL command for one device.
Device context management
Proposal 5: To support subsequent UL/DL command transport for a device, use NGAP/XXAP device association over NGAP/XXAP. The details on how to setup and release the NGAP/XXAP device association are FFS.
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----------------Start of the First Change----------------
[bookmark: definitions][bookmark: _Toc160111585]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc160111586]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc160111587]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
DO-A	Device-originated autonomous
DO-DTT	Device-originated by device-terminated trigger
DT	Device-terminated
FR	Frequency Range
IoT	Internet of Things
LPWA	Low-power, wide-area
LTE-MTC	Long Term Evolution – Machine Type Communication
NB-IoT	Narrowband IoT
RFID	Radio frequency identification
SFO	Sampling frequency offset

----------------Start of the Next Change----------------
[bookmark: _Toc160111600]6.3	Impacts on CN-RAN interface
Editor’s note: Corresponds to the first RAN3 objective in the SID.
6.3.1	General
The purpose of this clause is to identify the functions and procedures supported by CN-RAN interface for AIoT. 
Editor’s note: the detailed interactions between AIoT device and AIoT RAN node are subject to RAN2.
6.3.3	Device context management
An AIoT RAN node device context is a block of information in an AIoT RAN node associated to one AIoT device. It includes at least the AIoT device association, the identities of the AIoT device-associated logical connection shall be included. 
NGAP (or XXAP) provide means to exchange control plane messages associated with the AIoT device over the respectively NG-C (or XX) interface.
Editor’s note: the need and name of XX interface are FFS.
6.3.4	Data transport
The purpose of AIoT data transmission is to transport DL/UL command messages for one AIoT device, where NAS-based transfer including UL/DL command transmission can be supported, i.e., NAS PDU piggyback in NGAP/xxAP message. 
Figure 6.3.4-1 illustrates the transmission of the DL Data and UL Data between CN and the AIoT Device via the AIoT RAN node. 


Figure 6.3.4-1: Command procedures
1. 	CN transmits DL Data (NAS PDU) of the AIoT device to the AIoT RAN node.
2.	The AIoT RAN node forwards the DL Data (NAS PDU) received in step 1 to the AIoT device.
3.	The AIoT devices transmits UL Data (NAS PDU) to the AIoT RAN node.
4.	The AIoT RAN node forwards the UL Data (NAS PDU) received in step 3 to the CN.

----------------End of the Changes----------------
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