[bookmark: _Ref452454252]3GPP TSG-RAN WG3 Meeting #117bis-e	R3-225787
Electronic Meeting, October 10th – 18th, 2022

[bookmark: Source]Agenda item:	22.2
Source: 	Intel Corporation 
Title: 	A possible smart approach for NCR management solution
[bookmark: DocumentFor]Document for:	Discussion and Decision
Introduction
The NR Network-controlled Repeaters (a.k.a NCR) have been studied during Q3 2022 for which RAN2 and RAN3 have captured four solutions for identification and authorization/verification signalling in TR 38.867 [1].
During the study phase, companies were not able to down-select between those solutions for normative work. The down-selection will be done during the normative work, as captured in the new WID [2] created during the last RAN#97 plenary:
	Specify the solution of network-controlled repeater management (i.e., the identification and authorization/validation of NCR) [RAN3, RAN2]
· NOTE: Down-selection of solutions in section 8 of TR 38.867 is needed taking into account the feedback of other working groups (i.e., SA3 and SA5). From a security point of view, the feasibility of NCR validation procedure in solution 1 and the feasibility of solution 2 will be decided by SA3.The selected solution shall provide inter-vendor interoperability.


As captured above, some solutions require feedbacks from other working groups and may have impacts on SA/CT, for which RAN3 in the last meeting sent LS to SA3/SA5 [3]. 
In this RAN3#117bis-e meeting, it may be hard to discuss down-selection without their feedbacks. But considering diverse views between companies and expected pains to reach consensus on down-selection, in this contribution, we propose an alternative approach, considering the purpose and scope of NCR and also considering pros and cons of the existing solutions, that looks worth discussing especially in case down-selection between the solutions already captured in TR 38.867 [1] becomes too contentious and thus creates potential antagonism in our beloved 3GPP community.  
Discussion
NCR is essentially a relay that simply provides RF “amplification” to the end UE. As captured in the WID [2], NCR is transparent to the UE, i.e. user data is not visible to NCR nor NCR does not consume any data. 
	The objectives of NR NCR WI follow the recommendations defined in TR 38.867 and will focus on scenarios and assumption listed below:
· Network-controlled repeaters are inband RF repeaters used for extension of network coverage on FR1 and FR2 bands based on the NCR model in TR38.867
· For only single hop stationary network-controlled repeaters
· The NCR is transparent to the UE.
· Network-controlled repeater can maintain the gNB-repeater link and repeater-UE link simultaneously


[bookmark: _Hlk115133939]NCR is not expected to handle mobility. Repeater deployments are normally carefully planned – after identifying a coverage gap for a particular cell. Only single-hop "stationary" NCR is the scope of this work. 
Given that, NCR-MT authenticated as a normal UE (in Solutions 1, 3, and 4 in [1]) has an advantage of first setting up AS security in place and that all communications between NCR-MT and NW are secure. Hence a fake NCR offers no threat beyond a possible denial of service attack by manipulating RF, which in any case RF jamming cannot be protected against.
Observation 1: There is no additional threat from an NCR-MT if it is authenticated as a normal UE.  
Moreover, NCR-MT connected to a wrong cell (either maliciously or by error) can cause RF and interference problems. While IAB like CN can check whether NCR-MT should perform as an NCR, but it cannot verify whether the NCR is connected to the correct cell/gNB that has been pre-planned before. This verification has to be done at RAN level and there should be some RAN level pre-configuration for gNBs to identify whether NCR that has accessed is connected to the right cell or not (considering multiple NCRs covering different cells). 
Observation 2: Repeater deployments are carefully planned after identifying a coverage gap for a particular cell. An NCR connected to a wrong cell can cause RF and interference problems. 
Observation 3: This check has to be done at RAN-level as an IAB like CN authentication cannot verify whether it is connected to the correct cell or not. There should be some RAN level pre-configuration for gNBs to identify whether NCR that has accessed is connected to the right cell or not (considering multiple NCRs covering different cells).
To achieve both purposes of checking of the cell the NCR is connected to and verification of NCR, both RAN and CN may have to be used. The hybrid of RAN and CN level solution can be beneficial. The following figure depicts the proposed hybrid approach:


Figure 1: The proposed hybrid approach of RAN and CN level solution
For example, NCR-MT can be pre-configured with a secret token that could be cell-specific. The token is provided to the network over RRC after AS security is activated and can be used to verify whether it is connected to the right cell/gNB. The integrity protection of the RRC connection protects the token from eavesdropping and thus can prevent replay attacks. The network can also associate the token to this NCR-MT to prevent re-use by another NCR-MT. It also gives flexibility for RAN to do additional verification. CN impacts can also be minimized if NCR-MT is authenticated as a normal UE instead. On the other hand, this can also allow CN to authenticate NCR-MT based on subscription information (e.g. IMSI).
Observation 4: The hybrid of RAN and CN level solution can be beneficial to provide checking of the cell the NCR is connected to and also for verification of NCR. The hybrid approach is also versatile (CN impacts can be minimized if NCR-MT is authenticated as a normal UE instead) and gives flexibility for RAN to do additional verification.
Based on the above observations and merits inherited in the hybrid of RAN and CN level solution, we thus propose to seriously consider such an alternative approach in RAN3. This approach could be useful especially in case down-selection between the solutions already captured in TR 38.867 [1] becomes too contentious. 
Proposal 1: RAN3 to consider and discuss the proposed hybrid of RAN and CN level solution as an alternative approach to be considered for down-selection. 
Conclusion
In the present contribution we make the following observations:
Observation 1: There is no additional threat from an NCR-MT if it is authenticated as a normal UE.  
Observation 2: Repeater deployments are carefully planned after identifying a coverage gap for a particular cell. An NCR connected to a wrong cell can cause RF and interference problems. 
Observation 3: This check has to be done at RAN-level as an IAB like CN authentication cannot verify whether it is connected to the correct cell or not. There should be some RAN level pre-configuration for gNBs to identify whether NCR that has accessed is connected to the right cell or not (considering multiple NCRs covering different cells).
Observation 4: The hybrid of RAN and CN level solution can be beneficial to provide checking of the cell the NCR is connected to and also for verification of NCR. The hybrid approach is also versatile (CN impacts can be minimized if NCR-MT is authenticated as a normal UE instead) and gives flexibility for RAN to do additional verification.
Based on the discussion in the present contribution and the observations above we propose: 
Proposal 1: RAN3 to consider and discuss the proposed hybrid of RAN and CN level solution as an alternative approach to be considered for down-selection. 
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