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1 Introduction

RAN3 has been tasked (together with RAN2) with selecting and specifying the solution for Network-Controlled Repeater (NCR) management, for identification and authorization/validation of NCRs. [1] The down-selection, among the 4 solutions described in [2], shall take into account the feedback of other WGs (replies to a RAN3 LS [3] are pending from SA3 and SA5).

Furthermore, “From a security point of view, the feasibility of NCR validation procedure in solution 1 and the feasibility of solution 2 will be decided by SA3.The selected solution shall provide inter-vendor interoperability.” [1]
We will provide some discussion of the available solutions and propose a way forward.
2 Discussion
2.1 Brief Overview of Solutions

The 4 agreed solutions [2] (see also the Annex) can be summarized as follows:
· Solution 1: Identification and authorization/validation for the NCR are done at RAN side.
· Solution 2: NCR is identified at RAN side; authorization/validation are performed by the RAN OAM.
· Solution 3: Identification is done at RAN side and authorization is done at CN side, reusing the procedure from IAB.
· Solution 4: NCR authorization is done at CN side, using UE subscription information in the UDM, reusing the procedure from V2X and ProSe.
Some observations are given below.

Solutions 1, 3 and 4 provide Uu security (using legacy procedures), while Solution 2 does not; therefore, in solution 2 all traffic must be secured via upper layer. SA3 has been asked whether this is a problem, and more in general, whether the NCR needs to be securely validated. [3]
Observation 1: Solutions 1 and 2 may have security implications (SA3 assessment is pending).
Solutions 1 and 2 rely on OAM for authorization/validation. Solution 1 requires the OAM to pre-configure the necessary information in the gNB. In Solution 2 OAM performs the actual authorization, requiring coordination between the NCR OAM and the RAN OAM. This is generally considered an obstacle to inter-vender interoperability
. SA5 has been asked for feedback on these requirements. [3]
Observation 2: Solutions 1 and 2 may pose unusual OAM requirements (SA5 assessment is pending).
Observation 3: Solution 2 may not be interoperable among different vendors (SA5 assessment is pending).
Solutions 3 and 4 are almost identical. The only difference is that Solution 3 requires an “NCR support” indication in the NG SETUP RESPONSE message and an “NCR Indication” in the INITIAL UE MESSAGE message, while Solution 4 does not. They both rely on 5GC-supplied information for NCR authorization, reusing existing tried-and-tested mechanisms currently used for V2X, ProSe and IAB. The small “price” to pay for this is an impact on NGAP. Other than the NGAP impact (smaller for Solution 4), no issues have been identified on these solutions.
Observation 4: Solutions 3 and 4 are almost identical, rely on existing mechanisms and provide secure authorization for the NCR, but unlike the other solutions, have an impact on NGAP.

Observation 5: Solution 4 has a smaller NGAP impact than Solution 3.
2.2 Down-Selection

To save time and effort in RAN2 and RAN3, it was proposed to start the down-selection discussion already in TSG RAN #97-e, taking advantage of the higher operator representation. [4] While this proposal received no consensus, some company positions can be seen in [5]. Most operators seemed in favor of continuing the discussion only on Solutions 1, 3, and 4.
Observation 6: Most operators in RAN favored continuing the discussion only on Solutions 1, 3, and 4.
The only issue with Solutions 3 and 4 is that they have a non-zero impact on the core network, unlike the others. So far only one operator has expressed strong concerns about this. It seems that for some, a heavier impact on RAN and OAM but no impact on core network may be preferable to a lesser impact on both RAN and core network.
We note that, far from being a general rule, the “cost” (technical, economic, organizational, etc.) of core network impact is extremely variable from one operator to another, as it results from e.g. deployment policies, internal organization, business plans, and other factors. For this reason, avoiding core network impact cannot be the only guiding principle, or even the main guiding principle, especially at the expense of basic “pillars” of standardization such as interoperability and secure operation.

Proposal 1: RAN3 should confirm that avoiding core network impact cannot be done at the expense of interoperability and secure operation.
Given the above, considering that so far Solutions 3 and 4 are the only ones with no outstanding security or OAM issues pending confirmation by other WGs, and considering the limited available time, we propose that RAN3 only considers these two for further discussion.
Proposal 2: Given all discussions so far at RAN3 and RAN, and considering the limited available time, RAN3 should only consider Solutions 3 and 4 for further discussion.
2.3 Further Differences Between Solutions 3 and 4

We should also highlight the differences between Solutions 3 and 4.
Solution 3 leverages the IAB authorization mechanism as it is, including the two required indications in the NG SETUP RESPONSE and INITIAL UE MESSAGE messages. While this could be beneficial for implementers (most AMF code for the IAB authorization functionality can just be copied over), the required signaling seems justified for IAB but not for NCR.
An IAB manipulates data bearers, maps and forwards traffic, terminates network interfaces etc., and this requires interaction with specific functionality in the core network. This justifies the additional support indication in NGAP. An NCR, on the other hand, is completely oblivious to UE data, QoS or slicing, does not do any mapping, and ignores any bearers which it does not terminate itself
: it only manipulates RF, “bending” the antenna beams as necessary, switching its TX on and off, and providing the necessary power control. So, apart from the “authorized/not authorized” indication, it does not need any specific support from the core network.
For this reason, we believe the additional impact of Solution 3 on top of Solution 4 is not justified for an NCR, unless it can be shown that there is specific AMF functionality that requires it. In addition, such support indication could be seen as a “capability indication” which typically RAN3 tries to avoid in signaling designs.
Proposal 3: Unless it can be shown that there is specific AMF functionality that requires it, an NCR support indication from the AMF to the gNB does not seem necessary.

Given the above discussion on core network impact, Solution 4 seems to have the best compromise between core network impact (the most limited of all) and all other factors. We then confirm our preference for Solution 4. The corresponding CR is in [6].
Proposal 4: Of all solutions, Solution 4 seems to have the best compromise between limited core network impact (the most limited of all) and all other factors.
3 Conclusions and Proposals
Our observations and proposals are summarized below. At least Obs. 1-5, which descend directly from [2] and [3], could be used as starting point for further discussion in RAN3.
Observation 1: Solutions 1 and 2 may have security implications (SA3 assessment is pending).
Observation 2: Solutions 1 and 2 may pose unusual OAM requirements (SA5 assessment is pending).
Observation 3: Solution 2 may not be interoperable among different vendors (SA5 assessment is pending).
Observation 4: Solutions 3 and 4 are almost identical, rely on existing mechanisms and provide secure authorization for the NCR, but unlike the other solutions, have an impact on NGAP.

Observation 5: Solution 4 has a smaller NGAP impact than Solution 3.
Observation 6: Most operators in RAN favored continuing the discussion only on Solutions 1, 3, and 4.
Proposal 1: RAN3 should confirm that avoiding core network impact cannot be done at the expense of interoperability and secure operation.
Proposal 2: Given all discussions so far at RAN3 and RAN, and considering the limited available time, RAN3 should only consider Solutions 3 and 4 for further discussion.
Proposal 3: Unless it can be shown that there is specific AMF functionality that requires it, an NCR support indication from the AMF to the gNB does not seem necessary.

Proposal 4: Of all solutions, Solution 4 seems to have the best compromise between limited core network impact (the most limited of all) and all other factors.
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� This might even promote vendor lock-in, the opposite of standardization.


� The MT part of an NCR receives RRC commands from its serving gNB and terminates its OAM signaling.





