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1. Introduction
The study item for NR Network-controlled Repeaters was approved in RAN#96 with the following RAN3 related objective[1]:

In this contribution, we discuss possible authorization solutions for Network-Controlled Repeater (NCR).

2. Discussion
The Network Controlled Repeater (NCR) is cost effective coverage enhancement solution, especially for FR2 frequency range. The NCR could be low-complexity and transparency to any legacy device.
To avoid the un-expected repeater, the authorization for a NCR device should be supported. Basically the existing authorization mechanism for a normal or other device type UE could be reused with minimal specification impact. However, as mentioned, the NCR device could be developed with cost effective solution, so the other simple authorization mechanism, e.g. the RAN-based authorization without involvement of 5GC, could be considered also.

During discussion for the approval of the study item, two high-level solutions have been considered: RAN(OAM)-based and 5GC-involvement. In this contribution, we provide the description for each solution and provides the analysis of pros and cons.
2.1. RAN(OAM)-based Authorization
With RAN(OAM)-based authorization solution, RAN or OAM performs the authorization for the accessed NCR device without involvement of 5GC. The NCR device provides it’s NCR information for authorization to the gNB by using RRC message. Based on the NCR information from the NCR device, the gNB doesn’t establish the NG-C interface for the NCR device, but may perform the authorization for the NCR device inside the gNB or may send the NCR device’s info to OAM to perform the authorization. 

To support the RAN(OAN)-based authorization, the NCR device should have NCR-MT function. However, the NCR-MT doesn’t need to communicate with 5GC, so the NCR-MT doesn’t need to support NAS protocol layer and process user plane data. Figure 1 shows protocol stack to support RAN(OAM)-based authorization.
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Figure 1. Protocol stack to support RAN(OAM)-based authorization
Figure 2 shows the RAN(OAM)-based authorization procedure for the NCR device. 
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Figure 2. RAN(OAM)-based authorization procedure

Step 0: The NCR device selects a cell and performs random access.
Step 1: After success of random access, the NCR device sends RRC message including the NCR info to the gNB.
Step 2: The gNB may send the NCR info to the OAM. If the OAM provides the information for the gNB to perform the authorization for the NCR device, Step 2 and Step 3 can be skipped.

Step 3: The OAM performs the authorization for the NCR device and provides the authorization policy and NCR configuration information to the gNB.

Step 4: If the NCR device is authorized, the gNB provides the NCR configuration info to the NCR device by sending RRC message.

With RAN(OAM)-based authorization, the authorization for the NCR device can be supported only with RRC signalling message exchange and without security context setup procedure. And the NCR device is authorized and configured by the gNB based on the information from the gNB’s OAM. So RAN(OAM)-based authorization is analysed with following pros and cons:

Pros.:
· Simple and less complexity, e.g. no NAS protocol stack in the NCR device

· Less layer 3 signaling and supporting faster repeater attach
Cons.:

· May be security issue (need the input from SA3)
· Requiring indirect NCR device management (need the input from SA5)
2.2. 5GC-involvement Authorization
With 5GC-involvement authorization solution, 5GC performs the authorization for the accessed NCR device similar to the authorization for normal UE. A NCR device initially performs NAS Registration procedure like a normal UE and the 5GC performs the authentication and the authorization procedure based on the device type indication and the subscription information for the NCR device.

To support the 5GC-invlovement authorization, the NCR device should support full stack of AS and NAS protocols like a normal UE. Figure 3 shows protocol stack to support 5GC-involvement authorization.
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Figure 3. Protocol stack to support 5GC-involvement authorization
Figure 4 shows the 5GC-involvement authorization procedure for the NCR device. 
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Figure 4. 5GC-involvement authorization procedure

Step 0: The NCR device selects a cell and performs random access.
Step 1: After success of random access, the NCR device sends RRC message with NAS message which may include the NCR device indication.
Step 2: The gNB sends the NGAP INITIAL UE MESSAGE to the AMF, which may include the NCR device indication.

Step 3: The 5GC performs the authentication and the authorization procedure like a normal UE. 

Step 4:  If the NCR device is authenticated and authorized, the AMF sends the NGAP INITIAL UE CONTEXT SETUP REQUEST message to the gNB, which includes the authorization policy and the NCR configuration information for the NCR device.

Step 5: The gNB provides the NCR configuration info to the NCR device by sending RRC message.

With 5GC-involvement authorization, the authorization for the NCR device is supported by following the authorization procedure for a normal UE. So 5GC-involvement authorization is analysed with following pros and cons
Pros.:
· Easier to support plug-and-play and inter-vendor deployment

Cons.:

· Heavy and complex, e.g. full AS/NAS protocol stack in the NCR device

3. Conclusion
This contribution discusses two high-level solutions to support the authorization of the NCR device. During the study item, at least one high-level solution should be determined, and the details for the solution can be developed during the WI phase depending on RAN1 and RAN2 progress. So we have the following proposals:
Proposal 1: RAN3 makes a decision among two high-level approaches, RAN(OAM)-based authorization and 5GC-involvement authorization, based on the pros and the cons. And further detail is discussed during WI phase after RAN1 and RAN2 progress.
And the TP for TR 38.8xx, which includes descriptions and pros/cons for two solutions, is provided in Annex. 
Proposal 2: Agree the TP for TR 38.8xx provided in the Annex.
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Annex. TP for TR 38.8xx

x.x.1. RAN(OAM)-based Authorization 
In this solution, RAN or OAM performs the authorization for the accessed NCR device. 
A NCR device initially accesses the gNB by following the random access procedure. And after success of random access, the NCR device provides it’s NCR information for authorization, e.g. NCR ID, to the gNB by using RRC message. Based on the NCR information from the NCR device, the gNB doesn’t establish the NG-C interface for the NCR device, but may perform the authorization for the NCR device inside the gNB may send the NCR device’s info to OAM to perform the NCR authorization. 
To support the RAN(OAN)-based authorization, the NCR device should have NCR-MT function. The NCR-MT doesn’t need to communicate with 5GC, so the NCR-MT doesn’t need to support NAS protocol layer and process user plane data. Figure x.x.1-1 shows protocol stack to support RAN(OAM)-based authorization.
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Figure x.x.1-1: Protocol stack to support RAN(OAM)-based authorization
Figure x.x.1-2 shows the RAN(OAM)-based authorization procedure for the NCR device. 
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Figure x.x.1-2: RAN(OAM)-based authorization procedure
Step 0: The NCR device selects a cell and performs random access.
Step 1: After success of random access, the NCR device sends RRC message including the NCR info to the gNB.
Step 2: The gNB may send the NCR info to the OAM. If the OAM provides the information for the gNB to perform the authorization for the NCR device, Step 2 and Step 3 can be skipped.
Step 3: The OAM performs the authorization for the NCR device and provides the authorization policy and NCR configuration information to the gNB.
Step 4: If the NCR device is authorized, the gNB provides the NCR configuration info to the NCR device by sending RRC message.

With RAN(OAM)-based authorization, the authorization for the NCR device can be supported only with RRC signalling message exchange and without security context setup procedure. And the NCR device is authorized and configured by the gNB based on the information from the gNB’s OAM. So RAN(OAM)-based authorization has the following pros and cons:
Pros.:
· Simple and less complexity, e.g. no NAS protocol stack in the NCR device
· Less layer 3 signaling and supporting faster repeater attach
Cons.:
· May be security issue

Editor’s note: Coordination with SA3 may be required.
· Requiring indirect NCR device management
Editor’s note: Coordination with SA5 may be required.
x.x.2. 5GC-involvement Authorization
In this solution, 5GC performs the authorization for the accessed NCR device similar to the authorization for normal UE.

A NCR device initially performs NAS Registration procedure like a normal UE. During the connection setup procedure, the NCR device may provide NCR device type indication to the gNB. The 5GC performs the authentication and the authorization procedure based on the device type indication from the gNB and the subscription information for the NCR device.
To support the 5GC-invlovement authorization, the NCR device should support full stack of AS and NAS protocols like a normal UE. Figure x.x.2-1 shows protocol stack to support 5GC-involvement authorization.
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Figure x.x.2-1: Protocol stack to support 5GC-involvement authorization
Figure x.x.2-2 shows the 5GC-involvement authorization procedure for the NCR device. 
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Figure x.x.2-2: 5GC-involvement authorization procedure
Step 0: The NCR device selects a cell and performs random access.
Step 1: After success of random access, the NCR device sends RRC message with NAS message which may include the NCR device indication.
Step 2: The gNB sends the NGAP INITIAL UE MESSAGE to the AMF, which may include the NCR device indication.

Step 3: The 5GC performs the authentication and the authorization procedure like a normal UE. 

Step 4:  If the NCR device is authenticated and authorized, the AMF sends the NGAP INITIAL UE CONTEXT SETUP REQUEST message to the gNB, which includes the authorization policy and the NCR configuration information for the NCR device.

Step 5: The gNB provides the NCR configuration info to the NCR device by sending RRC message.

With 5GC-involvement authorization, the authorization for the NCR device is supported by following the authorization procedure for a normal UE. So 5GC-involvement authorization has the following pros and cons:

Pros.:
· Easier to support plug-and-play and inter-vendor deployment

Cons.:

· Heavy and complex, e.g. full AS/NAS protocol stack in the NCR device

Study the following aspects of network-controlled repeater management


Identification and authorization of network-controlled repeaters [RAN2, RAN3]


NOTE2: Coordination with SA3 may be needed.
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