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1	Introduction
An LS exchange on user consent for trace, between RAN2, SA5 and SA3, with RAN3 in cc, took place in 2020/2021. We here remind about the current specification status and further analyse whether and how RAN3 could help progress on this topic.
RAN3#112-e (May 2021) received in cc an LS from SA3 relative to user consent for RLF/CEF cases [1]. We here recapitulate the relevant specification status.
2	Discussion
The two latest LS in this LS exchange are [1] (sent by RAN2 to SA5 cc SA3, RAN3) and [2] (sent by SA3 to RAN2, SA5 cc RAN3).

In [1], RAN2 writes: "For RLF, CEF no configuration is sent from NG-RAN to the UE, there is no need for consent check for these report as such"

SA3 replies to RAN2 [2]: "[…] SA3 opines that RAN2, RAN3, and SA5 do not need to make user consent mandatory for RLF/CEF cases but should provide a possibility so that the operator has an option to collect and handle user consent."

Further discussions in RAN2 on configuration for RLF/CEF sent from NG-RAN to the UE were not conclusive and the introduction of such mechanism seemed to encounter technical difficulties at the UE side. 

In MDT stage 2 specification (TS 37.320), CEF (Connection Establishment Failure) report is described in the section for accessibility measurements, and hence considered to be a part of MDT. Also the RLF (Radio Link Failure) report is described in this specification. Obviously, RLF/CEF being part of MDT doesn't prevent the RAN to use these reports internally. This is the case for most (or all) MDT measurements, starting with RSRP (M1).

At the network side, user consent is per today required in the RAN for m-based MDT activation. For signalling based MDT, the CN shall not initiate MDT towards a particular user unless it is allowed (see TS 37.320, with further details in TS 32.422). The RAN will not be able to send any MDT information (including RLF/CEF reports) to external entity (i.e. the TCE) if the UE is not selected for MDT, regardless of whether the information is coarse location information like cell id or detailed location information like the information contained in the RRC locationInfo-r16 IE. 
Also, within the RAN, the UE is only identified using temporary identifiers, so any coarse or detailed location information available in the RAN but not sent to external entities (TCE) can’t be used to localize any UE or user. Based on this we fail to see the need to specify any limitation of information acquisition from the UE. And as mentioned, this also corresponds to the mentioned RRC specification status, where RLF/CEF reports are not configurable by the RAN.
The user privacy is ensured by the mechanism described above, i.e. the RAN is not allowed today to transfer any MDT information, including RLF/CEF reports, to external entities (TCE) without user consent. It can also be noted that such transfer requires that the RAN knows the TCE URL or URI. This information is provided in the Trace framework, and it could be observed that the RAN is allowed to report all RRC information, which would also include CEF/RLF, to the TCE if Trace is activated for the Uu interface. However, we expect that vendors and operators use the Trace function in line with local regulation, and normative limitation of use of the Trace function from 3GPP side doesn't seem desirable. Still, from a protocol point of view, there should be no obstacle to use the existing user consent mechanisms also for Trace.
A further aspect, important in our view, is that the 3GPP standards don't mandate the UE to send detailed location information, be it in CEF/RLF reports or other messages. The user has control of whether to switch on GPS/GNSS reception (which also is a functionality that can consume some battery). Therefore, detailed location information is sent over the air only when this information is available in the UE as per the user's decision. 
Relative to SA3's request to "provide a possibility so that the operator has an option to collect and handle user consent" for RLF/CEF cases, a possible way forward that also takes into account the RAN2 status could be that RAN3 replies to SA3 (cc RAN2, SA5) along the lines that RLF/CEF reports are sent as MDT information to external entities (TCE) only if the user has provided his consent. 
Proposal: RAN3 replies to SA3 (cc RAN2, SA5) along the lines that RLF/CEF reports are sent as MDT information to external entities (TCE) only if the user has provided his consent. Also within the RAN, the UE is only identified using temporary identifiers, so any coarse or detailed location information available in the RAN but not sent to external entities (TCE) can’t be used to localize any UE or user. The status quo therefore provides the operator with an option to collect and handle user consent for RLF/CEF cases, addressing any user privacy concerns.
3	Conclusion
We have made the following proposal:
Proposal: RAN3 replies to SA3 (cc RAN2, SA5) along the lines that RLF/CEF reports are sent as MDT information to external entities (TCE) only if the user has provided his consent. Also within the RAN, the UE is only identified using temporary identifiers, so any coarse or detailed location information available in the RAN but not sent to external entities (TCE) can’t be used to localize any UE or user. The status quo therefore provides the operator with an option to collect and handle user consent for RLF/CEF cases, addressing any user privacy concerns.
A draft LS is provided in annex of this paper.
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1. Overall Description:
RAN3 thanks SA3 for their LS.
On SA3's request: "SA3 opines that RAN2, RAN3, and SA5 do not need to make user consent mandatory for RLF/CEF cases but should provide a possibility so that the operator has an option to collect and handle user consent"
RAN3 would like to observe that RLF/CEF reports are sent as MDT information to external entities (TCE) only if the user has provided his/her consent. Also within the RAN, the UE is only identified using temporary identifiers, so any coarse or detailed location information available in the RAN but not sent to external entities (TCE) can’t be used to localize any UE or user. The status quo therefore provides the operator with an option to collect and handle user consent for RLF/CEF cases, addressing any user privacy concerns.

2. Actions:
To SA3 : 	RAN3 asks SA3 to take the above feedback into account.

3. Dates of Next TSG-RAN WG3 Meetings:
3GPP TSG RAN WG3#117bis-e	10 - 18 October, 2022		Online
3GPP TSG RAN WG3#118		14 - 18 November, 2022		Canada



