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1 Introduction

CB: # 19_EPSUPIP

- Check the LS from SA3 and focus on WID scope

- Identify RAN3 related issues and discuss the corresponding solutions

- Capture agreements and open issues

- Provide stage2/3 BL CRs if agreeable, split work

(Vodafone - moderator)

Summary of offline disc R3-221011

2 List of contributors

To assist in resolving issues, contributors are invited to list their email address below.

	Company
	Email address

	Vodafone (moderator/rapporteur)
	chris.pudney@vodafone.com

	Huawei
	Hanfeng3@huawei.com

	Nokia
	Philippe.godin@nokia.com

	Qualcomm
	llopes@qti.qualcomm.com

	Ericsson
	Nianshan.shi@ericsson.com

	ZTE
	Li.dapeng@zte.com.cn

	CATT
	Liuaijuan@catt.cn

	Samsung
	bsbae@samsung.com

	Deutsche Telekom
	zimmermanng@telekom.de


3 For the Chairman’s Notes

Propose the following: (Right hand column to be updated at end of CB discussions)
	Reference 

number
	
	
	
	Outcome (to be finalized later)

	1
	R3-220128
	LS on LTE User Plane Integrity Protection (SA3)
	LS in
	Discussed and noted

	2
	R3-220327
	Introduction of User Plane Integrity Protection in EPS (Qualcomm Incorporated)
	CR1852r, TS 36.413 v16.8.0, Rel-17, Cat. B
	Merged with R3-220658

	3
	R3-220606
	Support of EPS User Plane Integrity Protection (Nokia, Nokia Shanghai Bell)
	discussion
	Discussed and noted

	4
	R3-220619
	Support for User Plane Integrity Protection support for EPC connected architectures (Ericsson, ZTE)
	CR1660r, TS 36.423 v16.8.0, Rel-17, Cat. B
	Merged with R3-220659

	5
	R3-220620
	EPS User Plane Integrity Protection (VODAFONE Group Plc)
	discussion
	Discussed and noted

	6
	R3-220651
	Discussion on UPIP support for EPC connected architecture (Samsung)
	discussion
	Discussed and noted

	7
	R3-220657
	Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT, ZTE)
	discussion
	Discussed and noted

	8
	R3-220658
	Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT)
	CR1855r, TS 36.413 v16.8.0, Rel-17, Cat. B
	Merged with R3-220327

	9
	R3-220659
	Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT)
	CR1663r, TS 36.423 v16.8.0, Rel-17, Cat. B
	Merged with R3-220619

	10
	R3-220660
	Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT)
	CR0670r, TS 38.463 v16.8.0, Rel-17, Cat. B
	Merged with R3-220768

	11
	R3-220768
	Support for User Plane Integrity Protection support for EPC connected architectures with EN-DC capable UE_E1AP (ZTE,China Telecom, Ericsson, Vodafone, Qualcomm)
	other
	Merged with R3-220660

	12
	R3-220288
	Introduction of User Plane Integrity Protection in EPS (Qualcomm Incorporated)
	CR0722r, TS 38.413 v16.8.0, Rel-17, Cat. B

withdrawn
	withdrawn


***************

Rapporteur comments/issues for Wednesday 19th GTW:

1) Seems to be good agreement on Points in 4.1 (except point i) and 4.2 a-d.
2) Further email discussion on 4.1 i and 4.2 e/f/g likely to come to a majority view. Can discuss in GTW if we have time.
3) on handover to UPIP-non-supporting eNB via S1 or X2 (questions 4.3 and 4.4), solutions might depend upon whether absolutely no packets (or a few packets) are allowed to be sent without “UPIP when IPIP=required”.

For GTW – do we work on a full R3 solution for “no packets unprotected”, or, ask SA3 whether this is essential in an LS from this meeting? 
4) for 4.4/4.5, For GTW: discuss use of X2 Setup, EN-DC X2-SETUP, E1 Setup, S1 Setup, S1- ENB CONFIGURATION UPDATE, or alternative ways for MME, MeNB, source eNB etc to know whether the ‘other end’ supports UPIP.
Note that “O&M” goes against longstanding agreement that S1 interface is ‘plug and play’.

5) on 4.6, ”S1 handover via non-supporting MME to supporting eNB”, the SA3 text is clear but seems a bit pointless. However it is easy to comply with SA3 spec. Can discuss in GTW if we have time.

6) on 4.7, “Notification to MME of when UPIP is in use/not in use”. Opinions on this are split (although there is agreement that SA2 have no requirements. For GTW Should we LS to SA2 and SA3 to clarify if they need Notify, or, NOT do it?
7) tdoc number needed for potential LS to clarify some points with SA3 (and possibly other groups)

********
Propose to capture the following:

Agreement text…

Agreement text…

WA: carefully crafted text…

Issue 1: blah …

Issue 2: blah …

4 Discussion

4.1 Common agreements?

Reviewing the discussion documents and the submitted CRs there seems to be general alignment on the following:

a) The UPIP policy (‘required’, ‘preferred’, or ‘not needed’) should be signalled over S1, X2 and E1 interfaces in messages related to “E-RAB establishment”.

b) On the S1 interface, the UPIP policy should be included in: E-RAB SETUP REQUEST, INITIAL CONTEXT SETUP REQUEST, HANDOVER REQUEST. 

Please see question 2 (bullets d and e) with regard to UE CONTEXT MODIFICATION REQUEST and E-RAB MODIFY REQUEST; question 6 with regard to the transparent container in HANDOVER REQUIRED/REQUEST; and point ‘i’ below with regard to PATH SWITCH REQUEST/ACK.

c) On X2 interface, the UPIP policy should be included in: HANDOVER REQUEST, SGNB ADDITION REQUEST, SGNB MODIFICATION REQUEST and (at least because of its use for RRC re-establishment in a new eNB) RETRIEVE UE CONTEXT RESPONSE

d) On E1 interface, the UPIP policy should be included in: BEARER CONTEXT SETUP REQUEST and BEARER CONTEXT MODIFICATION REQUEST

e) On the S1 interface, use the EIA 7 bit in the UE Security Capabilities IE to inform the eNB that the UE supports UPIP.

f) On X2, from source eNB to target eNB, use the EIA 7 bit in the UE Security Capabilities IE to inform the eNB that the UE supports UPIP. (Please see question 2 for how to signal the UE’s UPIP support from eNB to SgNB)

g) There is no need to signal the UE’s support of UPIP in E1-AP as the CU-CP should only request the CU-UP to enable UPIP for UE’s that support UPIP.

h) Add S1-AP, X2-AP, and E1-AP cause values to report the failure to implement “UPIP=required”.
i) Following X2 handover, on the S1 interface in the PATH SWITCH REQUEST message, the target eNB sends the UPIP policy (received from the source eNB) to the MME for verification. If any mismatch, the MME sends back the UPIP policy to the target eNB in the PATH SWITCH REQUEST ACKNOWLEDGE. 

j) Not modify X2 interface signaling related to LTE-LTE dual connectivity.

Q1: Do you agree on points a to j, above? If not, please provide comments. 

	Company
	Yes/no
	Comment

	Huawei
	Yes
	

	Vodafone
	Yes
	

	Nokia 
	Yes
	

	Qualcomm
	Yes
	

	Ericsson
	Yes, except i)
	1. About e) and f), agree, but which bit to use, is not impacting RAN3 spec, or?

2. About i), would it be simpler that the MME sends whatever it has to the target eNB in the PATH SWITCH REQUEST ACKNOWLEDGE. We do not need the extra step that target sends the UPIP to MME, and MME checks if it is  mismatch.

	ZTE
	Yes
	For i), it has been described in 33.401 as following:

Further, in the Path-Switch message, the target eNB shall send the UE’s UP integrity protection policy and corresponding E-RAB ID to the MME.
Due to the stringent time, it is better to accept the mechanism in order to prevent further co-ordinate among groups.

	CATT
	Yes
	

	Samsung
	Yes
	

	Deutsche Telekom
	Yes
	


4.2 Majority views and alignments with RAN WID/other WGs 

Reviewing the discussion documents; the submitted CRs; the CRs agreed in SA3/SA2/CT1/CT4 (see the list in R3-220620 [5]); and the RAN plenary agreed WID (in RP-213669) it seems possible that a short discussion could lead to agreement on the following points:

a) S1, X2, and E1 signaling should be done on a per-RAB basis (and not done on the per PDN connection basis that is used by 5GC). Per-RAB signalling aligns with the CRs agreed by SA2 and CT4. 

b) In line with (at least) the agreed SA2 and CT 4 CRs, only the UPIP policy and not the ciphering policy is sent of S1, X2 and E1 interfaces. 

c) In line with the agreed RAN WID (and at least SA2 CRs), LTE UPIP is for the full data rate and hence we should not signal a Maximum Integrity Protected Data Rate Uplink or Downlink on S1, X2 or E1 interfaces.
d) There does not seem to be any SA3 requirement nor SA2 or CT 4 procedure that leads to the need to signal a change of a RAB’s UPIP policy to the eNB. Hence it is proposed to NOT add the UPIP policy to the S1-AP E-RAB MODIFY REQUEST message.

e) To cope with handover from a non-supporting MME to a supporting MME, SA3 have specified that “then the MME shall send an S1 CONTEXT MODIFICATION REQUEST message to inform the eNB about the correct UE EPS security capabilities”. Hence it is proposed to add the UPIP policy and include the updated (LTE) UE security capabilities in the S1-AP UE CONTEXT MODIFICATION REQUEST message.

f) For EN-DC, signal the UE’s support/non-support of UPIP from the eNB to the SgNB by adding the (LTE) UE Security Capabilities IE to the SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST messages.
g) For UEs supporting UPIP, in S1-AP and X2-AP specify the eNB’s behaviour in case the UPIP policy is not received from the MME (in S1-AP) or from the source eNB (in X2-AP)
Q2: Do you agree on points a to g, above? Please provide comments and discuss issues raised by other companies. 

	Company
	Yes/No
	Comment

	Huawei
	Yes, except for e) and f)
	For e), we understand that during the S1 handover, the UPIP policy has been delivered in the Handover Request message by the supporting MME. Hence there is no need to include the UPIP policy again in UE CONTEXT MODIFICATION REQUEST message (note that only the UE EPS security capabilities is described in SA3 spec). 
For f), the UE Security Capabilities IE is used for LTE DC which includes the LTE encryption algorithms and LTE IP algorithms. The introduction of the UE Security Capabilities IE for EN-DC  seems very redundant. 

We instead propose to introduce a new “UE Integrity Protection Capability Indication” IE to indicate the UE supports EPS UPIP. 



	Vodafone
	Yes
	Some answer to Huawei comment on (e) and modification of (e):

On e) -> Sorry, thanks. The SA3 concern may be that the EIA 7 bit is received form the old MME indicating UPIP not supported but the subsequent TAU from the UE indicates UPIP supported. Hence I’ve updated bullet e to indicate that we need to send the Security Capabilities to the eNB (as well as any UPIP policy that has arrived from the PDN GW).

On f) I don’t really mind.

	Nokia
	Yes
	On f) why does SgNB need to know the UE’s support/non support of UP IP since the MeNB could only request the UP IP policy in SgNB Addition Request if the UE does support? 

	Vodafone
	Reply to Nokia’s question
	For f) I think that your alternative would work and would mean that the RAN specs (RAN 3 part of 36.300/37.340?) would need to mandate that “The MeNB shall NOT send a UPIP policy to the SgNB if the UE does not support EIA 7, and the SgNB shall not activate UPIP unless a “UPIP policy” is received from the MeNB”. This would need SA3 specs to be aligned afterwards (but that seems feasible), however, it does make the ‘meaning’ of the UPIP policy IE different when sent to the SgNB compared to its meaning on other interfaces, and that seems less desirable than adding a new indication from MeNB to SgNB.

	Qualcomm
	Yes with couple of exceptions
	On e) had similar comment to Huawei but agree the information may only be available later. The only real issue is that it is a bit awkward to send E-RAB parameters (policy) in the context modification too, an alternative would be to do both context modification (for capabilities) and E-RAB modification later (for policy). 

On f) I agree it is possible to use the policy as a proxy, but this might lead to confusion, maybe better to provide information as is.

On g) I assume this is a reference to what is specified by SA2 (I think) on local policy, this is not really something we would normally do (specify what happens if an IE is not present). May need more discussion.

	Ericsson
	Yes to Point a) to d)


	Point a) to d) , and f) are fine. But:

e) does not seem needed in this case. If it is about the new MME, then it could be sent in S1AP Handover Request. 

f) do you mean the UE capability or some other new indication, support/not support?

g) If SgNB does not receive anything, it is understood the feature is not required. We usually do not specify when the IE is absent.

	ZTE
	Yes,except  g)
	e)  Fine for updated description that the UPIP policy no need to carried in S1-AP UE CONTEXT MODIFICATION REQUEST message. 

g) Seem not need, only capture behavior description when RAN node receive UPIP policy.


	CATT
	Yes except 
g)
	For g),we agree with others that in our stage 3 spec, normally,we do not describe the behavior of NG-RAN node when one IE is not available.
For F) Both of the approaches could work. The solution proposed by moderator is more clean.

	Samsung
	Yes except e) and f)
	On e), as in Huawei’s comment, the updated UPIP policy can be delivered in the HANDOVER REQUEST message. It’s unclear when the UE CONTEXT MODIFICATION REQUEST message would be used.

On f), the UPIP policy in the SgNB ADDITION REQUEST message can support it.

	Deutsche Telekom
	Yes except g)
	g) Same view as other companies with respect to definition of node behavior in case of not receiving an IE.


4.3 “UPIP= required” and S1 handover to non-supporting Enb and 2G/3G 

For RABs with “UPIP=required”, how to prevent their handover to 2G/3G or a non-supporting Enb?

TS 23.501 specifies that this is a task for the source Enb. However, TS 23.501 also mandates the PGW to release the bearer if such mobility happens.

For the bearers of PDN Connections with UP integrity protection set to Required, at (both idle mode and connected mode) mobility (including intra-TA mobility) to an Enb that does not support User Plane Integrity Protection with EPS, the MME shall inform the SMF+PGW-C, and the SMF+PGW-C ensures that the PDU session is released.
At connected mode mobility from EPS to GERAN/UTRAN or to a part of the EPS that does not support User Plane Integrity Protection, the source E-UTRAN shall ensure that EPS bearers with UP integrity protection of the User Plane Security Enforcement information set to Required are not handed over.
/… text not copied…/

At any (e.g. idle mode) mobility from EPS to GERAN/UTRAN, the (home) SMF+PGW-C shall trigger (e.g. based on the received RAT Type) the release of the bearers of PDN Connections with UP integrity protection set to Required.
For inter-RAT handover to 2G/3G, the source Enb knows that the target cell does not support UPIP and hence the source Enb can easily stop the handover of any RABs with “UPIP =Required”. 

For S1 handover to a non-supporting Enb it is more complex for the source Enb to know whether or not the target Enb supports UPIP. Solutions might, or might not, align with existing ongoing work on RACS support in the target Enb. Another alternative is to liaise with SA2 (and SA3) to remove this requirement on the source Enb and rely on the mandated PGW behaviour to release any RAB moved to a non-supporting Enb or 2G/3G. 

Q3: Should RAN 3 send an LS to SA2 (and SA3) to request them to remove the requirements on the source Enb (and rely on the mandated PDN GW release of the RAB), or, should RAN 3 work on solving how a source Enb prevents the handover of RABs with “UPIP=Required” to a non-supporting Enb?

	 Company
	LS to SA2/3 to remove Enb requirement? 

Yes/No
	Comments

	Huawei
	Yes
	For S1 handover, it is better to allow the SMF/PGW-C to not handover or release those E-RAB bearers with “UPIP=required” when handover to a non-supporting Enb. 

How the CN addresses the issue can be answered in clause 4.4 and 4.5. 

Also we can add all RAN3 agreements at this meeting in the LS for their further check. 

	Nokia
	depends
	At which step in the call flow can PDN-GTW release the E-RAB? SA2 statement is a bit unclear. I guess one should try preventing the handover to proceed instead of letting the E-RAB setup at target unduly and after that having PDN GTW tearing down the E-RABa bit too late?

MME knowing Enb support would solve the problem.

	Vodafone
	Reply to Nokia’s question
	From Figure 5.5.1.2.2-1: S1-based handover in TS 23.401, The S1-AP Handover Notify (c.f. handover complete) causes the target MME (also target [S4-]SGSN) to send the Modify Bearer Request to the Serving GW and this is then sent on to the PGW and then the PGW can release UPIP=required bearers….. so user data could have been forwarded to the target RAN and not UPIP protected … which is probably undesirable and hence a reason for RAN 3 to try and work out a RAN solution.

[Target] MME knowing that the target Enb does not support UPIP might help, but wouldn’t it be complex for the MME to try and block some bearers and allow others in the HANDOVER REQUEST?

	Qualcomm
	depends
	It seems that it would be better to try and find a RAN solution in principle. Relying on the MME to remove bearers might be ok, but one problem is that you might have a target RAN and MME that don’t support the functionality, so in that case the MME would not take action. So a RAN solution may not be so straightforward.

With that we might be left with another RACS-style discussion. Or we just rely on OAM for S1AP mobility in rel-17. Either way this might be something to leave as FFS for now, perhaps we can just decide whether or not to involve SA2.

	Ericsson
	depends
	In our view, OAM and Criticality reject can solve the issue.

	ZTE
	Yes
	It is hard for Enb to aware whether target Enb support UPIP or not. So it is better for Core to handle the situation.

For how does Core aware whether eNBs support UPIP or not, the solution can be OAM/Criticality etc.

All above need to be sent to SA2 for further check.

	CATT
	Depends
	Similar view as QC. One possible option is to rely on OAM configuration. The conclusion on the discussion on RACS issue, if concluded, could also applied here.

For now, may be it could be left as FFS

	Samsung
	depends
	And we think RAN3 agreements need to be shared.

	Deutsche Telekom
	Depends
	We have a preference that CN should take the action, but more discussion is needed on that topic to analyse the solutions brought up by different companies.


4.4 “UPIP= required” and X2 handover to non-supporting eNB 

It is clear that E-RABs with “UPIP=Required” should not be handed over on the X2 interface to a UPIP-non-supporting target eNB.

There are a few alternative solutions:

a) In line with R3-220606 (Nokia) [3], the X2-SETUP (and response?) could be used to exchange UPIP support information.

b) ‘criticality’ mechanisms could be used in the X2 HANDOVER REQUEST message encoding to ensure that the target eNB understands the “UPIP=Required” signalling. However, it is essential to design the signalling such that handovers for E-RABs with other UPIP policies are not blocked with a non-supporting eNB.

c) Other mechanisms?

While not mentioned in input contributions, or, SA3 or SA2 CRs, it also seems that we need a mechanism to ensure that E-RABs with “UPIP=Required” are not established on an SgNB that does not support UPIP.

As the X2-SETUP seems a simple, robust solution, the moderator will use this as the basis of this question, but alternative mechanisms are free to be discussed.

Q4: Should we use the X2-SETUP (and EN-DC X2-SETUP) mechanism for source eNBs to detect whether a target eNB / SgNB supports UPIP, or, what alternative mechanism do you prefer? 

	Company
	Use X2 Setup?

Yes/No
	Comments and discussion on different mechanisms

	Huawei
	No
	C) other mechanism

For UE initial access, X2 handover, S1 handover or ENDC, we intend to propose an unified approach to allow the MME to address the issue: the MME can be aware of the eNB’s UPIP capability based on received security results applicable for all three UPIP policies (required, preferred, not needed).  

Then for X2 handover, the MME can trigger the E-RAB release for those E-RABs with the “required” UPIP policy in the path switch request ack message, if the MME is aware the target eNB does not support the UPIP. 

For S1 handover, the MME can only setup E-RABs with the “preferred” or “not needed” UPIP policy in the handover request message, if the MME is aware the target eNB does not support the UPIP.
The benefit is clear: a unified solution can be used for all cases.  



	Vodafone
	Yes
	In response to Huawei:

For X2 handover, releasing with the Path Switch Ack would mean that some packets would be sent without integrity protection despite the policy being “UPIP=required” (hence an LS to SA3 would be needed).

Also, how would the target eNB know that the “Handover Command” (RRCReconfiguration) should change the security configuration to disable UPIP? 

In addition, how is the case of EN-DC X2-SETUP handled? Hence the Huawei approach does not seem to be “unified”.

	Nokia
	Yes
	Same comment as previous question and similar view as Vodafone. Shouldn’t we avoid reactive and late approach? We should not let the E-RAB first setup unduly and then removed…

	Vodafone
	Extra response to Huawei
	I think that the eNB-CP also needs to know which of (multiple) CU-UP’s do and don’t support UPIP. Hence we need the ‘E1-SETUP’ to carry UPIP support indications

	Qualcomm
	Tend to yes
	It is very difficult to cover all use cases without some direct X2 type signalling. Then there are several options, (a) and (b) are the obvious ones. For (b), one saving grace is that failure would only happen in a preparation once – in fact same as RACS. A third option is to use criticality of “ignore” but have the receiving node respond with some sort of IE etc. No strong opinion, this can be discussed – for now maybe we should try to agree if possible on X2 based solution.

	Ericsson
	No
	b) In our view, OAM and Criticality reject can solve the issue.

Further, the source RAN could retry, it could learn.  (e.g. it only need to setup once and fail once, then it would have learnt that the Node x does not support, if OAM is not in place.)

	ZTE
	No
	b) or 

c) if the UE has at least 1 E-RAB with policy set to “required” and target eNB ‘s capability is not aware(e.g. even OAM can not work), an alternative way is to try S1 based handover instead of X2 based handover.

	CATT
	No
	b) 

or OAM configuration.Normally,we do not exchange the capability of NG-RAN node via setup procedure.

	Samsung
	No
	We wonder how the following scenario would be supported:

“UE can handover only to UPIP non-supporting cells.”

i) handover to a non-supporting cell and release the ‘UPIP=required’ bearers? 

ii) UE is not handover to the non-supporting cell (maybe RLF occurs)?

We think i) is reasonable and Huawei’s mechanism seems to be required anyway.
And we also think OAM and Criticality reject could solve the issue.

	Deutsche Telekom
	Yes
	We share Nokia’s and Vodafone’s view.


4.5 Knowledge of eNB support / non-support at MME

The SA3, SA2 and CT4 CRs describe how the MME provides the SMF+PGW-C with information on whether or not the eNB supports UPIP. This is needed (at least at S1 handover (intra and inter MME) to a non-UPIP-supporting eNB, and for PDN connection establishment via a non-UPIP-supporting eNB) to ensure that RABs with a policy of  “UPIP=required” are released or not established.

R3-220606 (Nokia) [3] and R3-220620 (Vodafone) [5] propose that the S1 SETUP message is used to inform the MME that the eNB supports LTE UPIP. 

In line with the general concept of S1 SETUP, Vodafone proposes that the same changes are also made to the ENB CONFIGURATION UPDATE.

Q5: Should RAN 3 add S1-AP signaling to indicate that the eNB supports UPIP in the S1 SETUP and ENB CONFIGURATION UPDATE messages?

	 Company
	Yes/No
	Comments

	Huawei
	No
	See our comments to Q4: Based on the security result, the MME can be aware of the eNB’s UPIP capability. 



	Vodafone
	Yes
	@ Huawei: (having looked at the S1AP CR you submitted) how does your approach work, please? E.g. it remains important that bearers with UPIP=preferred/not needed are established on non-supporting eNBs and only bearers with UPIP=required are not established.

	Nokia
	Yes but
	OK for NG Setup Request as we proposed, but eNB configuration update may not be needed.

	Vodafone
	Response to Nokia
	Our (VF) reason for using NR PDCP was to allow a legacy LTE base station to use the UPIP resources of a gNB as a CU-UP. The connection of such a gNB to the eNB could occur at any time (and not be linked to an eNB restart) - hence having the indication of UPIP support in the ENB CONFIGURATION UPDATE seems useful in addition to it being in the S1 SETUP.

	Qualcomm
	Tend to no
	Here we can really use criticality – same as RACS. Failure should only happen once. My concern here is that we have really steered away from providing node capabilities in these procedures (just configuration), and this basically contradicts everything we have done before.

	Ericsson
	No
	Similar to Q4.

In our view, OAM and Criticality reject can solve the issue.

Further, the MME could learn.  (e.g. it only need to setup once and fail once, then it would have learnt that the Node x does not support, if OAM is not in place.)

	ZTE
	No
	Similar view to Q3/4.

OAM or Criticality can solve the issue.

	CATT
	CATT
	Similar to Q4.We could rely on OAM and Criticality.

	Samsung
	No
	We prefer using the security result to detect the eNB capability. If following current SA2 CRs, we’re also ok with OAM and Criticality reject as 2nd preference.

	Deutsche Telekom
	Yes, but
	More discussion on ENB CONFIGURATION UPDATE needed.


4.6 S1 handover via non-supporting MME to supporting eNB

For S1 inter-MME handover, the SA3 CR to TS 33.401 in S3-214454 requires:

“At an S1-handover, the source MME shall send the UE's UP integrity protection policy and the UE EPS security capability to the target eNB via the target MME. Besides, the source eNB shall also send the UE’s UP integrity protection policy if received from the source MME to the target eNB in a source-to-target container. The target eNB shall use the UE capability indicating support of UP IP in EPS together with the UP integrity protection policy received from the MME and ignore the UP integrity protection received in the source-to-target container. If the target eNB does not receive the UP integrity protection policy from the MME, the target eNB shall use the UE capability indicating support of UP IP in EPS together with the UP integrity protection policy received from the source eNB”
Hence (as proposed in question 1) the UPIP policy is needed in the HANDOVER REQUEST as a piece of MME to eNB signalling.

The ‘seource to targt’ transparent container in the HANDOVER REQUIRED and HANDOVER REQUEST messages is also required by SA3 to carry this information – however, the benefit of doing this may be questionable as TS 23.501 (see S2-2107650) makes it clear that the SMF+PGW-C will release any connections with “UPIP=required” that involve a non-supporting MME.

If the UE or the new eNB or the MME does not indicate support of user plane integrity protection with EPS, PDU Sessions with UP integrity protection of the User Plane Security Enforcement information set to Required are not transferred to EPS as follows:

-
In the case of mobility without N26, the SMF+PGW-C shall reject a PDN connectivity request in EPS with handover indication if the UP integrity protection of the User Plane Security Enforcement is set to Required.

NOTE 6:
As described in clause 5.17.2.3.3, the UE does not know before trying to move a given PDU Session to EPC, whether that PDU session can be transferred to EPC.

-
In the case of idle mode and connected mode mobility with N26 to EPS, or mobility without N26, the SMF+PGW-C ensures that the PDU session is released.

Q6: Should RAN 3 add the “UPIP policy in use” to the source to target transparent container in the S1 interface HANDOVER REQUIRED and HANDOVER REQUEST messages, or should we indicate to SA3 and SA2 that this is unnecessary complexity as the PDN GW will release “UPIP=required” connections involving a non-supporting MME?

	 Company
	Add to S1-AP? Yes/No
	Comments

	Huawei
	Yes
	We think there is a case that the source MME supports UPIP, but target MME does not support UPIP. So we think that the UPIP policy in container is needed. 

Regarding to SA2’s CR, the text is only related to UPIP policy is set to “required”, it seems no conflict with SA3’s description. Or we can request SA2 to reconsider this case in the LS. 

	Nokia
	Yes
	Concerning SA2 CR I thought that even if MME does not support EPS UP IP but eNB does support, the policy “required” could be supported by local configuration or am I confused?

	Vodafone
	Reply to Nokia
	Without MME/PGW support, the intention is to support the policy of “UPIP=preferred”. I don’t think that anyone has analysed what happens if the RAN is configured with a default policy of “required” – but my feeling is that “required” will not work at all well (RABs being randomly dropped, etc…)

	Qualcomm
	Add
	Regardless of the policy setting, it seems that the policy needs to get to the target even if MME does not support – if so cannot avoid transparent container impact. One question is whether the transparent container should ever contain a codepoint of “required”, if it can rely on MME support for such signalling, and in case of non-MME-support, should it consider that the EPS does not support it and therefore not handover the E-RAB??

Or another question, does the RAN need to know whether the target eNB and/or the target MME support the feature?

	Ericsson
	
	To add it in the “transparent container” is only for that case that the MME not supporting UPIP, so that the target eNB could get the UPIP policy from the source RAN.

And the UPIP with “required” will be released in the case of non-supporting MME.

One thing we need to discuss, if the policy is set to “preferred”, and the supporting eNB uses “UPIP”, would it be handled the same as “UPIP” is “required”, and thus be released.

If it is the case, then we only have UPIP policy set to “not needed” to handle. Thus it does not seem to have any meaning to sent the UPIP in the transparent container.

We need to discuss the option to “indicate to SA3 and SA2 that this is unnecessary complexity as the PDN GW will release “UPIP=required” connections involving a non-supporting MME?

	ZTE
	Yes
	Source eNB does not aware whether there is a target MME and does not aware whether the target MME support UPIP. 

In our view, the information need to be provided from source eNB to the AMF(whether it support UPIP or not).

It depends on the Core network to decide the delete the E-RAB.  

	CATT
	
	Agree with E/// that it may depend on whether the E-RAB with UPIP policy as preferred would be release by the CN.

	Samsung
	
	We’re ok with adding it in the transparent container. However, we also think that some clarification is required how to handle the bearer with the UPIP policy with ‘preferred’. And it needs to be shared with SA2/SA3.

	Deutsche Telekom
	Yes, but …
	We are generally fine with adding the UPIP policy to the container, but as raised by other companies like Ericsson and Qualcomm further clarification is needed with respect to certain issues (“preferred”, etc.).


4.7 Notification to MME of when UPIP is in use/not in use

From reviewing the SA3, SA2 and CT 4 CRs (as listed in R3-220620 [5]) it seems that (in contrast to 5GC) for “UPIP=preferred” there is no requirement to report when UPIP is in use and when it is not in use from the RAN to the SMF+PGW-C. However, several companies have proposed that the RAN 3 signaling on E1, X2 and S1 interfaces does enable the eNB to report this to the MME.

Q7: Should RAN 3 add signaling to enable reporting of the start/stop of UPIP usage for “UPIP=preferred” to the MME? Please also comment in question 7 as to whether we should report our decision to SA3 (and SA2 and CT4) and/or raise a question in the response LS to SA3
	 Company
	Add S1/X2/E1 signalling: Yes/No
	Comments

	Huawei
	Yes
	As we commented above, we also see a need to reply the security results for “required” and “not needed”. 

	Nokia
	Yes
	To our understanding the security result is ok but only needed for policy “preferred”.

	Qualcomm
	No
	Having discussed this internally, and even though it’s in our CR, the consensus right now is that there is nothing the CN needs this information for, so no need to complicate.

	Ericsson
	No
	First of all, there is no such requirement. This is different than NR UPIP.

Question for the companies who said yes, how MME is going to make a use of such information?

	ZTE
	No
	No requirement on seen.

	CATT
	Yes
	Similar view with Nokia.

	Samsung
	Yes
	We’re ok with replying the security results for “required” and “preferred”. (We wonder why SA2 made different requirement for EPS UPIP from NR UPIP.)

	Deutsche Telekom
	Yes
	We share Samsung’s view.


4.8 LS from SA3 on LTE User Plane Integrity Protection
SA3 has sent an LS to RAN3 in R2-220128 which asks RAN 2 a specific question but just asks RAN 3 to take the SA3 CRs into account:

ACTION: 
SA3 kindly requests RAN2 and RAN3 to take this information into account and for RAN2 to inform SA3 on their final decision with respect to which algorithm code points are to be used.
Hence there does not seem to be a need to respond to SA3 unless there are topics that RAN 2 need to clarify as a result of the SA3 (or SA2 or CT 4 or CT 1) CRs on LTE UPIP.

Q8: What topics need clarifying or raising with SA3 (or SA2, CT1, CT4), or can we just note this LS?

	Company
	Comment

	Huawei
	The LS can be noted, and let RAN2 reply. 

	Vodafone
	@ Huawei: if (please note “if”) we adopt your comments, then an LS to several groups would be needed – e.g. to check that such a solution met the SA3 requirements, and, to get SA2/CT 4 to update their procedures.

	Nokia
	I assume SA3 needs to be liaised if we decide the reporting of security result to Core; however could also be sent at next RAN3 meeting when solution is consolidated.

	Qualcomm
	The main / only issue revolves around the detection of the far end at S1 HO, actions of the source RAN and target MME, and policies. Based on the previous points on this, it may be that we need some clarifications – perhaps more from SA2.

For the reporting of the result, yes if agreed – though we think this is not needed.

	Ericsson
	Let RAN2 reply.

	ZTE
	In the LS, SA3 ask the following question:

  which algorithm code points are to be used

The question is not on the table of RAN3, so it is better for RAN2 to reply.

	CATT
	There are several issues we discussed is SA3 or SA2 related, maybe we could contact the related group.

	Samsung
	Regarding this LS, let RAN2 reply.

	Deutsche Telekom
	With respect to the action raised by SA3, it should be sufficient that RAN2 is replying. A LS to SA3 at this meeting may be needed only in the case that other discussion topics require it.


5 Other topics are left for further study 

Examples:

a) are any updates needed to the parts of TS 36.300 or TS 37.340 that are regarded as being under “RAN 3 responsibility”?

[companies are invited to add to this list, along with the commenting company’s name]
6 updated CRs 

Using the (anticipated) results of the preceding discussions, companies are invited to provide revisions to the S1, X2 and E1interface CRs uploaded in this CB # 19_EPSUPIP/CR drafts folder:

7 Conclusion, Recommendations [if needed]

If needed

