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1 Introduction

CB: # 3_IABKeyDerivation

- IAB-donor-CU-CP derives and forwards KIAB to the IAB-donor-CU-UP, the KIAB is to be used between the IAB-node and the IAB-donor-CU-UP? Introduce a new IAB specific E1 procedure to enable the IAB-donor-CU-CP sending the KIAB to the IAB-donor-CU-UP? Introduce a list of IP address pair for IAB-donor-CU-UP and IAB-DU, with each pair for one KIAB ? Huawei, Lenovo, Motorola Mobility, Samsung
- Capture agreements and provide CRs if agreeable
(HW - moderator)

Summary of offline disc R3-220990
2 For the Chairman’s Notes
Propose the following:
For chairlady to copy

· Agree to introduce a new dedicated non-UE associated signaling/procedure “IAB PSK Notification” 
Stage 2 CR: R3-220799  revised in R3-221224 Agreed unseen

Stage 3 CR: R3-220798  revised in R3-221223 Agreed unseen
Detailed discussions
The discussions mainly concerned the following issues: 1) whether it should UA or NUA; 2) why a list of IP address is needed; 3) UE or IAB-MT will use the PSK. 
After discussions, companies reached the consensus that it should be a NUA procedure, since this would impact all F1-U tunnels related with an IAB node, a list of IP address is necessary since according to SA3 spec, K_IAB generation uses the CU-UP’s IP address which implies that K_IAB is different for each FTEID that uses a different CU-UP IP address; and it is obvious that this is used for F1-U tunnel security between IAB-DU and UP.
3 Discussion [if needed]
According to the incoming LS [1], SA3 made clear answer that, to support the IPsec protection for F1-U interface, IAB-donor-CU-CP should provide the PSK (KIAB) to IAB-donor-CU-UP via E1 interface when dynamic PSK for IKEv2 PSK authentication is used.
The draft CR [3][4] tries to propose stage 3 signaling design for this KIAB transfer from CP to UP, which mainly include the following:
· A new dedicated UE associated signaling/procedure “IAB PSK Notification” ;

· A list of IP address pair with each pair being associated with a PSK

· The existing AP ID is used to represent the IAB-MT
Companies are invited to provide comments on the details for stage 2&3 CR [3][4], e.g. whether a dedicated procedure is needed, whether a list of IP address pair is needed, etc.
	Company
	Yes/No
	Comment

	Huawei 
	Yes
	We think a dedicated signaling would be clearer, and a list of IP address pair is needed, according to SA3 spec that the IP addresses of IAB-donor-CU and IAB-DU are used as parameters for deriving KIAB, thus when the IAB-donor-CU-UP receives the KIAB, it shall identify the mapping between KIAB and IP address pair. The signalling should be UE associated since it is associated with an IAB-MT.
We also think both stage 2&3 CRs are needed, and open to further refinements if any.

	Ericsson
	OK, but we have some issues
	We prefer a new IAB-specific procedure.
Can the proponents clarify why does IAB-Donor-CU-UP IP Address have to be signalled? Does it not know it’s own IP address? How does the CU-CP know it, especially if no Bearer Context is established, for IAB-MTs?

	Nokia
	Yes
	We support the idea to introduce a new E1AP procedure, but we have one question on the Stage-3 detail. The Notification message includes both UE E1AP IDs. An IAB-MT may not have any DRB, so CP may not initiate Bearer Context Setup procedure for the IAB-MT. In that case, there is no context (e.g. UE E1AP ID) in UP for the IAB-MT.

For Ericsson question, according to SA3, CP generates the PSK based on the UP’s IP address and IAB-DU’s IP address. So there may be multiple keys, and each key is for a pair of {UP IP address, IAB-DU IP address}.    CP may know the IP address of UP during the E1 Setup. 

	CATT
	Yes with reversion
	We support an IAB specific procedure. And also agree with Nokia. The gNB-CU-CP UE E1AP ID and gNB-CU-UP UE E1AP ID in 9.2.4.x should be optional IEs in case the Bearer Context Setup procedure is not executed. This is also the reason why we preclude option 2 in discussion paper.

	Samsung 
	Yes 
	For Nok’s comment, if there is no DRB, the E1 UE context is not needed, then, such new IAB specific procedure is not needed. 
A minor comment to the CR:

In semantics, “KIAB”should be “KIAB-CU-UP” since this is exactly mentioned by 33.501. 

	Qualcomm
	See comments
	There seem to be a lot of misunderstandings.

The message is sent to the UE’s CU-UP, not to the IAB-MT’s CU-UP. The IAB-MT may have a different CU-UP than the UE or no CU-UP at all. It is the UE’s CU-UP that needs to protect the UE’s F1-U tunnel. The K_IAB should include the IP addresses of the F1-U tunnel end points. 
The PSK info could be included in the UE’s Bearer Setup/Modification Context message, which again, is the UE’s Bearer and not the IAB-MT’s bearer. In this case, the PSK info would have to go into every UP Transport Layer Information for each DRB in the UE’s Bearer Setup/Modification Context Request, since each of them may include a different IAB-DU IP address. The problem is that the CU-CP does not know the CU-UP’s IP address for each UP Transport Layer Info until it has received the UE Bearer Setup/Modification Context Response, which implies that the CU-CP is not even able to compute the K_IAB’s before receiving this response message.
Using a new NUA message after the bearer setup/modification makes more sense. The message would include the list of K_IABs, together with the IP address pair for each K_IAB, for all F1-U tunnels affected, similar to the IAB UP TNL Address Update. This implies that it is a NUA message. The IAB PSK NOTIFICATION proposed in R3-220798 is fine.


	
	
	

	
	
	

	
	
	

	
	
	


4 Conclusion, Recommendations [if needed]
If needed
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